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4 CHAPTER 1 INTRODUCTION TO DATA COMMUNICATIONS

THls CHAPTER introduces the basic concepts of data communications and shows
how we have progressed from paper-based systems to modern computer networks. It
begins by describing why it is important to study data communications and how the
invention of the telephone, the computer, and the Internet has transformed the way we
communicate. Next, the basic types and components of a data communication network
are discussed. The importance of a network model based on layers and the importance of
network standards are examined. The chapter concludes with an overview of three key
trends in the future of networking.

OBJECTIVES

Be aware of the history of communications, information systems, and the
Internet

Be aware of the applications of data communication networks
Be familiar with the major components of and types of networks
Understand the role of network layers

Be familiar with the role of network standards

Be aware of three key trends in communications and networking

CHAPTER OUTLINE

INTRODUCTION
A Brief History of Communications in North America
A Brief History of Information Systems
A Brief History of the Internet

DATA COMMUNICATIONS NETWORKS
Components of a Network
Types of Networks

NETWORK MODELS
Open Systems Interconnection Reference Model
Internet Model
Message Transmission Using Layers

NETWORK STANDARDS

The Importance of Standards
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The Standards-Making Process
Common Standards
FUTURE TRENDS
Pervasive Networking
The Integration of Voice, Video, and Data
New Information Services
IMPLICATIONS FOR MANAGEMENT
SUMMARY

INTRODUCTION

Over the past few years, it has become clear that the world has changed forever. We are
now in the Information Age—the second Industrial Revolution, according to John Cham-
bers, CEO (chief executive officer) of Cisco Systems, Inc., one of the world’s leading net-
working technology companies. The first Industrial Revolution revolutionized the way
people worked by introducing machines and new organizational forms. New companies
and industries emerged and old ones died off.

The second Industrial Revolution is revolutionizing the way people work though
networking and data communications. The value of a high-speed data communication net-
work is that it brings people together in a way never before possible. In the 1800s, it took
several weeks for a message to reach North America by ship from England. By the 1900s,
it could be transmitted within the hour. Today, it can be transmitted in seconds. Collapsing
the information lag to Internet speeds means that people can communicate and access in-
formation anywhere in the world regardless of their physical location. In fact, today’s
problem is that we cannot handle the quantities of information we receive.

Data communications and networking is a truly global area of study, both because
the technology enables global communication and because new technologies and applica-
tions often emerge from a variety of countries and spread rapidly around the world. The
World Wide Web, for example, was born in a Swiss research lab, was nurtured through its
first years primarily by European universities, and exploded into mainstream popular cul-
ture because of a development at an American research lab.

One of the problems in studying a global phenomenon lies in explaining the differ-
ent political and regulatory issues that have evolved and currently exist in different parts
of the world. Rather than attempt to explain the different paths taken by different coun-
tries, we have chosen simplicity instead. Historically, the majority of readers of previous
editions of this book have come from North America. Therefore, although we retain a
global focus on technology and its business implications, we focus exclusively on North
America in describing the political and regulatory issues surrounding communications
and networking. We do, however, take care to discuss technological or business issues
where fundamental differences exist between North America and the rest of the world
(e.g., ISDN [integrated services digital network]) (see Chapter 9).

o
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One of the challenges in studying data communications and networking is that there
are many perspectives that can be used. If you turn back to the start of this chapter you
will see an opening image labeled the Three Faces of Networking. These three perspec-
tives are the ones that will guide the organization of this book. We began by examining the
fundamental concepts of data communications and networking. These concepts explain
how data is moved from one computer to another over a network, and represent the funda-
mental “theory” of how networks operate. The second perspective is from the viewpoint
of the technologies in use today—how these theories are put into practice in specific prod-
ucts. From this perspective, we examine how these different technologies work, and when
to use which type of technology. The third perspective examines the management of net-
working technologies, including security, network design, and managing the network on a
day-to-day and long-term basis.

In our experience, many people would rather skip over the fundamental concepts,
and jump immediately into the network technologies. After all, an understanding of
today’s technologies is perhaps the most practical aspect of this book. However, network
technologies change, and an understanding of the fundamental concepts enables you to
better understand new technologies, even though you have not studied them directly.

A Brief History of Communications in North America

Today we take data communications for granted, but it was pioneers like Samuel Morse,
Alexander Graham Bell, and Thomas Edison who developed the basic electrical and elec-
tronic systems that ultimately evolved into voice and data communication networks.

1-1 CAREER OPPORTUNITIES

FOCUS

It's a great time to be in infor- cation deregulation has significantly changed

mation technology even after the technology
bust. The technology-fueled new economy has
dramatically increased the demand for skilled in-
formation technology (IT) professionals. The U.S.
Bureau of Labor estimates that the number of
IT-related jobs will increase by 60 percent be-
tween now and 2015. IT employers have re-
sponded: Salaries have risen rapidly. Annual
starting salaries for our undergraduates at Indi-
ana University range from $45,000 to $55,000. Al-
though all areas of IT have shown rapid growth,
the fastest salary growth has been for those with
skills in Internet development, networking, and
telecommunications. People with a few years of
experience in these areas can make $65,000 to
$80,000—not counting bonuses.

The demand for networking expertise is grow-
ing for two reasons. First, Internet and communi-

how businesses operate and has spawned thou-
sands of small start-up companies. Second, a
host of new hardware and software innovations
have significantly changed the way networking is
done.

These trends and the shortage of qualified
network experts have also led to the rise in certi-
fication. Most large vendors of network technolo-
gies, such as Microsoft Corporation and Cisco
Systems, Inc., provide certification processes
(usually a series of courses and formal exams) so
that individuals can document their knowledge.
Certified network professionals often earn
$10,000 to $15,000 more than similarly skilled un-
certified professionals—provided they continue
to learn and maintain their certification as new
technologies emerge.

o
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In 1837, Samuel Morse exhibited a working telegraph system; today we might con-
sider it the first electronic data communication system. In 1841, a Scot named Alexander
Bain used electromagnets to synchronize school clocks. Two years later, he patented a
printing telegraph—the predecessor of today’s fax machines. In 1874, Alexander Graham
Bell developed the concept for the telephone at his father’s home in Brantford, Ontario,
Canada, but it would take him and his assistant, Tom Watson, another 2 years of work in
Boston to develop the first telephone capable of transmitting understandable conversation
in 1876. Later that year, Bell made the first long-distance call (about 10 miles) from Paris,
Ontario, to his father in Brantford.

When the telephone arrived, it was greeted by both skepticism and adoration, but
within 5 years, it was clear to all that the world had changed. To meet the demand, Bell
started a company in the United States, and his father started a company in Canada. In
1879, the first private manual telephone switchboard (private branch exchange, or PBX)
was installed. By 1880, the first pay telephone was in use. The telephone became a way of
life, because anyone could call from public telephones. The certificate of incorporation
for the American Telephone and Telegraph Company was registered in 1885. By 1889,
AT&T had a recognized logo in the shape of the Liberty Bell with the words Long-
Distance Telephone written on it.

In 1892, the Canadian government began regulating telephone rates. By 1910, the
Interstate Commerce Commission (ICC) had the authority to regulate interstate telephone
businesses in the United States. In 1934, this was transferred to the Federal Communica-
tions Commission (FCC).

The first transcontinental telephone service and the first transatlantic voice connec-
tions were both established in 1915. The telephone system grew so rapidly that by the early
1920s, there were serious concerns that even with the introduction of dial telephones (that
eliminated the need for operators to make simple calls) there would not be enough trained
operators to work the manual switchboards. Experts predicted that by 1980, every single
woman in North America would have to work as a telephone operator if growth in telephone
usage continued at the current rate. (At the time, all telephone operators were women.)

The first commercial microwave link for telephone transmission was established in
Canada in 1948. In 1951, the first direct long-distance dialing without an operator began.
The first international satellite telephone call was sent over the Telstar I satellite in 1962.
By 1965, there was widespread use of commercial international telephone service via
satellite. Fax services were introduced in 1962. Touch-tone telephones were first marketed
in 1963. Picturefone service, which allows users to see as well as talk with one another,
began operating in 1969. The first commercial packet-switched network for computer data
was introduced in 1976.

Until 1968, Bell Telephone/AT&T controlled the U.S. telephone system. No tele-
phones or computer equipment other than those made by Bell Telephone could be con-
nected to the phone system and only AT&T could provide telephone services. In 1968,
after a series of lawsuits, the Carterfone court decision allowed non-Bell equipment to be
connected to the Bell System network. This important milestone permitted independent
telephone and modern manufacturers to connect their equipment to U.S. telephone net-
works for the first time.

Another key decision in 1970 permitted MCI to provide limited long-distance ser-
vice in the United States in competition with AT&T. Throughout the 1970s, there were

o



001-038_fitzg0l pl.gxd 7/5/06 6:10 PM Page 8 $

8 CHAPTER 1 INTRODUCTION TO DATA COMMUNICATIONS

many arguments and court cases over the monopolistic position that AT&T held over U.S.
communication services. On January 1, 1984, AT&T was divided in two parts under a
consent degree devised by a federal judge. The first part, AT&T, provided long-distance
telephone services in competition with other interexchange carriers (IXCs) such as MCI
and Sprint. The second part, a series of seven regional Bell operating companies (RBOCs)
or local exchange carriers (LECs), provided local telephone services to homes and busi-
nesses. AT&T was prohibited from providing local telephone services, and the RBOCs
were prohibited from providing long-distance services. Intense competition began in the
long-distance market as MCI, Sprint, and a host of other companies began to offer ser-
vices and dramatically cut prices under the watchful eye of the FCC. Competition was
prohibited in the local telephone market, so the RBOCs remained a regulated monopoly
under the control of a multitude of state laws. The Canadian long-distance market was
opened to competition in 1992.

During 1983 and 1984, traditional radio telephone calls were supplanted by the
newer cellular telephone networks. In the 1990s, cellular telephones became common-
place and shrank to pocket size. Demand grew so much that in some cities (e.g., New York
and Atlanta), it became difficult to get a dial tone at certain times of the day.

In February 1996, the U.S. Congress enacted the Telecommunications Competition
and Deregulation Act of 1996. The act replaced all current laws, FCC regulations, and the
1984 consent degree and subsequent court rulings under which AT&T was broken up. It
also overruled all existing state laws and prohibited states from introducing new laws. Prac-
tically overnight, the local telephone industry in the United States went from a highly regu-
lated and legally restricted monopoly to multiple companies engaged in open competition.

Local service in the United States is now open for competition. The common carri-
ers (RBOCs, IXCs, cable TV companies, and other LECs) are permitted to build their
own local telephone facilities and offer services to customers. To increase competition,
the RBOCs must sell their telephone services to their competitors at wholesale prices,
who can then resell them to consumers at retail prices. Most analysts expected the big
IXCs (e.g., AT&T) to quickly charge into the local telephone market, but they have been
slow to move. Meanwhile, the RBOCs have been aggressively fighting court battles to
keep competitors out of their local telephone markets and attempting to merge with each
other and with the IXCs, prompting many complaints from Congress and the FCC. At
best, the RBOCs can only hope to delay competition, not prevent it, because it is clear that
Congress and the FCC want competition.

There has been active competition in the long-distance telephone market for many
years, but RBOCs have been prohibited from providing long-distance services. The
Telecommunications Act now permits the RBOCs to provide long-distance service out-
side the regions in which they provide local telephone services. However, they are prohib-
ited from providing long-distance services inside their region until at least one viable
competitor exists for local telephone services. Several local telephone companies (e.g.,
GTE Corporation) have moved aggressively into the long-distance market but have fo-
cused exclusively on out-of-region long distance by buying long-distance services from
AT&T and other IXCs and reselling them. To date, few RBOCs have moved into the in-
region long-distance market because few face real local competition.

Virtually all RBOCs, LECs, and IXCs have aggressively entered the Internet mar-
ket. Today, there are thousands of Internet service providers (ISPs) who provide dial-in

o
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and broadband access to the Internet to millions of small business and home users. Most
of these are small companies that lease telecommunications circuits from the RBOCs,
LECs, and IXCs and use them to provide Internet access to their customers. As the
RBOCs, LECs, and IXCs move into the Internet market and provide the same services di-
rectly to consumers, the smaller ISPs are facing heavy competition.

International competition should also be heightened by an international agreement
signed in 1997 by 68 countries to deregulate (or at least lessen regulation in) their
telecommunications markets. The countries agreed to permit foreign firms to compete in
their internal telephone markets. Major U.S. firms (e.g., AT&T, BellSouth Corporation)
now offer telephone service in many of the industrialized and emerging countries in North
America, South America, Europe, and Asia. Likewise, overseas telecommunications gi-
ants (e.g., British Telecom) are beginning to enter the U.S. market. This should increase
competition in the United States, but the greatest effect is likely to be felt in emerging
countries. For example, it costs almost 30 times more to use a telephone in India than it
does in the United States.

A Brief History of Information Systems

The natural evolution of information systems in business, government, and home use has
forced the widespread use of data communication networks to interconnect various com-
puter systems. However, data communications has not always been considered important.

In the 1950s, computer systems used batch processing, and users carried their
punched cards to the computer for processing. By the 1960s, data communication across
telephone lines became more common. Users could type their own batches of data for pro-
cessing using online terminals. Data communications involved the transmission of mes-
sages from these terminals to a large central mainframe computer and back to the user.

During the 1970s, online real-time systems were developed that moved the users
from batch processing to single transaction-oriented processing. Database management
systems replaced the older file systems, and integrated systems were developed in which
the entry of an online transaction in one business system (e.g., order entry) might auto-
matically trigger transactions in other business systems (e.g., accounting, purchasing).
Computers entered the mainstream of business, and data communications networks be-
came a necessity.

The 1980s witnessed the microcomputer revolution. At first, microcomputers were
isolated from the major information systems applications, serving the needs of individual
users (e.g., spreadsheets). As more people began to rely on microcomputers for essential
applications, the need for networks to exchange data among microcomputers and between
microcomputers and central mainframe computers became clear. By the early 1990s,
more than 60 percent of all microcomputers in American corporations were networked—
connected to other computers.

Today, the microcomputer has evolved from a small, low-power computer into a
very powerful, easy-to-use system with a large amount of low-cost software. Today’s mi-
crocomputers have more raw computing power than a mainframe of the 1990s. Perhaps
more surprisingly, corporations today have far more total computing power sitting on
desktops in the form of microcomputers than they have in their large central mainframe
computers.

o
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Today, the most important aspect of computers is networking. The Internet is every-
where, and virtually all computers are networked. Most corporations are rapidly building
distributed systems in which information system applications are divided among a net-
work of computers. This form of computing, called client—server computing, will dramati-
cally change the way information systems professionals and users interact with
computers. The office of the future that interconnects microcomputers, mainframe com-
puters, fax machines, copiers, teleconferencing equipment, and other equipment will put
tremendous demands on data communications networks.

These networks already have had a dramatic impact on the way business is conducted.
Networking played a key role—among many other factors—in the growth of Wal-Mart
Stores, Inc., into one of the largest forces in the North American retail industry. That process
has transformed the retailing industry. Wal-Mart has dozens of mainframes and thousands of
network file servers, microcomputers, handheld inventory computers, and networked cash
registers. (As an aside, it is interesting to note that every single microcomputer built by IBM
in the United States during the third quarter of 1997 was purchased by Wal-Mart.) At the
other end of the spectrum, the lack of a sophisticated data communications network was one
of the key factors in the bankruptcy of Macy’s in the 1990s.

In retail sales, a network is critical for managing inventory. Macy’s had a traditional
1970s inventory system. At the start of the season, buyers would order products in large
lots to get volume discounts. Some products would be very popular and sell out quickly.
When the sales clerks did a weekly inventory and noticed the shortage, they would order
more. If the items were not available in the warehouse (and very popular products were
often not available), it would take 6 to 8 weeks to restock them. Customers would buy
from other stores, and Macy’s would lose the sales. Other products, also bought in large
quantities, would be unpopular and have to be sold at deep discounts.

In contrast, Wal-Mart negotiates volume discounts with suppliers on the basis of
total purchases but does not specify particular products. Buyers place initial orders in
small quantities. Each time a product is sold, the sale is recorded. Every day or two, the
complete list of purchases is transferred over the network (often via a satellite) to the
head office, a distribution center, or the supplier. Replacements for the products sold are
shipped almost immediately and typically arrive within days. The result is that Wal-
Mart seldom has a major problem with overstocking an unwanted product or running
out of a popular product (unless, of course, the supplier is unable to produce it fast
enough).

A Brief History of the Internet

The Internet is one of the most important developments in the history of both information
systems and communication systems because it is both an information system and a com-
munication system. The Internet was started by the U.S. Department of Defense in 1969
as a network of four computers called ARPANET. Its goal was to link a set of computers
operated by several universities doing military research. The original network grew as
more computers and more computer networks were linked to it. By 1974, there were 62
computers attached. In 1983, the Internet split into two parts, one dedicated solely to
military installations (called Milnet) and one dedicated to university research centers
(called the Internet) that had just under 1,000 host computers or servers.

o
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1-2 NETWORKS IN THE FIRST GULF WAR

FOCUS

The lack of a good network
can cost more than money. During Operation
Desert Shield/Desert Storm, the U.S. Army,
Navy, and Air Force lacked one integrated logis-
tics communications network. Each service had
its own series of networks, making communica-
tion and cooperation difficult. But communica-
tion among the systems was essential. Each day
a navy aircraft would fly into Saudi Arabia to ex-
change diskettes full of logistics information
with the army—an expensive form of “wireless”
networking.

This lack of an integrated network also cre-
ated problems transmitting information from the
United States into the Persian Gulf. More than 60

percent of the containers of supplies arrived
without documentation. They had to be un-
loaded for someone to see what was in them and
then reloaded for shipment to combat units.

The logistics information systems and com-
munication networks experienced such problems
that some Air Force units were unable to quickly
order and receive critical spare parts needed to
keep planes flying. Officers telephoned the U.S.-
based suppliers of these parts and instructed
them to send the parts via FedEx.

Fortunately, the war did not start until the
United States and its allies were prepared. Had
Irag attacked, things might have turned out
differently.

In 1985, the Canadian government completed its leg of BITNET to link all Cana-
dian universities from coast to coast and provided connections into the American Internet.
(BITNET is a competing network to the Internet developed by the City University of New
York and Yale University that uses a different approach.) In 1986, the National Science
Foundation in the United States created NSFNET to connect leading U.S. universities. By
the end of 1987, there were 10,000 servers on the Internet and 1,000 on BITNET.

Performance began to slow down due to increased network traffic, so in 1987, the
National Science Foundation decided to improve performance by building a new high-
speed backbone network for NSENET. It leased high-speed circuits from several IXCs
and in 1988 connected 13 regional Internet networks containing 170 LANs (local area
networks) and 56,000 servers. The National Research Council of Canada followed in
1989 and replaced BITNET with a high-speed network called CA*net that used the same
communication language as the Internet. By the end of 1989, there were almost 200,000
servers on the combined U.S. and Canadian Internet.

Similar initiatives were undertaken by most other countries around the world, so
that by the early 1990s, most of the individual country networks were linked together into
one worldwide network of networks. Each of these individual country networks was dis-
tinct (each had its own name, access rules, and fee structures), but all networks used the
same standards as the U.S. Internet network so they could easily exchange messages with
one another. Gradually, the distinctions among the networks in each of the countries
began to disappear, and the U.S. name, the Internet, began to be used to mean the entire
worldwide network of networks connected to the U.S. Internet. By the end of 1992, there
were more than 1 million servers on the Internet.

Originally, commercial traffic was forbidden on the Internet (and on the other indi-
vidual country networks), because the key portions of these networks were funded by the

o
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various national governments and research organizations. In the early 1990s, commercial
networks began connecting into NSFNET, CA*net, and the other government-run net-
works in each country. New commercial online services began offering access to anyone
willing to pay, and a connection into the worldwide Internet became an important market-
ing issue. The growth in the commercial portion of the Internet was so rapid that it quickly
overshadowed university and research use. In 1994, with more than 4 million servers on
the Internet (most of which were commercial), the U.S. and Canadian governments
stopped funding their few remaining circuits and turned them over to commercial firms.
Most other national governments soon followed. The Internet had become commercial.

The Internet has continued to grow at a dramatic pace. No one knows exactly how
large the Internet is, but estimates suggest there are more than 400 million servers on the
Internet, which is still growing rapidly (see www.isc.org). In the mid-1990s, most Internet
users were young (under 35 years old) and male, but as the Internet matures, its typical
user becomes closer to the underlying average in the population as a whole (i.e., older and
more evenly split between men and women). In fact, the fastest growing segment of Inter-
net users is retirees.

DATA COMMUNICATIONS NETWORKS

Data communications is the movement of computer information from one point to another
by means of electrical or optical transmission systems. Such systems are often called data
communications networks. This is in contrast to the broader term telecommunications,
which includes the transmission of voice and video (images and graphics) as well as data
and usually implies longer distances. In general, data communications networks collect
data from microcomputers and other devices and transmit that data to a central server that
is a more powerful microcomputer, minicomputer, or mainframe, or they perform the re-
verse process, or some combination of the two. Data communications networks facilitate
more efficient use of computers and improve the day-to-day control of a business by pro-
viding faster information flow. They also provide message transfer services to allow com-
puter users to talk to one another via electronic mail, chat, and video streaming.

Components of a Network

There are three basic hardware components for a data communications network: a server
or host computer (e.g., microcomputer, mainframe), a client (e.g., microcomputer, termi-
nal), and a circuit (e.g., cable, modem) over which messages flow. Both the server and
client also need special-purpose network software that enables them to communicate.

The server (or host computer) stores data or software that can be accessed by the
clients. In client-server computing, several servers may work together over the network
with a client computer to support the business application.

The client is the input-output hardware device at the user’s end of a communication
circuit. It typically provides users with access to the network and the data and software on
the server.

The circuit is the pathway through which the messages travel. It is typically a cop-
per wire, although fiber-optic cable and wireless transmission are becoming more com-

o
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FOCUS
Internet address names are

strictly controlled; otherwise, someone could add
a computer to the Internet that had the same ad-
dress as another computer. Each address name
has two parts, the computer name and its do-
main. The general format of an Internet address
is therefore computer.domain. Some computer
names have several parts separated by periods,
so some addresses have the format computer
.computer.computer.domain. For example, the
main university Web server at Indiana University
(IU) is called www.indiana.edu, whereas the Web
server for the Kelley School of Business at IU is
www.kelley.indiana.edu.

Since the Internet began in the United States,
the American address board was the first to as-
sign domain names to indicate types of organiza-
tion. Some common U.S. domain names are

EDU for an educational institution, usu-

ally a university

CcoOM for a commercial business

GOV for a government department or
agency

MIL for a military unit

ORG for a nonprofit organization

As networks in other countries were connected
to the Internet, they were assigned their own do-
main names. Some international domain names
are

CA for Canada

AU for Australia

UK for the United Kingdom
DE for Germany

New top-level domains that focus on specific
types of businesses continue to be introduced,
such as

AERO for aerospace companies

MUSEUM for museums

NAME for individuals

PRO for professionals, such as accoun-
tants and lawyers

BIZ for businesses

Many international domains structure their ad-
dresses in much the same way as the United
States does. For example, Australia uses EDU to
indicate academic institutions, so an address
such as xyz.edu.au would indicate an Australian
university.

mon. There are many devices in the circuit that perform special functions such as hubs,

switches, routers, and gateways.

Strictly speaking, a network does not need a server. Some networks are designed to

connect a set of similar computers that share their data and software with each other. Such
networks are called peer-to-peer networks because the computers function as equals, rather
than relying on a central server or host computer to store the needed data and software.

Figure 1.1 shows a small network that has four microcomputers (clients) connected by
a hub and cables (circuit). In this network, messages move through the hub to and from the
computers. All computers share the same circuit and must take turns sending messages. The
router is a special device that connects two or more networks. The router enables computers
on this network to communicate with computers on other networks (e.g., the Internet).

The network in Figure 1.1 has three servers. Although one server can perform
many functions, networks are often designed so that a separate computer is used to pro-
vide different services. The file server stores data and software that can be used by computers
on the network. The print server, which is connected to a printer, manages all printing
requests from the clients on the network. The Web server stores documents and graphics

o
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To other networks
(e.g., the Internet)
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FIGURE 1.1 Example of a local area network (LAN).

that can be accessed from any Web browser, such as Internet Explorer. The Web server
can respond to requests from computers on this network or any computer on the Inter-
net. Servers are usually microcomputers (often more powerful than the other microcom-
puters on the network) but may be minicomputers or mainframes.

Types of Networks

There are many different ways to categorize networks. One of the most common ways is
to look at the geographic scope of the network. Figure 1.2 illustrates four types of net-
works: local area networks (LANS), backbone networks (BNs), metropolitan area net-
works (MANSs), and wide area networks (WANs). The distinctions among these are
becoming blurry. Some network technologies now used in LANs were originally devel-
oped for WANs, whereas some LAN technologies have influenced the development of
MAN products. Any rigid classification of technologies is certain to have exceptions.

A local area network (LAN) is a group of microcomputers located in the same general
area. A LAN covers a clearly defined small area, such as one floor or work area, a single
building, or a group of buildings. LANs often use shared circuits, where all computers must
take turns using the same circuit. The upper left diagram in Figure 1.2 shows a small LAN
located in the records building at the former McClellan Air Force Base in Sacramento.

o
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FIGURE 1.2 The hierarchical relationship of a local area network (LAN) to a back-
bone network (BN) to a metropolitan area network (MAN) to a wide area network

(WAN).
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LANs support high-speed data transmission compared with standard telephone circuits,
commonly operating 100 million bits per second (100 Mbps). LANs are discussed in detail
in Chapter 6 and wireless LANs in Chapter 7.

Most LANs are connected to a backbone network (BN), a larger, central network
connecting several LANs, other BNs, MANs, and WANs. BNs typically span from hun-
dreds of feet to several miles and provide very high speed data transmission, commonly to
100 to 1,000 Mbps. The second diagram in Figure 1.2 shows a BN that connects the
LANSs located in several buildings at McClellan Air Force Base. BNs are discussed in de-
tail in Chapter 8.

A metropolitan area network (MAN) connects LANs and BNs located in different
areas to each other and to WANSs. MANS typically span between 3 and 30 miles. The third
diagram in Figure 1.2 shows a MAN connecting the BNs at several military and govern-
ment complexes in Sacramento. Some organizations develop their own MANs using tech-
nologies similar to those of BNs. These networks provide moderately fast transmission
rates but can prove costly to install and operate over long distances. Unless an organiza-
tion has a continuing need to transfer large amounts of data, this type of MAN is usually
too expensive. More commonly, organizations use public data networks provided by com-
mon carriers (e.g., the telephone company) as their MANs. With these MANS, data trans-
mission rates typically range from 64,000 bits per second (64 Kbps) to 100 Mbps,
although newer technologies provide data rates of 10 billion bits per second
(10 gigabits per second, 10 Gbps). MANS are discussed in detail in Chapter 9.

Wide area networks (WANs) connect BNs and MANSs (see Figure 1.2). Most organi-
zations do not build their own WANs by laying cable, building microwave towers, or
sending up satellites (unless they have unusually heavy data transmission needs or highly
specialized requirements, such as those of the Department of Defense). Instead, most or-
ganizations lease circuits from IXCs (e.g., AT&T, MCI, Sprint) and use those to transmit
their data. WAN circuits provided by IXCs come in all types and sizes but typically span
hundreds or thousands of miles and provide data transmission rates from 56 Kbps to
10 Gbps. WANSs are also discussed in detail in Chapter 9.

Two other common terms are intranets and extranets. An intranet is a LAN that uses
the same technologies as the Internet (e.g., Web servers, Java, HTML [Hypertext Markup
Language]) but is open to only those inside the organization. For example, although some
pages on a Web server may be open to the public and accessible by anyone on the Internet,
some pages may be on an intranet and therefore hidden from those who connect to the Web
server from the Internet at large. Sometimes an intranet is provided by a completely sepa-
rate Web server hidden from the Internet. The intranet for the Information Systems Depart-
ment at Indiana University, for example, provides information on faculty expense budgets,
class scheduling for future semesters (e.g., room, instructor), and discussion forums.

An extranet is similar to an intranet in that it, too, uses the same technologies as the
Internet but instead is provided to invited users outside the organization who access it over
the Internet. It can provide access to information services, inventories, and other internal
organizational databases that are provided only to customers, suppliers, or those who have
paid for access. Typically, users are given passwords to gain access, but more sophisti-
cated technologies such as smart cards or special software may also be required. Many
universities provide extranets for Web-based courses so that only those students enrolled
in the course can access course materials and discussions.
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NETWORK MODELS

There are many ways to describe and analyze data communications networks. All networks
provide the same basic functions to transfer a message from sender to receiver, but each net-
work can use different network hardware and software to provide these functions. All of these
hardware and software products have to work together to successfully transfer a message.

One way to accomplish this is to break the entire set of communications functions
into a series of layers, each of which can be defined separately. In this way, vendors can
develop software and hardware to provide the functions of each layer separately. The soft-
ware or hardware can work in any manner and can be easily updated and improved, as
long as the interface between that layer and the ones around it remain unchanged. Each
piece of hardware and software can then work together in the overall network.

There are many different ways in which the network layers can be designed. The
two most important network models are the Open Systems Interconnection Reference
(OSI) model and the Internet model.

Open Systems Interconnection Reference NModel

The Open Systems Interconnection Reference model (usually called the OSI model for
short) helped change the face of network computing. Before the OSI model, most com-
mercial networks used by businesses were built using nonstandardized technologies de-
veloped by one vendor (remember that the Internet was in use at the time but was not
widespread and certainly was not commercial). During the late 1970s, the International
Organization for Standardization (ISO) created the Open System Interconnection Sub-
committee, whose task was to develop a framework of standards for computer-to-
computer communications. In 1984, this effort produced the OSI model.

The OSI model is the most talked about and most referred to network model. If you
choose a career in networking, questions about the OSI model will be on the network certi-
fication exams offered by Microsoft, Cisco, and other vendors of network hardware and
software. However, you will probably never use a network based on the OSI model. Simply
put, the OSI model never caught on commercially in North America, although some Euro-
pean networks use it, and some network components developed for use in the United States
arguably use parts of it. Most networks today use the Internet model, which is discussed in
the next section. However, because there are many similarities between the OSI model and
the Internet model, and because most people in networking are expected to know the OSI
model, we discuss it here. The OSI model has seven layers (see Figure 1.3).

Layer 1: Physical Layer The physical layer is concerned primarily with transmit-
ting data bits (zeros or ones) over a communication circuit. This layer defines the rules by
which ones and zeros are transmitted, such as voltages of electricity, number of bits sent
per second, and the physical format of the cables and connectors used.

Layer 2: Data Link Layer The data link layer manages the physical transmission

circuit in layer 1 and transforms it into a circuit that is free of transmission errors as far as
layers above are concerned. Because layer 1 accepts and transmits only a raw stream of
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FIGURE 1.3 Network models. OSI = Open Systems Interconnection Reference.

bits without understanding their meaning or structure, the data link layer must create and
recognize message boundaries; that is, it must mark where a message starts and where it
ends. Another major task of layer 2 is to solve the problems caused by damaged, lost, or
duplicate messages so the succeeding layers are shielded from transmission errors. Thus,
layer 2 performs error detection, correction, and retransmission. It also decides when a de-
vice can transmit so that two computers do not try to transmit at the same time.

Layer 3: Network Layer The network layer performs routing. It determines the
next computer the message should be sent to so it can follow the best route through the
network and finds the full address for that computer if needed.

Layer 4: Transport Layer The transport layer deals with end-to-end issues, such
as procedures for entering and departing from the network. It establishes, maintains, and
terminates logical connections for the transfer of data between the original sender and the
final destination of the message. It is responsible for obtaining the address of the end user
(if needed), breaking a large data transmission into smaller packets (if needed), ensuring
that all the packets have been received, eliminating duplicate packets, and performing
flow control to ensure that no computer is overwhelmed by the number of messages it re-
ceives. Although error control is performed by the data link layer, the transport layer can
also perform error checking, which is redundant and can be rather wasteful.

Layer 5: Session Layer The session layer is responsible for initiating, maintain-
ing, and terminating each logical session between end users. To understand the session
layer, think of your telephone. When you lift the receiver, listen for a dial tone, and dial a
number, you begin to create a physical connection that goes through layer 1. When you
start speaking with the person at the other end of the telephone circuit, you are engaged in
a person-to-person session; the session is the dialogue between the two.

This layer is responsible for managing and structuring all sessions. Session initia-
tion must arrange for all the desired and required services between session participants,
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such as logging onto circuit equipment, transferring files, using various terminal types,
and performing security checks. Session termination provides an orderly way to end the
session, as well as a means to abort a session prematurely. It may have some redundancy
built in to recover from a broken transport (layer 4) connection in case of failure. The ses-
sion layer also handles session accounting so the correct party receives the bill.

Layer 6: Presentation Layer The presentation layer formats the data for pre-
sentation to the user. Its job is to accommodate different interfaces on different termi-
nals or computers so the application program need not worry about them. It is
concerned with displaying, formatting, and editing user inputs and outputs. For exam-
ple, layer 6 might perform data compression, translation between different data formats,
and screen formatting. Any function (except those in layers 1 through 5) that is re-
quested sufficiently often to warrant finding a general solution is placed in the presenta-
tion layer, although some of these functions can be performed by separate hardware and
software (e.g., encryption).

Layer 7: Application Layer The application layer is the end user’s access to the
network. The primary purpose is to provide a set of utilities for application programs.
Each user program determines the set of messages and any action it might take on receipt
of a message. Other network-specific applications at this layer include network monitor-
ing and network management.

Internet Model

Although the OSI model is the most talked about network model, the one that dominates
current hardware and software is a more simple five-layer Internet model. Unlike the OSI
model that was developed by formal committees, the Internet model evolved from the
work of thousands of people who developed pieces of the Internet. The OSI model is a
formal standard that is documented in one standard, but the Internet model has never been
formally defined; it has to be interpreted from a number of standards.' The two models
have very much in common (see Figure 1.3); simply put, the Internet model collapses the
top three OSI layers into one layer. Because it is clear that the Internet has won the “war,”
we will use the five-layer Internet model for the rest of this book.

Layer 1: The Physical Layer The physical layer in the Internet model, as in the
OSI model, is the physical connection between the sender and receiver. Its role is to trans-
fer a series of electrical, radio, or light signals through the circuit. The physical layer in-
cludes all the hardware devices (e.g., computers, modems, and hubs) and physical media
(e.g., cables and satellites). The physical layer specifies the type of connection and the
electrical signals, radio waves, or light pulses that pass through it. Chapter 3 discusses the
physical layer in detail.

'Over the years, our view of the Internet layers has evolved, as has the Internet itself. It’s now clear that most of
the Internet community thinks about networks using a five-layer view, so we’ll use it as well. As of this writing,
however, Microsoft uses a four-layer view of the Internet for its certification exams.
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Layer 2: The Data Link Layer The data link layer is responsible for moving a
message from one computer to the next computer in the network path from the sender to
the receiver. The data link layer in the Internet model performs the same three functions as
the data link layer in the OSI model. First, it controls the physical layer by deciding when
to transmit messages over the media. Second, it formats the messages by indicating where
they start and end. Third, it detects and corrects any errors that have occurred during
transmission. Chapter 4 discusses the data link layer in detail.

Layer 3: The Network Layer The network layer in the Internet model performs
the same functions as the network layer in the OSI model. First, it performs routing, in
that it selects the next computer to which the message should be sent. Second, it can find
the address of that computer if it doesn’t already know it. Chapter 5 discusses the network
layer in detail.

Layer 4: The Transport Layer The transport layer in the Internet model is very
similar to the transport layer in the OSI model. It performs three functions. First, it is re-
sponsible for linking the application layer software to the network and establishing end-to-
end connections between the sender and receiver when such connections are needed.
Second, it provides tools so that addresses used at the application layer (www.indiana.edu)
can be translated into the numeric addresses used at the lower layers (e.g., 129.79.78.8).
Third, it is responsible for breaking long messages into several smaller messages to make
them easier to transmit. The transport layer can also detect lost messages and request that
they be resent. Chapter 5 discusses the transport layer in detail.

Layer 5: Application Layer The application layer is the application software
used by the network user and includes much of what the OSI model contains in the appli-
cation, presentation, and session layers. It is the user’s access to the network. By using the
application software, the user defines what messages are sent over the network. Because it
is the layer that most people understand best and because starting at the top sometimes
helps people understand better, the next chapter, Chapter 2, begins with the application
layer. It discusses the architecture of network applications and several types of network
application software and the types of messages they generate.

Groups of Layers The layers in the Internet are often so closely coupled that deci-
sions in one layer impose certain requirements on other layers. The data link layer and the
physical layer are closely tied together because the data link layer controls the physical
layer in terms of when the physical layer can transmit. Because these two layers are so
closely tied together, decisions about the data link layer often drive the decisions about the
physical layer. For this reason, some people group the physical and data link layers to-
gether and call them the hardware layers. Likewise, the transport and network layers are
so closely coupled that sometimes these layers are called the internetwork layer. See Fig-
ure 1.3. When you design a network, you often think about the network design in terms of
three groups of layers: the hardware layers (physical and data link), the internetwork lay-
ers (network and transport), and the application layer.
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Message Transmission Using Layers

Each computer in the network has software that operates at each of the layers and per-
forms the functions required by those layers (or hardware in the case of the physical
layer). Each layer in the network uses a formal language, or protocol, that is simply a set
of rules that define what the layer will do and that provides a clearly defined set of mes-
sages that software at the layer needs to understand. For example, the protocol used for
Web applications is HTTP (Hypertext Transfer Protocol, which is described in more detail
in Chapter 2). In general, all messages sent in a network pass through all layers. Figure
1.4 shows how a message requesting a Web page would be sent on the Internet.

Application Layer First, the user creates a message at the application layer using a
Web browser by clicking on a link (e.g., get the home page at www.somebody.com). The
browser translates the user’s message (the click on the Web link) into HTTP. The rules of
HTTP define a specific format—called an HTTP request packet—that all Web browsers
must use when they request a Web page. For now, you can think of the HTTP request
packet as an envelope into which the user’s message (get the Web page) is placed. In the
same way that an envelope placed in the mail needs certain information written in certain
places (e.g., return address, destination address), so too does the HTTP packet. The Web
browser fills in the necessary information in the HTTP packet, drops the user’s request in-
side the packet, then passes the HTTP packet (containing the Web page request) to the
transport layer.

Transport Layer The transport layer on the Internet uses a protocol called TCP
(Transmission Control Protocol), and it, too, has its own rules and its own packets. TCP is
responsible for breaking large files into smaller packets and for opening a connection to
the server for the transfer of a large set of packets. In this case, the message is so short that
it doesn’t need to be broken into packets. If the application layer does not know the Inter-
net numeric address for the Web server, then the transport layer can help the application
layer translate the text address (i.e., www.somebody.com) into its numeric address. For
simplicity, we’ll assume that the application layer knows the numeric address. In this
case, the transport layer places the HTTP packet inside a TCP packet (which is again
much like an envelope), fills in the information needed by the TCP packet, and passes the
TCP packet (which contains the HTTP packet, which, in turn, contains the message) to
the network layer.

Network Layer The network layer on the Internet uses a protocol called IP (Internet
Protocol), which has its rules and packets. IP selects the next stop on the message’s route
through the network. It places the TCP packet inside an IP packet (and fills in the IP infor-
mation) and passes the IP packet (which contains the TCP packet, which, in turn, contains
the HTTP packet, which, in turn, contains the message) to the data link layer.

Data Link Layer If you are connecting to the Internet using a LAN, your data link

layer may use a protocol called Ethernet, which also has its own rules and packets. The
data link layer formats the message with start and stop markers, adds error checking infor-
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mation, places the IP packet inside an Ethernet packet (fills in the information in the
packet), and instructs the physical hardware to transmit the Ethernet packet (which con-
tains the IP packet, which contains the TCP packet, which contains the HTTP packet,
which contains the message).

Physical Layer The physical layer in this case is network cable connecting your
computer to the rest of the network. The computer will take the Ethernet packet (complete
with the IP packet, the TCP packet, the HTTP packet, and the message) and sends it as a
series of electrical pulses through your cable to the server.

When the server gets the message, this process is performed in reverse. The physical
hardware translates the electrical pulses into computer data and passes the message to the
data link layer. The data link layer uses the start and stop markers in the Ethernet packet to
identify the message. The data link layer checks for errors and, if it discovers one, requests
that the message be resent. If a message is received without error, the data link layer will
strip off the Ethernet packet and pass the IP packet (which contains the TCP packet, the
HTTP packet, and the message) to the network layer. The network layer checks the IP ad-
dress and, if it is destined for this computer, strips off the IP packet and passes the TCP
packet (which contains the HTTP packet and the message) to the transport layer. The trans-
port layer processes the message, strips off the TCP packet, and passes the HTTP packet to
the application layer for processing. The application layer (i.e., the Web server) reads the
HTTP packet and the message it contains (the request for the Web page) and processes it
by generating an HTTP packet containing the Web page you requested. Then the process
starts again as the page is sent back to you.

There are three important points in this example. First, there are many different soft-
ware packages and many different packets that operate at different layers to successfully
transfer a message. Networking is in some ways similar to the Russian Matryoshka,
nested dolls that fit neatly inside each other. The major advantage of using different soft-
ware and protocols is that it is easy to develop new software, because all one has to do is
write software for one