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About This Book

Welcome to MCSE Self-Paced Training Kit (Exam 70-299): Implementing and Admin-
istering Security in a Microsoft Windows Server 2003 Network.

Today’s networks are constantly under attack by a variety of sources. Worms and
viruses are the most common sources of attacks, and because they are constantly
evolving, protecting your network against them requires implementing and administer-
ing an update management infrastructure. More dangerous attacks are launched by
malicious, skilled individuals and require more complex countermeasures. Microsoft
Windows Server 2003 provides a variety of methods to protect your network against
these threats, including Active Directory directory services, Certificate Services, and IP
Security (IPSec). Implementing and administering each of these requires specialized
skills that will be taught in this book. The skills you acquire will also enable you to
complete the exam 70-299.

Each chapter addresses an important aspect of network security management and a
range of exam objectives. The goal of both the objectives and the chapter orientation
is to provide a complete guide to Microsoft Windows—based network security manage-
ment. The book focuses primarily on the skills necessary to implement and administer
a network security infrastructure and only briefly covers concepts related to designing
network security.

Note For more information about becoming a Microsoft Certified Professional, see the sec-
tion titled “The Microsoft Certified Professional Program” later in this introduction.

Intended Audience

This book was developed for information technology (IT) professionals who plan to
take the related Microsoft Certified Professional Exam 70-299, Implementing and
Administering Security in a Microsoft Windows Server 2003 Network, and for IT profes-
sionals who implement and manage software solutions for Windows-based environ-
ments using Microsoft tools and technologies.

Note Exam skills are subject to change without prior notice and at the sole discretion of
Microsoft.
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Prerequisites

This training kit requires that students meet the following prerequisites:

Have a solid understanding of networking fundamentals.

Have at least one year of experience implementing and administering a Windows-
based network operating system.

For some chapters and labs, have a basic understanding of Microsoft SQL Server
2000 and Microsoft Exchange Server 2000 or later.

Have a basic understanding of wireless technology.

About the CD-ROM

For your use, this book includes a Supplemental CD-ROM, which contains a variety of
informational aids to complement the book content:

The Readiness Review Suite powered by MeasureUp. This suite of practice tests
and objective reviews contains questions of varying degrees of complexity and
offers multiple testing modes. You can assess your understanding of the concepts
presented in this book and use the results to develop a learning plan that meets
your needs.

An electronic version of this book (eBook). For information about using the
eBook, see the section titled “The eBook” later in this introduction.

Files required to complete the troubleshooting labs and case scenarios presented
in this book.

An eBook of the Microsoft Encyclopedia of Networking, Second Edition and of the
Microsoft Encyclopedia of Security, which provide complete and up-to-date refer-
ence materials for networking and security.

Sample chapters from several Microsoft Learning books. These chapters give you
additional information about Windows Server 2003 and introduce you to other
resources that are available from Microsoft Press.

Supplemental information, including:

[TThe “Microsoft Windows Server 2003 Deployment Kit,” which provides
detailed information about deploying network services.

[The “Windows Server 2003 Security Guide,” which provides templates and
instructions for securing Windows Server 2003.

[TThe “Windows XP Security Guide,” which provides instructions and templates
that can be used to secure Windows XP.

[I'Threats and Countermeasures: Security Settings in Windows Server 2003 and
Windows XP,” which details every security setting.
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A second CD-ROM contains a 180-day evaluation edition of Microsoft Windows Server
2003, Enterprise Edition.

Caution The 180-day evaluation edition provided with this training kit is not the full retail
product and is provided only for the purposes of training and evaluation. Microsoft Technical
Support does not support this evaluation edition.

For additional support information regarding this book and the CD-ROM (including
answers to commonly asked questions about installation and use), visit the Microsoft
Learning Support Web site at http.//www.microsoft.com/learning/support/default.asp/.
You can also e-mail tkinput@microsoft.com or send a letter to Microsoft Learning,
Attention: MCSA/MCSE Self-Paced Training Kit (Exam 70-299): Implementing and
Administering Security in a Microsoft Windows Server 2003 Network Editor, One
Microsoft Way, Redmond, WA 98052-6399.

Features of This Book

This book has two parts. Use Part 1 to learn at your own pace and practice what you've
learned with practical exercises. Part 2 contains questions and answers you can use to
test yourself on what you've learned.

Part 1: Learn at Your Own Pace

Each chapter identifies the exam objectives that are covered within the chapter, pro-
vides an overview of why the topics matter by identifying how the information is
applied in the real world, and lists any prerequisites that must be met to complete the
lessons presented in the chapter.

The chapters are divided into lessons. Lessons contain practices that include one or
more hands-on exercises. These exercises give you an opportunity to use the skills
being presented or explore the part of the application being described.

After the lessons, you are given an opportunity to apply what you've learned in a case sce-
nario exercise. In this exercise, you work through a multi-step solution for a realistic case
scenario. You are also given an opportunity to work through a troubleshooting lab that
explores difficulties you might encounter when applying what you've learned on the job.

Each chapter ends with a short summary of key concepts and a short section listing key
topics and terms you need to know before taking the exam. This section summarizes the
key topics you've learned, with a focus on demonstrating that knowledge on the exam.
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Real World Helpful Information

You will find sidebars like this one that contain related information you might
find helpful. “Real World” sidebars contain specific information gained through
the experience of IT professionals just like you.

Part 2: Prepare for the Exam

Part 2 helps to familiarize you with the types of questions you will encounter on the
MCP exam. By reviewing the objectives and sample questions, you can focus on the
specific skills you need to improve on before taking the exam.

See Also For a complete list of MCP exams and their related objectives, go to http:
//Www.microsoft.com/learning/mcpexams/default.asp.

Part 2 is organized by the exam’s objectives. Each chapter covers one of the primary
groups of objectives, referred to as Objective Domains. Each chapter lists the tested
skills you need to master to answer the exam questions, and it includes a list of further
readings to help you improve your ability to perform the tasks or skills specified by the
objectives.

Within each Objective Domain, you will find the related objectives that are covered on
the exam. Each objective provides you with several practice exam questions. The
answers are accompanied by explanations of each correct and incorrect answer.

Note These questions are also available on the companion CD as a practice test.

Informational Notes

Q
@

Several types of reader aids appear throughout the training Kkit.

Tip Contains methods of performing a task more quickly or in a not-so-obvious
way.

Important Contains information that is essential to completing a task.
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Note Contains supplemental information.

Caution Contains valuable information about possible loss of data; be sure to
read this information carefully.

Warning Contains critical information about possible physical injury; be sure to
read this information carefully.

See Also Contains references to other sources of information.

Planning Contains hints and useful information that should help you to plan the
implementation.

On the CD Points you to supplementary information or files you need that are
on the companion CD.

Security Alert Highlights information you need to know to maximize security in
your work environment.

Exam Tip Flags information you should know before taking the certification
exam.

Off the Record Contains practical advice about the real-world implications of
information presented in the lesson.

Notational Conventions

The following conventions are used throughout this book:

m  Characters or commands that you type appear in bold type.
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Italic in syntax statements indicates placeholders for variable information. Italic is
also used for book titles.

Acronyms appear in all uppercase.

Monospace type represents code samples, examples of screen text, or entries that
you might type at a command prompt or in initialization files.

Keyboard Conventions

m A plus sign (+) between two key names means that you must press those keys at
p g Y y p Y

the same time. For example, “Press ALT+TAB” means that you hold down ALT
while you press TAB.

A comma (, ) between two or more key names means that you must press each
of the keys consecutively, not together. For example, “Press ALT, F, X” means that
you press and release each key in sequence. “Press ALT+W, L” means that you first
press ALT and W at the same time, and then release them and press L.

Getting Started

This training kit contains hands-on exercises to help you learn about deploying, manag-
ing, and troubleshooting a Windows Server 2003 security infrastructure. Use this section
to prepare your self-paced training environment. Although the requirements for each of
the chapters vary, obtaining the hardware and software listed in this section will allow
you to complete every exercise, troubleshooting lab, and case scenario in this book.

@

Caution Many of these exercises require you to configure settings that will affect address-
ing and other features of your network. Additionally, the computers you use for these exer-
cises will have varying levels of security for each of the exercises you are working through. For
these reasons, it is not recommended that you perform these exercises on computers that
are connected to a larger network.

Hardware Requirements

To complete some of the exercises in this book, you must have two networked com-
puters and a means of connecting both computers to the Internet. Both computers
must be capable of running Windows Server 2003, be on the Windows Server 2003
Hardware Compatibility List, and have the following minimum configuration:

550 MHz or higher processor recommended; 133 MHz minimum required; Intel
Pentium/Celeron family or the AMD K6/Athlon/Duron family.

256 MB RAM or higher recommended; 128 MB minimum required memory.
1.25 to 2 GB free hard disk space.
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CD-ROM or DVD-ROM drive.

Super VGA (800 x 600) or higher-resolution monitor recommended; VGA or hard-
ware that supports console redirection required.

Keyboard and Microsoft Mouse or compatible pointing device, or hardware that
supports console redirection.

Additionally, one of the chapters requires you to have a wireless access point available.

Software Requirements

@

A 180-day evaluation edition of Windows Server 2003, Enterprise Edition is included
on the CD-ROM. Additionally, some exercises require you to have Windows XP to sim-
ulate a network client operating system. For some exercises, you will also need SQL
Server 2000, Exchange Server 2000 or later, and Microsoft Office Outlook 2003.

Caution The 180-day evaluation edition of Windows Server 2003, Enterprise Edition pro-
vided with this training kit is not the full retail product and is provided only for the purposes of
training and evaluation. Microsoft Technical Support does not support this evaluation edition.
For additional support information regarding this book and the CD-ROMs (including answers
to commonly asked questions about installation and use), visit the Microsoft Learning Sup-
port Web site at http;//www.microsoft.com/learning/support/default.asp/. You can also e-mail
tkinput@microsoft.com or send a letter to Microsoft Learning, Attn: MCSA/MCSE Self-Paced
Training Kit (Exam 70-299): Implementing and Administering Security in a Microsoft Windows
Server 2003 Network Editor, One Microsoft Way, Redmond, WA 98052-6399.

Setup Instructions

@

Set up your computer hardware according to the manufacturer’s instructions. The soft-
ware requirements vary from chapter to chapter. Therefore, you should review the
Before You Begin section of each chapter and configure the computers as specified.

Caution If your computers are part of a larger network, you must verify with your network
administrator that the computer names, domain name, and other information used in setting
up Windows Server 2003 as described in each individual chapter do not conflict with network
operations. If they do conflict, ask your network administrator to provide alternative values
and use those values throughout all of the exercises in this book.

The Readiness Review Suite

The CD-ROM includes a practice test made up of 300 sample exam questions and an
objective-by-objective review with an additional 125 questions. Use these tools to rein-
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force your learning and to identify any areas in which you need to gain more experi-
ence before taking the exam.

To install the practice test and objective review

1. Insert the Supplemental CD-ROM into your CD-ROM drive.
Note If AutoRun is disabled on your computer, refer to the Readme.txt file on the CD-ROM.

2. Click Readiness Review Suite on the user interface menu.

Lab files

The \70-299\Labs folder on the companion CD contains lab files that you need to com-
plete the hands-on exercises. These files are organized by chapter.

The eBook

The CD-ROM includes an electronic version of this training kit. The eBook is in porta-
ble document format (PDF) and can be viewed using Adobe Acrobat Reader.

To use the eBook

1. Insert the Supplemental CD-ROM into your CD-ROM drive.
Note If AutoRun is disabled on your computer, refer to the Readme.txt file on the CD-ROM.

2. Click Training Kit eBook on the user interface menu. You can also review any of
the other eBooks that are provided for your use.

The Microsoft Certified Professional Program

The Microsoft Certified Professional (MCP) program provides the best method to prove
your command of current Microsoft products and technologies. The exams and corre-
sponding certifications are developed to validate your mastery of critical competencies
as you design and develop, or implement and support, solutions with Microsoft prod-
ucts and technologies. Computer professionals who become Microsoft certified are rec-
ognized as experts and are sought after throughout the industry. Certification brings a
variety of benefits to the individual and to employers and organizations.

See Also For a full list of MCP benefits, go to http;//www.microsoft.com/learning/itpro
/default.asp.
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Certifications

The Microsoft Certified Professional program offers multiple certifications, based on
specific areas of technical expertise:

Microsoft Certified Professional (MCP). Demonstrated in-depth knowledge of at
least one Microsoft Windows operating system or architecturally significant plat-
form. An MCP is qualified to implement a Microsoft product or technology as part
of a business solution for an organization.

Microsoft Certified Solution Developer (MCSD). Professional developers qualified
to analyze, design, and develop enterprise business solutions with Microsoft
development tools and technologies including the Microsoft .NET Framework.

Microsoft Certified Application Developer (MCAD). Professional developers quali-
fied to develop, test, deploy, and maintain powerful applications using Microsoft
tools and technologies including Microsoft Visual Studio .NET and XML Web ser-
vices.

Microsoft Certified Systems Engineer (MCSE). Qualified to effectively analyze the
business requirements, and design and implement the infrastructure for business
solutions based on the Microsoft Windows and Microsoft Windows Server 2003
operating systems.

Microsoft Certified Systems Administrator (MCSA). Individuals with the skills to
manage and troubleshoot existing network and system environments based on the
Microsoft Windows and Microsoft Windows Server 2003 operating systems.

Microsoft Certified Database Administrator (MCDBA). Individuals who design,
implement, and administer Microsoft SQL Server databases.

Microsoft Certified Trainer (MCT). Instructionally and technically qualified to
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1 Planning and Configuring an
Authentication Strategy

Exam Objectives in this Chapter:
m Plan and configure authentication
m Plan, configure, and troubleshoot trust relationships
m Plan and configure authentication protocols
m Plan and configure multifactor authentication
m Plan and configure authentication for Web users

m Plan and configure delegated authentication

Note Public key infrastructure (PKI) is covered in Chapter 7, “Installing, Configuring, and
Managing Certification Services.”

Why This Chapter Matters

Authentication distinguishes legitimate users from uninvited guests, and is the
most visible, and fundamental, concept in security. From ATM PIN numbers to
driver’s licenses to user names and passwords, authentication is a part of every-
one’s daily life. Without authentication, it is impossible to restrict access to net-
work resources. If an authentication strategy is too weak, uninvited guests such as
worms, Trojan horses, and malicious attackers gain access to your network. Pass-
word guessing, password cracking, and man-in-the-middle attacks all attempt to
exploit weaknesses in an organization’s authentication strategy. If an authentica-
tion strategy is too restrictive, attackers are kept out, but legitimate users may not
be able to do their jobs.

While authentication is a security concept, it can affect an organization’s produc-
tivity and costs. If authentication is distributed, users will have different user
names and passwords for each network resource they access. This, in turn, will
increase Help desk costs when users lose track of passwords. Similarly, requiring
extremely complex passwords will make it more difficult to impersonate legiti-
mate users. However, if those users cannot remember their passwords, they will
be denied access to network resources, which decreases their productivity.

1-3
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This chapter introduces you to the separate but related concepts of authentication
and authorization. You will learn about the various credentials that can be used to
verify a user’s identity and the variety of protocols that can be used to transmit
credentials across a network. You will understand how to authenticate users who
access your network resources by using a Web browser, in addition to users who
are members of domains other than your own.

Lessons in this Chapter:

m Lesson 1: Understanding the Components of an Authentication Model . . . . . . 1-6
m Lesson 2: Planning and Implementing an Authentication Strategy . ... ... .. 1-18
m Lesson 3: Configuring Authentication for Web Users ... ............... 1-32
m Lesson 4: Creating Trusts in Windows Server 2003 . . ... ............... 1-41

Before You Begin
m This chapter presents the skills and concepts that are required to plan and config-
ure authentication strategies in a Microsoft Windows Server 2003 environment.

To complete the practices, examples, and lab exercises in this chapter, you must have:

m A private, non-routed network.

I'wo computers. On the first computer, perform a Windows Server 2003
installation with default settings, and assign the computer name Computerl.

[—On the second computer, configure the hard disk with two partitions. Install
Windows 98 on the first partition. Then install Windows Server 2003 on the
second partition so that the computer can dual-boot between the two plat-
forms. On both Windows 98 and Windows Server 2003, assign the computer
name Computer?2.

m Added the domain controller role to both computers using the default settings.
Computerl should host the domain cohowinery.com. Computer2 should host the
domain cohovineyard.com.

m Both computers should be configured to use themselves as their own primary
DNS server and the other computer as the secondary DNS server.

After completing this module, you will be able to:

m Describe the importance of authentication.

m Distinguish between problems caused by authentication and authorization.
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Design an authentication strategy that meets an organization’s security require-
ments without becoming too costly or cumbersome.
Determine the authentication protocols that should be enabled on your network.

Configure authentication for users who access network resources by using a Web
browser.

Keep anonymous Web users from accessing resources that they are not specifi-
cally allowed to access.

Create trusts between Active Directory domains to enable authentication for
resources in remote domains.
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Lesson 1: Understanding the Components of an
Authentication Model

In this lesson, you will learn the meaning of the term authentication, and how it differs
from authorization. You will understand that network authentication is similar in func-
tion to the common methods of authenticating people in the physical world. You will
learn how to optimize the security of authentication in Windows Server 2003 environ-
ments while ensuring compatibility with every client that will access your network
resources. Finally, you will explore the tools provided for troubleshooting authentica-
tion problems.

After this lesson, you will be able to
m Select an appropriate authentication protocol.
m Explain how the NTLM authentication process works.
m Explain how the Kerberos authentication process works.

m Determine how Windows Server 2003 stores passwords and secrets to support authen-
tication.

m Select appropriate tools to troubleshoot authentication problems.

Estimated lesson time: 30 minutes

The Difference Between Authentication and Authorization

Whether you're withdrawing money from a bank, entering a restricted building, or
boarding an airplane, gaining access to a restricted resource requires both authentica-
tion and authorization. The two processes are closely related and often confused. To
understand the difference between authentication and authorization, consider an
example in the physical world that most people are familiar with: boarding an airplane.
Before you can board a plane, you must present both your identification and your
ticket. Your identification, typically a driver’s license or a passport, enables the airport
staff to determine who you are. Validating your identity is the authentication part of
the boarding process. The airport staff also checks your ticket to make sure that the
flight you are boarding is the correct one. Verifying that you are allowed to board the
plane is the authorization process.

On networks, authentication is often performed by providing a user name and pass-
word. The user name identifies you, and the password offers the computer system
some assurance that you really are who you claim to be. After you are authenticated,
the computer agrees that you are who you claim to be. However, it doesn’t yet know
whether you are allowed to access the resource you are requesting. For example, Help
desk support staff should have the right to reset a user’s password, but members of the
accounting department should be able to change only their own passwords. To autho-
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rize the user, the computer system typically checks an access control list (ACL). The

ACL lists users, and groups of users, who are permitted to access a resource.

See Also Authorization is covered in Chapter 2, “Planning and Configuring an Authorization
Strategy.”

Network Authentication Systems

In order to authenticate a user on a network with some reasonable certainty that the user
is who he or she claims to be, the user needs to provide two pieces of information: iden-
tification and proof of identity. In most networks, users identify themselves with a user
name or an e-mail address. The way users prove their identity varies, however.

Traditionally, a password is used to prove a user’s identity. A password is a form of a
shared secret. The user knows his or her password, and the server authenticating the
user either has the password stored, or has some information that can be used to vali-
date the password.

Passwords prove your identity because they are something you know. Other ways to
prove your identity are with something you have or something you are. Many modern
computer systems authenticate users by reading information from a smart card—some-
thing you have. Other computer systems are satisfied that you are who you claim to be
only when you prove it with something you are. Biometrics can do this by scanning a
unique part of your body such as your fingerprint, your retina, or your facial features.

Passwords can be guessed, and smart cards can be stolen. One form of authentication
alone may not meet your organization’s security requirements. Multifactor authentica-
tion combines two or more authentication methods, and significantly reduces the like-
lihood that an attacker will be able to impersonate a user during the authentication
process. The most common example of multifactor authentication is combining a smart
card with a password. Typically, the password is required to retrieve a key stored on
the smart card. Before you can authenticate to such a system, you must provide a pass-
word (something you know) and a smart card (something you have).

Note The examples in this book rely on using passwords alone for authentication. While this
is one of the less secure ways to authenticate users, you probably don’t have smart cards or
fingerprint readers connected to your computer. You almost certainly have a keyboard, though.
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Storing User Credentials

The server that authenticates the user must be able to determine that the user’s creden-
tials are valid. To do this, the server must store information that can be used to verify
the user’s credentials. How and where this information is stored are important deci-
sions to make when designing an authentication model.

The way the user credentials are stored can determine how difficult it is for an attacker
to misuse the information and whether those user credentials can be migrated to a new
authentication system in the future. Naturally, it is important that this information
remains confidential. Instead of simply storing a list of user passwords on a server, and
directly comparing the password provided by the user against the list, it’s common to
store an encrypted or hashed version of the user password. If an attacker does gain
access to the server’s copy of the user’s credentials, the attacker still needs to decrypt
the contents before they can be used to impersonate a user.

Real World

Since the beginning of computer systems, some of the most widely used security
attacks have changed upon the attacker gaining access to the operating system’s
password file. When multi-user computer systems were first created, developers
didn’t understand the importance of security, and password files were often cre-
ated in plain text. Anyone who could gain access to the password file would eas-
ily be able to read every user’s password.

Later, operating system developers used various forms of encryption and hashing
to obscure user credentials. This was a huge step forward, because the casual
attacker couldn’t read the files without first decrypting them. However, security
experts (whether wearing a white or a black hat) have always put a huge amount
of energy into finding ways to uncover user credentials based on a captured pass-
word file. Over time, these security experts have found ways to unencrypt, in a
reasonable amount of time, just about every encryption scheme operating system
developers have created for protecting password files. This trend is bound to con-
tinue in the future, but you can reduce the risk of someone misusing access to
your password file by requiring users to use strong passwords, requiring regular
password changes, and using the cracking tools yourself to identify easily cracked
passwords that should be changed.

Determining where user credentials are stored requires choosing between centralized
and decentralized authentication models. Decentralized authentication models require
each network resource to maintain a list of users and their credentials. While this pro-
vides granular control over which users can authenticate to network resources, it
becomes impossible to manage on networks with more than a handful of servers. In
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Windows networks, each server maintains a list of local users that can be used to
implement a decentralized authentication model.

Centralized authentication models provide significantly simpler management in larger
networks, which lowers Help desk costs related to password management. In a cen-
tralized model, network resources rely on a central authority to authenticate users.
Centralized authentication is required in environments where users should access all
network resources with a single set of credentials, an ideal situation known as single
sign-on. In Windows networks, centralized authentication is provided by means of
Active Directory domains. Larger networks might use multiple domains, with trusts
used to enable network resources in one domain to authorize users in another domain.

Authentication Features of Windows Server 2003

Windows Server 2003 provides robust and flexible authentication methods that can be
configured to meet the needs of organizations from small businesses to enterprises.
Key authentication features of Windows Server 2003 include:

Central administration of user accounts. The Active Directory directory service
allows users to log on to computers in a multidomain or multiforest environment
by using single-factor authentication or various types of multifactor authentication.

Single sign-on environment. When a user is authenticated to a Windows Server
2003 domain, the user’s credentials are used to access resources in the domain,
thereby eliminating the need for users to authenticate to every resource that they
attempt to access. When this technology is used with the Windows XP credential
manager, users can access resources in other domains by providing the password
one time and storing the password as part of the domain user account.

Computer and service accounts. In addition to users, computer and service

accounts authenticate to the domain. Collectively, users, computers, and service
accounts are referred to as security principals.

Multifactor support. Windows Server 2003 natively supports smart cards and a
variety of other multifactor authentication mechanisms.

Auditing. Windows Server 2003 provides the ability to audit logon attempts and
access to resources.

Protocols. Windows Server 2003 uses a variety of authentication protocols, includ-
ing LM, NTLM, NTLMv2, and Kerberos.

Authentication Protocols in Windows Server 2003

Windows Server 2003 provides the ability to authenticate a variety of client operating
systems. Because client operating systems support various levels of authentication pro-
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tocols, Windows Server 2003 supports two primary authentication protocols: NTLM
and Kerberos.

The NTLM authentication protocol uses a challenge-response mechanism to authenti-
cate users and computers running Windows Me and earlier operating systems, or com-
puters running Windows 2000 or later that are not part of a domain. A user is prompted
(the challenge) to provide some private piece of information unique to the user (the
response). Windows Server 2003 supports the following three methods of challenge-
response authentication:

m AN Manager (LM). Developed jointly by IBM and Microsoft for use in OS2 and
Windows for Workgroups, Windows 95, Windows 98, and Windows Me. It is the
least secure form of challenge-response authentication because it is susceptible to
eavesdropping attacks, and servers that authenticate users with LM authentication
must store credentials in an LMHasbh.

m  NTIM version 1. A more secure form of challenge-response authentication than
LM. It is used for connecting to servers running Windows NT with Service Pack 3
or earlier. NTLMv1 uses 56-bit encryption to secure the protocol. Servers that
authenticate users with any version of NTLM authentication must store credentials
in an NT Hasbh.

m  NTLM version 2. The most secure form of challenge-response authentication avail-
able. This version includes a secure channel to protect the authentication process.
It is used for connecting to servers running Windows 2000, Windows XP, and Win-
dows NT with Service Pack 4 or higher. NTLMv2 uses 128-bit encryption to secure
the protocol.

Kerberos is the default authentication protocol for Windows Server 2003, Windows
2000, and Windows XP Professional. Kerberos is designed to be more secure and scal-
able than NTLM across large, diverse networks. Kerberos provides the following addi-
tional benefits to those provided by NTLM:

m [fficiency. When a server needs to authenticate a client, the server can validate the
client’s credentials without having to contact a domain controller.

m  Mutual authentication. In addition to authenticating the client to the server, Ker-
beros enables the server to be authenticated to the client.

m  Delegated authentication. Allows services to impersonate clients when accessing
resources on their behalf.

m  Simplified trust management. Kerberos can use transitive trusts between domains
in the same forest and domains connected with a forest trust.

m Interoperability. Kerberos is based on the Internet Engineering Task Force (IETF)
standards and is therefore compatible with other IETF-compliant Kerberos realms.
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LM Authentication

You can use LM authentication to provide compatibility with earlier operating systems,
including Windows 95, Windows 98, and Windows NT 4.0 Service Pack 3 or earlier.
There are also earlier applications that might rely on this authentication mechanism.
For example, earlier versions of Netscape Navigator support only LM authentication.
However, LM authentication is the weakest protocol, and the easiest to compromise.
Do not use LM authentication in a Windows Server 2003 environment. Upgrade any
computers that rely on the LM protocol to eliminate this security vulnerability.

Storing LM passwords

A major reason not to use LM protocol is that when a password is created by the user
and stored for use with LM, the password is converted to an LMHash. The LMHash con-
tains user names and hashes of the corresponding user password. A hash is a form of
one-way encryption. When a client attempts to authenticate a user with LM authentica-
tion, the hash of the password, rather than the password itself, is transmitted across the
network. The server will only be able to authenticate the user if the server has the
LMHash stored.

The LMHash has several weaknesses that make it more vulnerable to attack than the
NT Hash. The LMHash is stored in all uppercase, is limited to 14 characters, and is
divided into two discreet components before hashing. If a knowledgeable, malicious
attacker does obtain access to LMHashes for a large number of users, it is likely that the
attacker would be able to identify at least one user’s password. Table 1.1 shows exam-
ples of passwords and the corresponding LMHashes that would be stored.

Table 1.1 LM Passwords

Password LMHash

tiger COE4266FEBEBDGASAAD3B435B51404EE
12345 AEBD4DE384C7EC43AAD3B435B51404EE
SECTION D5F34F69EB965SBSE3AAD3B435B51404EE
SYNERGY CE910CFA90B123F9AAD3B435B51404EE
Player24 DD4B68A4219ED226FF17365FAF1FFES9

Examine Table 1.1. Notice that passwords with fewer than eight characters all share the
last sixteen characters. During the process of computing the hash, the original pass-
word is divided into two sets of seven characters. If the password is seven characters
or less, the second set of seven characters is null. This results in the last sixteen char-
acters being a well-known value that indicates to the attacker that the original pass-
word is less than eight characters. Knowing that the password is short significantly
reduces the amount of work an attacker needs to perform in order to identify the orig-
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inal password. This method of storing passwords makes the LMHash vulnerable to
attacks that can reveal the unencrypted password.

Disabling LM passwords

Windows Server 2003 allows you to disable the LMHash to remove the vulnerabilities
presented by LM authentication. However, if you have clients running Windows 3.1 or
the original release of Windows 95 that need to connect to a computer running Win-
dows Server 2003, it is imperative that you do not disable the LMHash. However, you
can still disable the use of the LMHash on an account-by-account basis by doing one
of the following:

m Using passwords that are 15 characters or longer.

m  Enabling the NoLMHash registry value locally on a computer or by using security
policy.
m  Using specific ALT characters in passwords. ALT characters are inserted into a

password by holding down the ALT key, typing the ALT code using the number
pad, and then releasing the ALT key.

Exam Tip Only specific ALT character ranges will disable the LMHash. You don’t need to
memorize these for the exam, but you should be aware that not all ALT keys will work. The ALT
character ranges that will disable the LMHash are: 128-159, 306-307, 312, 319-320, 329-
331, 383, 385-406, 408-409, 411-414, 418-424, 426, 428-429, 433-437, 439-447,
449-450, 452-460, 477, 480-483, 494-495, 497-608, 610-631, 633-696, 699, 701-
707, 709, 711, 716, 718-729, 731, 733-767, 773-775, 777, 779-781, 783-806, 808-
816, 819-893, 895-912, 914, 918-919, 921-927, 929-930, 933, 935-936, 938-944,
947, 950-955, 957-959, 961-962, 965, and 967-1023.

NTLM Authentication

As mentioned earlier, NTLM includes three methods of challenge-response authentica-
tion: LM, NTLMv1, and NTLMv2. The authentication process for all the methods is the
same, but they differ in the level of encryption.

Authentication process

The following steps demonstrate the flow of events that occur when a client authenti-
cates to a domain controller using any of the NTLM protocols:

1. The client and server negotiate an authentication protocol. This is accomplished
through the Microsoft negotiate Security Support Provider (SSP).

2. The client sends the user name and domain name to the domain controller.

3. The domain controller generates a 16-byte random character string called a nonce.
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4. The client encrypts the nonce with a hash of the user password and sends it back
to the domain controller.

5. The domain controller retrieves the hash of the user password from the security
account database.

6. The domain controller uses the hash value retrieved from the security account
database to encrypt the nonce. The value is compared with the value received
from the client. If the values match, the client is authenticated.

The Kerberos Authentication Process

The Kerberos protocol gets it name from the three-headed dog in Greek mythology.
The three components of Kerberos are:

m The client requesting services or authentication.
m The server hosting the services requested by the client.

m A computer that is trusted by the client and server (in this case, a Windows Server
2003 domain controller running the Kerberos Key Distribution Center service).

Kerberos authentication is based on specially formatted data packets known as tickets.
In Kerberos, these tickets pass through the network instead of passwords. Transmitting
tickets instead of passwords makes the authentication process more resistant to attack-
ers who can intercept the network traffic.

Key Distribution Center

The Key Distribution Center (KDC) maintains a database of account information for all
security principals in the domain. The KDC stores a cryptographic key known only to
the security principal and the KDC. This key is used in exchanges between the security
principal and the KDC and is known as a long term key. The long term key is derived
from a user’s logon password.

Kerberos authentication process

In a Kerberos environment, the authentication process begins at logon. The following
steps describe the Kerberos authentication process:

1. When a user enters a user name and password, the computer sends the user name
to the KDC. The KDC contains a master database of unique long term keys for
every principal in its realm.

2. The KDC looks up the user’s master key (KA), which is based on the user’s pass-
word. The KDC then creates two items: a session key (SA) to share with the user
and a Ticket-Granting Ticket (TGT). The TGT includes a second copy of the SA,
the user name, and an expiration time. The KDC encrypts this ticket by using its
own master key (KKDC), which only the KDC knows.
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Note Kerberos implements secret key cryptography, which is different from public key cryp-
tography in that it does not use a public and private key pair.

3. The client computer receives the information from the KDC and runs the user’s

password through a one-way hashing function, which converts the password into
the user’s KA. The client computer now has a session key and a TGT so that it can
securely communicate with the KDC. The client is now authenticated to the
domain and is ready to access other resources in the domain by using the Ker-
beros protocol.

Important When a client receives the session key and TGT from the server, it stores that
information in volatile memory and not on the hard disk. Storing the information in the volatile
memory and not on the hard disk makes the information more secure, because the informa-
tion would be lost if the server were physically removed.

4. When a Kerberos client needs to access resources on a server that is a member of

the same domain, it contacts the KDC. The client will present its TGT and a time-
stamp encrypted with the session key that is already shared with the KDC. The
KDC decrypts the TGT using its KKDC. The TGT contains the user name and a
copy of the SA. The KDC uses the SA to decrypt the timestamp. The KDC can con-
firm that this request actually comes from the user because only the user can use
the SA.

. Next, the KDC creates a pair of tickets, one for the client and one for the server on
which the client needs to access resources. Each ticket contains the name of the
user requesting the service, the recipient of the request, a timestamp that declares
when the ticket was created, and a time duration that says how long the tickets are
valid. Both tickets also contain a new key (KAB) that will be shared between the
client and the server so they can securely communicate.

. The KDC takes the server’s ticket and encrypts it using the server master key (KB).
Then the KDC nests the server’s ticket inside the client’s ticket, which also con-
tains the KAB. The KDC encrypts the whole thing using the session key that it
shares with the user from the logon process. The KDC then sends all the informa-
tion to the user.

. When the user receives the ticket, the user decrypts it using the SA. This exposes
the KAB to the client and also exposes the server’s ticket. The user cannot read the
server’s ticket. The user will encrypt the timestamp by using the KAB and send the
timestamp and the server’s ticket to the server on which the client wants to access
resources. When it receives these two items, the server first decrypts its own ticket
by using its KB. This permits access to the KAB, which can then decrypt the time-
stamp from the client.
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Now both the client and the server have the KAB. The server can be sure that the client
has truthfully identified itself because the client used the KAB to encrypt the time-
stamp. If it is necessary for the server to respond to the user, the server will use the
KAB. The client will know that the server has truthfully identified itself because the
server had to use its KB to get the KAB.

@ \ Exam Tip Be sure you understand the Kerberos authentication process for the exam!

Storage of Local User Credentials

To reduce the likelihood of passwords being discovered and compromised, Windows
Server 2003, Windows 2000, and Windows XP must store passwords securely. To
ensure the highest level of password integrity, passwords can be stored at the domain
level in Active Directory. To enable each server to authenticate users without relying
on Active Directory, Windows Server 2003 locally stores a separate database of user
credentials called the Local Security Authority (LSA). The LSA is responsible for:

Managing local security policies.

Authenticating users.

Creating access tokens.

Controlling audit policies.
The sensitive information stored by the LSA is known as LSA secrets. LSA secrets contain:

m  Trust relationship passwords
m  User names

Passwords

m  Service account passwords

m  Service account names
LSA secrets can be extracted by any security principal with the Debug Programs right.
To help protect LSA secrets, you can use the syskey.exe program, which further

encrypts the contents of the LSA by using a public and a private key. Only Administra-
tors can run the syskey.exe program.

See Also For more information about the syskey.exe program, see http://support.
microsoft.com/?kbid=310105.
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Tools for Troubleshooting Authentication Problems

Sometimes, troubleshooting an authentication problem is as simple as resetting a user’s
password. At other times it can be more challenging. For example, it might be difficult
to detect the cause of an authentication failure if a domain controller is offline or a
WAN link to a remote office has failed. Sometimes, NTLMv2 and Kerberos authentica-
tion failures can also be attributed to a clock synchronization failure. The tolerances for
clocks that are out of synchronization are 30 minutes for NTLMv2 and 5 minutes for
Kerberos. To assist you in determining the cause of authentication failures, Windows
Server 2003 and the Resource Kit include several troubleshooting tools. Table 1.2 lists
the tools that will help you troubleshoot authentication problems.

Table 1.2 Troubleshooting Tools for Authentication Problems

Tool Description

Kerbtray.exe This GUI tool displays Kerberos ticket information. It also allows you to
view and purge the ticket cache. Included with the Windows Server 2003
Resource Kit tools.

Klist.exe This command-line tool lets you view and delete Kerberos tickets granted to
the current logon session. Included with the Windows Server 2003 Resource
Kit tools.

CmdKey.exe Creates, lists, and deletes stored user names and passwords or credentials.

Included with Windows Server 2003.

See Also For all Resource Kit tools, see http;//www.microsoft.com/downloads
/details.aspx?displaylang=en&familyid=9D467A69-57FF-4AE7-96EE-B18C4790CFFD.

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.

1. Is showing your identification to prove that you are of age to purchase a product
an example of authentication or authorization?

2. Is showing your identification to a cashier to verify that the credit card you are
using belongs to you an example of authentication or authorization?
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Which of the following passwords will not be stored in an LMHash?
a. tyia
b. imsitrjs5itr
c. passwordpassword

d. 1%@3ty7&

Lesson Summary

Authentication is the process of proving your identity. In Windows networks,
users frequently authenticate themselves using a user name and password pair.
How the user name and password are communicated across the network has
changed with different versions of Windows.

Earlier versions of Windows use LM authentication, which is still supported by
Windows Server 2003 for backward compatibility but carries with it potential secu-
rity vulnerabilities. LM authentication should be disabled whenever compatibility
with Windows 95 or Windows 98 is not required.

If LM authentication cannot be disabled, the storage of the LMHash can be
avoided for specific user accounts by using passwords greater than 14 characters
or passwords that contain special ALT characters.

Newer versions of Windows use NTLMv1l, NTLMv2, or Kerberos authentication.
The Kerberos protocol is designed to be more secure and scalable than NTLM
authentication.

Local passwords are stored and maintained by the Local Security Authority (LSA).
The LSA is responsible for managing local security policies, authenticating users,
creating access tokens, and controlling audit policies.

Windows Server 2003 and the Resource Kit include the Kerbtray.exe, Klist.exe,
and CmdKey.exe tools for troubleshooting Kerberos authentication problems.
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Lesson 2: Planning and Implementing an Authentication
Strategy

Most organizations need to support seamless access to the network for multiple types
of users, such as office workers, employees who are traveling, business partners, and
customers. At the same time, organizations need to protect network resources from
potential intruders. A well-designed authentication strategy can help you achieve this
complex balance between providing reliable access for users and strong network secu-
rity for your organization.

After this lesson, you will be able to
m Evaluate the factors that influence the needs of your authorization strategy.
m Create a strong password policy.

m Configure settings to implement account lockout polices and logon restrictions on
users.

m Configure settings for creating a Kerberos ticket policy.

m Select appropriate Windows authentication methods for earlier applications.

m Enable secure authentication.

m Design a strategy for supplemental authentication.

m Explain the benefits of applications that are certified for use with Windows.
Estimated lesson time: 45 minutes

Considerations for Evaluating Your Environment

When establishing an authentication strategy for your organization, you must become
familiar with your current environment, including the structure of your organization;
the users, computers, and services in your organization that require authentication; and
the applications and services that are in use. This will help you to understand the
requirements and constraints of your organization.

When evaluating your environment, identify the following:

m  The number of domain controllers in your organization. Ensure that there are
enough domain controllers to support client logon requests and authentication
requests while meeting your redundancy requirements. A sufficient number of
domain controllers will ensure that a large volume of authentication requests will
not result in authentication failures, even if a domain controller is offline because
of hardware or network failures.

m  The type of network connectivity between site locations in your organization.
Ensure that clients in remote sites are connected well enough to authenticate to
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domain controllers located in main sites. If connectivity is an issue, consider
installing domain controllers in sites that might have logon problems because of
slow or unreliable links.

Planning Everyone is always concerned about whether they have enough bandwidth, but
it's latency that’s more likely to cause authentication problems across wide area network
links. Authentication requires very little bandwidth. However, packets must go back and forth
across the link several times. If latency causes a significant delay for each round trip, authen-
tication will seem slow.

m  The number of certification authorities (CAs) that are available in your organiza
tion and their locations. Ensure that you have enough CAs to support the antici-
pated number of certificate requests.

Guidelines for Creating a Strong Password Policy

Encryption limits your vulnerability to having user credentials intercepted and misused.
Specifically, password encryption is designed to be extremely difficult for unauthorized
users to decrypt. Ideally, when a strong password is used, it should take an attacker
months, years, or decades to identify the unencrypted password after the attacker cap-
tures the encrypted or hashed password. During that time, the password should have
been changed—making the unencrypted password now useless.

In contrast, weak passwords can be identified in a matter of hours or days, even when
they have been encrypted. Encryption cannot protect against passwords that are easily
guessed, because weak passwords are vulnerable to dictionary attacks. Dictionary
attacks encrypt a list of common passwords, and compare each possibility with the
captured cyphertext. If the password appears in the password dictionary, the attacker
will identify the password quickly. You can defend against this vulnerability by imple-
menting a strong password policy.

Off the Record The best way to understand how effective dictionary attacks are is to grab
a password cracking tool from the Internet and experiment with it on a test machine. | can’t
point you to a specific tool, but they’re not hard to find.

What is a strong password?

A strong password is one that can be remembered by the user but that is also complex
enough to be difficult to guess. For example, *&_I5y#<.h may appear to be a good
password, but the user might be forced to write it down in order to remember it, cre-
ating a significant security vulnerability. Fortunately, there are techniques for creating
strong passwords that the human brain can remember. For example, you could take a
password that is easy to remember (and easy to guess), such as 99Butterflies, and add
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an easy-to-remember suffix to it to make it more secure: 99Butterflies@complexpass
word.com. You now have a password that is 33 characters long, uses uppercase, low-
ercase, and symbols, is easy to remember, and that, because of the length, is harder
than the *&_I5y#<.h password to crack.

In the example above, an e-mail type suffix was added to the end of the password to
make it complex. You can also add phone numbers, addresses, and file path locations
(like c:\winnt\system32) to make a password complex.

Strong password policy

When implementing and enforcing a password policy, consider the users’ inability to
remember passwords that are too complex, change too often, and are too long. When
passwords are too complex or too long, the eventuality that users will use other meth-
ods to remember their passwords, such as writing them down, is more likely.

Important There is nothing seriously wrong with a user writing down a password to remem-
ber it, as long as the written-down copy is not easily accessible. Actually, users feel more com-
fortable if they can write down their passwords and are more likely to create more complex
passwords.

To help implement a strong password policy, Windows Server 2003 provides a feature
known as Password Complexity. Password Complexity is enforced by default in the
Windows Server 2003 environment. The Password Complexity feature requires that
passwords:

m Do not contain all or part of the user’s account name.

m Be at least six characters in length.

m  Contain characters from three of the following four categories:
[Uppercase characters (A through 72)
[Lowercase characters (a through z)
[—Base 10 digits (0 through 9)

[_Non-alphabetic characters (for example, !, $, #, %)

Note By default, Windows Server 2003 requires that passwords are seven characters long,
exceeding the requirement imposed by the Password Complexity feature.

Table 1.3 describes the security policy settings that you can use to implement a strong
password policy. These policy settings are located in the Password Policy node in
Account Policies.
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See Also Security configuration settings such as minimum password length are configured
using security policy. Security policy is covered in more detail in Chapter 3, “Deploying and
Troubleshooting Security Templates.”

Table 1.3 Security Policy Settings for Strong Passwords

Security policy setting

Description

Maximum password age

Enforce password history

Minimum password age

Minimum password length

Determines how long passwords can be used before users are
required to change them. The default value of 42 days is gener-
ally appropriate. Ideally, this value would be lower than the
time it takes a commercial password cracking program to com-
promise the passwords in your organization. Lowering this
value decreases the likelihood that a password will be cracked
while it is still valid, but may increase the number of support
calls relating to forgotten passwords.

Stores the passwords that users have used previously and pre-
vents reuse of those passwords. The default setting is also the
maximum: 24 passwords remembered.

Determines how long a user must keep a password before
changing it. The default setting of one day will prevent a user
from immediately changing a password to a previous one.
Determines the minimum length of a password. The minimum
recommended setting is the default of 7 characters.

Tip You can use the Microsoft Platform Software Development Kit (SDK) to develop custom
password complexity requirements for your organization.

Although you can enforce strong passwords through security policy in Windows Server

2003 Active Directory, employee education is the only way to keep users from writing
down passwords in public locations or using discoverable personal information in

passwords.

Options for Account Lockout Policies

Account lockout policies exist to limit your vulnerability to password-guessing

attacks. When an account lockout policy is defined, a user account is automatically
locked out after a specified number of incorrect password attempts. Windows Server
2003 does not enable account lockouts by default, and for a good reason: enabling
account lockouts exposes you to a denial-of-service vulnerability. A malicious
attacker with access to user names can guess incorrect passwords, which will cause
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those accounts to become locked out, which denies legitimate users from accessing
network resources.

Therefore, account lockout policies should only be enabled in environments where
the threat from guessed passwords is greater than the threat of a denial-of-service
attack. Account lockout policies are set and enforced at the domain level. When
enabled, these policies should be set to allow for user error, but to prevent attacks on
user accounts.

Security Alert Account lockout policies are not necessary in environments where an intru-
sion detection system exists. An intrusion detection system will detect that an attacker is
repeatedly guessing passwords and notify a system administrator. The system administrator
can then track down the malicious attacker and stop the attack before the password is suc-
cessfully guessed.

Account lockout settings

Table 1.4 describes the various account lockout settings that you can use to secure
your network. These policy settings are located in the Account Lockout Policy in
Account Policies.

Table 1.4 Password and Account Lockout Settings

Security policy setting Description

Account lockout threshold Determines how many logon attempts can be made before the
account is locked out. This setting does not apply to attempts
to log on at the console of a locked workstation or to attempts
to unlock a screensaver, because locked workstations cannot
be forced to run password-cracking programs.

Account lockout duration Determines how many minutes a locked-out account will
remain disabled before being automatically enabled. Setting
this to 0 will require an administrator to unlock the account

manually.
Reset account lockout Determines the number of minutes that must elapse after a
counter after failed logon attempt before the counter is reset to 0 bad logon
attempts.

Options for Creating a Kerberos Ticket Policy

You should establish reasonable lifetimes for Kerberos tickets in your organization.
Reasonable Kerberos ticket lifetimes must be short enough to prevent attackers from
cracking the cryptography that protects the ticket’s stored credentials. Reasonable
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ticket lifetimes must also be long enough to ensure that requests for new tickets do not

overload the KDC and network.

Default domain policies for Kerberos tickets

Table 1.5 describes the default domain policy options available for Kerberos tickets.
These policy settings are located in the Kerberos Policy node in Account Policies.

Table 1.5 Security Policy Settings for Kerberos Ticket Policy

Security policy setting

Description

Enforce user logon restrictions

Maximum lifetime for service ticket

Maximum lifetime for user ticket

Maximum lifetime for user ticket
renewal

Maximum tolerance for computer
clock synchronization

Determines whether the KDC validates every request
for a session ticket by examining the user rights policy
on the target computer. This option also serves as a
means of ensuring that the requesting account is still
valid and was not disabled since the Kerberos ticket
was issued.

This option could potentially slow down network
logons.

Determines the amount of time a service ticket is avail-
able before it expires. This setting should be set the
same as the user ticket setting, unless your users run
jobs that are longer then their user tickets would allow.

Determines the amount of time a user ticket is avail-
able before it expires. This setting should be set
according to the average amount of time a user logs on
to a computer at your organization.

Determines the number of days for which a user’s TGT
can be renewed. The default is seven days. Shortening
this interval will increase security but put more load on
the KDC.

Determines the maximum time difference (in minutes)
between the time on the user’s computer’s clock and
the time on the domain controller. Raising this value
from the default of five minutes increases your vulnera-
bility to replay attacks, in which encrypted credentials
captured from the network are resubmitted by a mali-
cious attacker. Lowering this value will increase the
number of authentication failures caused by unsyn-
chronized clocks.
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Windows 2003 Authentication Methods for Earlier Operating Systems

Authentication protocols have improved over time and will continue to improve in the
future. As a result, earlier operating systems support fewer and less secure authentica-
tion protocols than newer operating systems. By default, computers running Windows
Server 2003 can accept all types of authentication protocols, including LM, NTLMv2,
and Kerberos, to ensure compatibility with earlier operating systems. If your organiza-
tion does not require this backward compatibility, you can you can configure security
policy to support only the more secure protocols, such as NTLMv2 and Kerberos.

The Network Security LAN Manager Authentication Level policy defines which authenti-
cation protocols a computer sends and accepts. This policy is contained within the Local
Policies\Security Options security policy node. Table 1.6 describes the options for this
policy setting. The policy settings are listed in order from least to most secure. Increasing
the security of this policy reduces compatibility with earlier clients and servers.

Table 1.6 LM Authentication Levels

Security policy setting Description

Send LM & NTLM responses Clients use LM and NTLM authentication and never use
NTLMv2 session security; domain controllers accept LM,
NTLM, and NTLMv2 authentication. This setting ensures
that clients will be able to authenticate with servers using
operating systems earlier than Windows NT 4.0 Service
Pack 4 by forcing clients to send only LM and NTLM
authentication. This setting reduces authentication security.

Send LM & NTLM responses — Clients use LM and NTLM authentication and use NTLMv2
use NTLMv2 session security session security if the server supports it; domain controllers
if negotiated accept LM, NTLM, and NTLMv2 authentication. This setting

enables the more secure NTLMv2 authentication protocol
to be used when possible, while providing backward
compatibility.

Send NTLM response only Clients use NTLM authentication only and use NTLMv2 ses-
sion security if the server supports it; domain controllers
accept LM, NTLM, and NTLMv2 authentication. This setting
eliminates the possibility that LM authentication will be
used; however, clients will not be able to authenticate to
computers running Windows 95 or Windows 98.

Send NTLMv2 response only Clients use NTLMv2 authentication only and use NTLMv2
session security if the server supports it; domain controllers
accept LM, NTLM, and NTLMv2 authentication. This setting
improves authentication security by forcing clients to
refuse down-level authentication protocols required by
servers using operating systems earlier than Windows NT
4.0 Service Pack 4.
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Table 1.6 LM Authentication Levels

Security policy setting

Description

Send NTLMv2 response
only\refuse LM

Send NTLMv2 response
only\refuse LM & NTLM

Clients use NTLMv2 authentication only and use NTLMv2
session security if the server supports it; domain controllers
refuse LM (accept only NTLM and NTLMv2 authentication).
This setting will cause clients running Windows 95, Win-
dows 98, and Windows NT 4.0 Service Pack 3 (or earlier)
to be unable to authenticate to domain controllers.

Clients use NTLMv2 authentication only and use NTLMv2
session security if the server supports it; domain controllers
refuse LM and NTLM (accept only NTLMv2 authentication).
This setting will cause clients running Windows 95, Win-
dows 98, and Windows NT 4.0 Service Pack 3 (or earlier)
to be unable to authenticate to domain controllers.

Enabling anonymous authentication for earlier applications

Anonymous authentication allows users and network clients to be authenticated (but
not necessarily authorized to access network resources) without providing any creden-
tials. Unlike earlier Windows operating systems, in Windows Server 2003, anonymous
users are not considered to be members of the Everyone group and therefore will not
be authorized to use any network resources. However, there are some scenarios in
which anonymous access needs to be granted to provide compatibility with systems
prior to Windows 2000. Situations in which this access might be necessary include:

m  Remote Access Server (RAS) servers on Windows NT 4.0 use anonymous access to
determine dial-in permissions.

m Windows NT 4.0 might use anonymous access to enumerate shares or gather
information from domain controllers.

=  Anonymous access might be used to enumerate shares and users in a one-way

cross-forest trust.

m Earlier operating systems might use anonymous access to change passwords in
Active Directory. This is accomplished through the Pre-Windows 2000—compati-

ble access group.

If you have earlier systems in your Windows Server 2003 domain, you will need to
determine which resources need anonymous access. You can then enable anonymous
access by performing one of the following tasks:

m  Add the Anonymous Logon security principal to the ACL that needs access. This is
the preferred method for enabling anonymous access to resources because it is

the most granular.



1-26 Chapter 1  Planning and Configuring an Authentication Strategy
m  Enable the Network Access: Share That Can Be Accessed Anonymously security policy
setting. This security policy setting contains a list of shares that can be accessed and
is useful for enabling anonymous access to a specific share on multiple computers.

m  FEnable the Network Access: Let Everyone Permissions Apply To Anonymous Users secut-
rity policy setting. This setting causes unauthenticated users to be considered mem-
bers of the Everyone group, which might authorize users to access network resources
without being authenticated as valid users. This setting should only be enabled when
absolutely necessary, because it creates a significant, exploitable vulnerability.

Caution Apply the Anonymous Logon, Network Access: Share That Can Be Accessed Anon-
ymously, Network Access: Let Everyone Permissions Apply To Anonymous Users settings only
to the OU or server that needs them. Enabling these settings at the domain level will
decrease network security.

Enabling secure authentication for domain controllers

Though many systems on a network may authenticate users that exist within a local
user database, domain controllers provide most authentication services for network
resources in Active Directory environments. Whenever possible, you should configure
domain controllers to refuse LM authentication, because LM authentication is more vul-

nerable than other authentication protocols. To configure domain controllers to reject
LM authentication:

1. On a domain controller, click Start, click Administrative Tools, and then click
Domain Controller Security Policy.

2. Expand Local Policies and then select Security Options, as shown in Figure 1.1.
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Figure 1.1 The Default Domain Controllers Security Settings console
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3. Double-click Network Security: LAN Manager Authentication Level. The Network
Security: LAN Manager Authentication Level Properties dialog box appears, as
shown in Figure 1.2.

Network security: LAN Manager authenticati 2=l

Security Policy Setting |

CA ] Metwork security: LAM Manager authentication level

[V Define this palicy setting

Send MTLM responze only j
Send LM & NTLM rezsponses

|Send LM & NTLM - use NTLMy2 session securib
(5 end MTLM response only
Send MTLMvZ responze only
Send MTLMvZ2 responze onlyhrefuze Lk

Send NTLMvZ responze onlyefuse L & NTLM

QK I Cancel | Lpply

if heqatiated

Figure 1.2 Security policy settings
Select the Define This Policy Setting check box, if it is not already selected.
Select Send NTLMv2 Response Only\Refuse LM, and then click OK.

Close the Default Domain Controller Security Settings console.

N e

Click Start, and then click Run. Type gpupdate.exe, and click OK. This causes the
policy to take effect on the local domain controller immediately.

Using Multifactor Authentication

As described earlier in this chapter, multifactor authentication significantly increases
authentication security. Windows Server 2003 supports multifactor authentication by
using smart cards and can support a variety of other authentication mechanisms using
non-Microsoft hardware and software.

Smart cards can be required for all users in an organization. However, because of the
additional cost, smart cards are often assigned only for specific users. Often network
administrators are required to use smart cards because their privileges on the network
would provide an attacker significant opportunity.

To require a smart card for interactive logon, launch the Active Directory Users And
Computers console. Double-click the user account to view the properties, and click
the Account tab. In the Account Options list, select Smart Card Is Required For Inter-
active Logon.

Requiring smart cards for authentication can cause problems with existing applications.
However, if an application includes the Certified for Windows Server 2003 logo, the
application has been tested to ensure that it meets Microsoft security standards for
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Windows Server 2003. From a security perspective, an application that is identified as
Certified for Windows Server 2003 meets the following criteria:

m  Support smart card logons. The application should work correctly with smart card
authentication and will allow smart card authentication to a terminal service.

m  Provide secure credential management. Ensures that users will get appropriate
prompting for credentials and storing credentials. Also means that the application
can use Kerberos, NTLM, and Secure Sockets Layer (SSL) protocols. A user can
also log on using a user principal name (UPN) format.

m  Can be run in a bighly secure configuration. Applications can perform all primary
functions in a highly secure configuration. In a highly secure configuration, appli-
cations cannot use the unsafe communication protocol NTLM; strong authentica-
tion and account policies are set; and group membership is restricted. A highly
secure configuration is a system with a clean installation of Windows and with the
predefined security template Hisecws.inf applied.

m  Provide secure network connections. Applications using network connections
must not depend on protocols that are known to have vulnerabilities.

Practice: Adjusting Authentication Options

In this practice, you will secure authentication on a Windows 2003 Server by using
security policy. You must be logged on to Computerl.cohowinery.com with an
account that has administrative credentials to create and modify the default domain
controller security policy.

Your company has recently updated its security policy. The new security policy specif-
ically forbids using the LM authentication protocol to authenticate users in the coho-
winery.com domain. To comply with the updated security policy, you will use the
Domain Controller Security Policy console to ensure that LM authentication is not used
on any cohowinery.com domain controller.

»  Exercise 1: Disabling LM Authentication

In this exercise, you will configure the domain controllers to accept only NTLM and
refuse LM default domain controllers security policy.

1. Log on to the cohowinery.com domain on Computerl using the Administrator
account.

2. Click Start, click Administrative Tools, and then click Domain Controller Security
Policy.

3. Expand Local Policies, and then select Security Options.

4. In the right pane, double-click Network Security: LAN Manager Authentication
Level.
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Select the Define This Policy Setting check box if it is not already selected.

6. Select Send NTLMv2 Response Only\Refuse LM, and then click OK.

7. Click Start, and then click Run. Type gpupdate.exe, and click OK. This causes the

policy to take effect on the local domain controller immediately.

P  Exercise 2: Enable Account Lockout

In this exercise, you will configure the domain controllers to accept only NTLM and
refuse LM default domain controller security policy.

1.

Log on to the cohowinery.com domain on Computerl using the Administrator
account.

Click Start, click Administrative Tools, and then click Active Directory Users And
Computers.

Right-click the Users node, click New, and then click User.

In the First Name field, type Adminl. In the User Logon Name field, type
Adminl.

In the Password and Confirm Password fields, type a complex password. Clear the
User Must Change Password At Next Logon check box. Click Next, and then click
Finish.

In Active Directory Users And Computers, double-click the Admin1 user you just

created.

In the Adminl Properties dialog box, click the Member Of tab. Click Add, and
then specify the Administrators group. Click OK twice to return to the Active
Directory Users And Computers console.

8. Click Start, click Administrative Tools, and then click Domain Security Policy.

9. Expand Account Policies, and then select Account Lockout Policy.

10.
11.

12.
13.

14.
15.

In the right pane, double-click Account Lockout Threshold.

In the Account Lockout Threshold Properties dialog box, select Define This Policy
Setting. In the Account Will Lock Out After field, type 6. Click OK.

Review the Suggested Value Changes dialog box, and then click OK.

Click Start, and then click Run. Type gpupdate.exe, and click OK. This causes the
policy to take effect on the local domain controller immediately.

Log off from Computerl.

Attempt to log on as Admin1, but do not type a password. Repeatedly attempt to
log on to simulate a malicious attacker attempting to guess a password. After six
attempts, you will be notified that the Adminl account is locked out, as shown in
Figure 1.3.
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Logon Message ll

[} Unable to log you on because your account has been locked out, please
. contact your administrator,

Figure 1.3 Account lockout warning

After completing this exercise, remove the Adminl account and return the account
lockout policies to their default settings.

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.

1. Which of the following passwords is an example of a strong password?
a. tyia
b. imsitrjs5itr
c. passwordpassword

d. 1%@3ity7&

2. Which of the following are valid reasons to enable LM authentication? (Choose all
that apply.)

a. Users will access network resources using computers running Windows 95.
b. Users will access network resources using computers running Windows 98.
c. Users will access network resources using computers running Windows NT.
d. Users will access network resources using computers running Windows Me.

e. Users will access network resources using computers running Windows 2000.

-

. Users will access network resources using computers running Windows XP.
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Enabling account lockout accomplishes which of the following goals?
a. Makes it impossible to steal a user’s password.

b. Reduces the likelihood that a malicious attacker will use brute force tech-
niques to discover a user’s password.

c. Eliminates the need for strong passwords.

d. Reduces Help desk costs.

Lesson Summary

Use security policy settings to configure authentication requirements.

Implement a strong password policy in your organization to reduce the likelihood
that your users’ credentials will be compromised.

Although you can enforce complex passwords by using security policy in Win-
dows Server 2003 Active Directory, employee education is the only way to keep
users from writing down passwords or using discoverable personal information in
passwords.

An account lockout policy prevents malicious attackers from logging on by con-
tinually guessing passwords; however, it enables malicious attackers to perform a
denial-of-service attack that denies valid users from successful authentication.

Kerberos ticket lifetimes must be short enough to prevent attackers from cracking
the cryptography that protects the ticket’s stored credentials, but long enough to
minimize the number of tickets that clients request.

Use delegated authentication and constrained delegation as strategies for imple-
menting supplemental authentication where required.

Any application that has the Certified for Windows Server 2003 logo has been
tested to ensure that it will function in environments that require multifactor
authentication.
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Lesson 3: Configuring Authentication for Web Users

Active Directory is a perfect way to store credentials for internal users because it can
provide single sign-on authentication for a variety of network resources, including Web
servers. If your organization provides an internal Web site, the Web site should authen-
ticate users by using their existing Active Directory user accounts. If the Web site
accesses information on the user’s behalf, such as querying a database to retrieve con-
fidential benefits information, the Web site should access that information by using the
user’s own credentials.

Active Directory is not the ideal way to store credentials for external users. Many orga-
nizations invite customers, potential customers, and partners outside the organization
to access information, files, and data. Today, information is usually shared with exter-
nal users by means of a Web site. If the Web site allows anyone on the Internet to
access content, these Web users will be considered anonymous. However, the anony-
mous user’s requests must still be issued in the context of a valid security principal in
order to access files and data.

Configuring Anonymous Access for Web Users

Most public Web sites on the Internet allow anonymous access for at least a portion of
the site. In other words, the general public can retrieve pages from the Web server
without providing credentials. This does not mean that authentication is not taking
place, however. Any user or process that accesses a file or other network resource must
do so in the context of a security principal (a user, a computer, or a service account).
When Internet Information Services (IIS) accesses files to be sent to an anonymous
user, it uses a specified user account to access those files. When anonymous access is
not allowed, users must provide their own credentials.

As an administrator, you can control which user account IIS uses to access files and
other network resources on behalf of anonymous users. By default, this account is auto-
matically created during the IIS installation process and is named TUSR_computername.
To specify different user credentials for IIS to use when accessing files and resources on
behalf of an anonymous user, first create a new user account, and then follow these
steps:

1. Log on to the computer as an administrator.

2. Click Start, click Administrative Tools, and then click Internet Information Services
Manager.

3. Expand the computer node, and then expand the Web Sites folder. Right-click the
node for the Web site you are editing, and then click Properties.

4. Click the Directory Security tab. In the Authentication And Access Control group-
ing, click the Edit button.
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5. The Authentication Methods dialog box appears. Type the user’s credentials in the
User Name and Password fields, and then click OK.

6. Click OK again to return to the Internet Information Services Manager.

Configuring Web Authentication

This chapter has already described three authentication protocols: LM, NTLM, and Ker-
beros. However, none of these protocols can be used by a Web browser to authenticate
a user to a Web server because Web browsers and Web servers can use only Hypertext
Transfer Protocol (HTTP) to communicate. Web browsers must authenticate to Web
servers using an authentication protocol that is contained within HTTP. Administrators
configuring an IIS server have several authentication options that differ in how they
pass the credentials to IIS and which browsers support them:

m  Basic Authentication. Selecting this option enables browsers to submit the user’s
password in an encoded format that is equivalent to clear text. If the authentica-
tion traffic is intercepted, an attacker could easily determine the user’s password.
While this authentication method is vulnerable to being intercepted, it is sup-
ported by a wide range of browsers. Basic authentication should be chosen only
when browser compatibility is required.

m  Digest Authentication For Windows Domain Servers. Selecting this option allows
the Web browser to submit the user’s password in an MD5 hash. If digest authen-
tication traffic is intercepted, an attacker would be able to easily determine the
user’s password.

Security Alert Digest authentication functions only if the domain controller has a reversibly
encrypted (clear text) copy of the requesting user’s password stored in Active Directory. Using
reversible encryption is not recommended. As a result, integrated Windows authentication is
recommended over digest authentication.

m [ntegrated Windows Authentication. Selecting this option enables Kerberos v5
authentication and NTLM authentication within the Web requests. This allows the
Web browser to send the user’s password in the form of a hash without requiring
the user’s password to be stored using reversible encryption. Integrated Windows
Authentication is supported by Microsoft Internet Explorer but may not be sup-
ported by other browsers.

m NET Passport Authentication. Select this option if your organization is using the
NET Passport service for authentication. .NET Passport provides a central authen-
tication service that many different organizations can use and allows users to
authenticate themselves to many different, unrelated Web sites. Selecting this
option will have no effect unless application developers have created a .NET Pass-
port—enabled site.
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Planning If your users will have a recent version of Internet Explorer, use Integrated Win-
dows Authentication. If you can’t mandate a particular browser, enable both Integrated Win-
dows Authentication and Basic Authentication.

Delegated Authentication

Delegated authentication occurs when a network service accepts a request from a user
and assumes that user’s identity in order to initiate a new connection to a second net-
work service. Delegated authentication occurs by default when anonymous access is
disabled for IIS. A typical architecture in which delegated authentication is used is
shown in Figure 1.4.

Database Server

Delegated Authentication

Web Server

11S Authentication

End User

Figure 1.4 Typical delegated authentication architecture

Using delegated authentication increases the security of back-end network services.
Without the use of delegated authentication, a back-end database must grant the Web
server access to all data that any user would potentially need to access. In essence,
without delegated authentication, the database must rely entirely on the Web server to
authenticate and authorize users.

With delegated authentication, the Web server presents the end user’s credentials
when accessing data from the back-end database. The database can then determine
whether the user should be able to access the requested piece of information. In the
case of a human resources database, the database administrators could configure the
database to allow employees to only view the names and locations of users. How-
ever, employees working in the human resources department could be granted
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access to view and update specific rows and columns in the database that should not
be accessible to all users.

To delegate this right, assign the Enable Computer And User Accounts To Be Trusted
For Delegation user right to the selected individuals. By default, Administrators have
this right. Users who are assigned the right to enable delegated authentication can then
edit the properties of computer accounts in the Active Directory Users And Computers
console, select the Delegation tab, and click one of the two Trust This Computer For
Delegation options. This setting should be specified for computer and service accounts
that are used to provide users information that is stored on back-end servers and must
be accessed securely.

Security Alert Misuse of this user right, or of the Trusted For Delegation setting, could make
the network vulnerable to sophisticated attacks such as Trojan horse programs that impersonate
incoming clients and use their credentials to gain access to network resources. As a result, you
should set the Account Cannot Be Delegated option on accounts that are sensitive.

By enabling delegated authentication, you can prevent an attacker who gains control
of a server from accessing data stored on other servers that require user credentials to
access. By requiring that all data be accessed by means of credentials that are dele-
gated to the server for use on the client’s behalf, you ensure that the server cannot be
compromised and then used to gain access to sensitive information on other servers.
However, if the server itself was given access to information stored on other servers, an
attacker who gains control of a server would be able to access the information stored
on the other servers.

Important If you enable Encrypting File System (EFS) on a file server, that server must be
trusted for delegation to obtain certificates on behalf of a user to encrypt and decrypt files.

When you enable delegated authentication for a computer account by selecting the
Trust This Computer For Delegation To Any Service option, delegation is automatically
enabled for all services on that computer. Constrained delegation allows administrators
to specify particular services from which a computer that is trusted for delegation can
request resources. By using constrained delegation, you can prevent attackers who
compromise a server from accessing resources that are not intended to be accessed by
that server. Specify constrained delegation by selecting the Trust This Computer For
Delegation To Specified Services Only option, specifying the available authentication
protocols, and then selecting the services, as shown in Figure 1.5.
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Figure 1.5 Computer account properties dialog box

Practice: Configuring Anonymous Authentication

©

In this practice, you will install the Application Server role on Computerl.cohowin-
ery.com. You will then configure it so that it does not allow anonymous Web requests,
and verify that it is configured correctly by issuing a request from
Computer2.cohovineyard.com.

Exercise 1: Installing the Application Server Role

In this exercise, you install the Application Server role. While this exercise is not
directly significant to the material covered on the exam, the Application Server role
must be available for future exercises that relate directly to configuring authentication

for Web users.

Warning

It is critical that your server is not connected to a public network during this exer-

cise. Installing the Application Server role may introduce security vulnerabilities.

1. Log on to the cohowinery.com domain on Computerl by using the Administrator

account.

S Wk » N

Next.

Click Start, click Administrative Tools, and then click Manage Your Server.
Click Add Or Remove A Role.

On the Preliminary Steps page of the Configure Your Server Wizard, click Next.
On the Server Role page, click Application Server, and then click Next.

On the Application Server Options page, select Enable ASP.NET, and then click
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7. On the Summary Of Selections page, click Next.

8. Follow the instructions provided by the wizard. When the installation has com-

pleted, click Finish.

Exercise 2: Verifying Anonymous Access

In this exercise, you verify that anonymous access to Web pages is enabled by default
by issuing an anonymous request from Computer2.cohovineyard.com.

1.

Log on to the cohovineyard.com domain on Computer2 by using the Administra-
tor account.

Click Start, click All Programs, and then click Internet Explorer. Close any warn-
ings that appear.

In the Address field of Internet Explorer, type http://computerl.cohowinery.
com, and then click Go.

An Under Construction page will appear. While this resembles an error page pro-
duced by Internet Explorer, the page titled Under Construction is an HTML page
located at C:\Inetpub\wwwroot\iisstart.htm on Computerl. The page was suc-
cessfully retrieved by Internet Explorer because anonymous access is currently
enabled in TIS. IIS accessed the file using the TUSR_Computer]l user account.

Exercise 3: Removing Anonymous Access

In this exercise, you remove anonymous access and verify that anonymous requests
are rejected.

1.

Log on to the cohowinery.com domain on Computerl by using the Administrator
account.

Click Start, click Administrative Tools, and then click Internet Information Services
Manager.

Expand the Computerl node, and then expand the Web Sites folder. Right-click
Default Web Site, and then click Properties. The Default Web Site Properties dialog
box appears.

Click the Directory Security tab. In the Authentication And Access Control group-
ing, click the Edit button. The Authentication Methods dialog box appears, as
shown in Figure 1.6.
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Figure 1.6 Authentication Methods dialog box

Notice that Enable Anonymous access is currently selected. IUSR_COMPUTER1
appears in the User Name field. Any resources that anonymous users attempt to
access through IIS will be accessed by the TUSR_COMPUTER1 account. The
IUSR_computername account is automatically created when the Application
Server role is added to the computer.

. Clear Enable Anonymous Access, and then click OK. Click OK again to close the

Default Web Site Properties dialog box.

. Return to Computer2. In Internet Explorer, click the View menu, and then click

Refresh.

After you click Refresh, Internet Explorer sends another anonymous request for
the iisstart.htm file that it is currently displaying. However, this time IIS will not
return the page. Instead, IIS will return an access denied error, also known as a
Hypertext Transfer Protocol (HTTP) 401 error.

. Because the anonymous request was denied by IIS, Internet Explorer opens the

Connect To Computerl.cohowinery.com dialog to prompt you for a user name
and password, as shown in Figure 1.7. Click Cancel.
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Figure 1.7 Internet Explorer prompt for credentials

Internet Explorer displays a friendly description of the access denied error. This is
the default error that users receive when they are either not adequately authenti-
cated or not authorized to access content. Web application developers can cus-
tomize the error message.

In Internet Explorer, on the View menu, click Refresh. You will again be prompted
to provide credentials to access the page.

In the User Name field, type Administrator. In the Password field, type the
Computerl administrator password. Click OK.

Internet Explorer successfully displays the Under Construction page because you
provided credentials that were authorized to access the requested file. Note that
you did not directly retrieve the iisstart.htm file from the file system. Instead, IIS
retrieved the file on your behalf using the Administrator credentials you provided,
and then returned the page to Internet Explorer.

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.

1.

Which of the following authentication methods should be chosen for a Web site
on a public Internet with minimal security requirements, where administrators
have no control over which browser a client uses?

a. Basic Authentication

b. Digest Authentication For Windows Domain Servers
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c. Integrated Windows Authentication

d. NET Passport Authentication

2. Which of the following authentication methods should be chosen for a high-secu-
rity, internal Web site in an Active Directory environment where single sign-on is
a requirement?

a. Basic Authentication
b. Digest Authentication For Windows Domain Servers
c. Integrated Windows Authentication

d. NET Passport Authentication

3. Which of the following scenarios requires delegated authentication?
a. A public Web site from which all content should be anonymously accessed.

b. An internal Web site from which all content should be anonymously
accessed.

c. An internal Web site containing simple Hypertext Markup Language (HTML)
documents that only managers should be able to access.

d. An internal Web site that accesses a back-end server containing data that only
specific users should be able to access.

Lesson Summary

m Web users have special authentication considerations. Specifically, you must
choose whether anonymous access will be allowed, and what account will be
used to access resources on behalf of anonymous users. If anonymous access is
not allowed, you will be making use of delegated authentication.

m  Web users have four choices for Web authentication methods: Basic Authentica-
tion, Digest Authentication For Windows Domain Servers, Integrated Windows
Authentication, and .NET Passport Authentication.

m Use delegated authentication, and the more granular constrained delegation,
when front-end servers must access back-end services on behalf of authenti-
cated users.
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Lesson 4: Creating Trusts in Windows Server 2003

You should already be familiar with the role Active Directory fulfills for authenticating
users on a domain. Briefly, Active Directory stores and organizes a list of users that
have access to network resources. Network resources that participate in an Active
Directory domain rely on the Active Directory domain controllers to authenticate a
user’s credentials before the network resource determines whether the user is autho-
rized to access the resource. Active Directory enables administrators to organize these
users in a variety of ways to delegate administrative responsibilities, simplify adminis-
tration, and improve security.

Many smaller organizations are able to manage their network resources by using a sin-
gle Active Directory domain. In the single domain model, all user and computer
accounts are contained within a single domain. Users must have an account in that
domain to access network resources. While the simplicity of a single domain makes it
ideal, there are many circumstances that require multiple domains that must interact
with each other.

Windows Server 2003 requires that enterprises create multiple domains to apply differ-
ent security policies to users or resources. Some aspects of an enterprise’s security pol-
icy, such as minimum password length, can only be defined once for an entire Active
Directory domain. Therefore, if an organization within the enterprise requires higher
security than the rest of the enterprise, that organization might require its own domain.
For more information about security policies, refer to Chapter 3, “Deploying and Trou-
bleshooting Security Templates.”

Many enterprises are using multiple domains to enable compatibility with earlier oper-
ating systems. It was common practice to create separate Windows NT 4 domains for
each geographic location or to separate users from resources. While those are not valid
reasons to create separate Windows 2000 Server or Windows Server 2003 domains,
enterprises might choose to maintain an existing, if outdated, domain model.

Managing trusts between large numbers of domains is complicated and laborious. To
simplify this task, Active Directory domains can be organized into forests. A forest is a
hierarchical structure that begins with a forest root domain. When domains are added
to a forest, they inherit the root domain name, schema, and other characteristics from
the forest root domain. Figure 1.8 shows an example of a forest.
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Figure 1.8 A forest

Enterprises that have multiple domains often need to allow users in one domain to
access resources in another domain. Active Directory provides security across multi-
ple domains and forests by using domain and forest trusts. Trusts are a critical part of
a networking infrastructure and one of the concepts that seem to be misunderstood
quite frequently.

See Also This training kit focuses on implementing and managing trusts. For more informa-
tion about domain and forest design, refer to MCSE Self-Paced Training Kit (Exam 70-297):
Designing a Microsoft Windows Server 2003 Active Directory and Network Infrastructure.

In this lesson, you will learn about the various elements of trusts, types of trusts, com-
mon scenarios for creating trusts, and how to effectively manage the security of trusts.

After this lesson, you will be able to
m Decide which trust type to create in a given situation.
m Determine which authentication method to use with each trust type.
m Determine the appropriate trust type for an operating system.
m Create a cross-forest trust.

Estimated lesson time: 20 minutes
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Trusts in Windows Server 2003

A trust is a relationship that is established between domains or forests that enables
users and other security principals from one domain to be authenticated by domain
controllers in another domain. Configuring a trust enables a domain to authenticate
users and other security principals that exist in a remote domain. A trust does not
authorize users to access resources in the remote domain, however. Network resources
authorize trusted users just as they would authorize a user in the local domain: through
the use of security descriptors on the resources that need to be accessed.

For example, if John has an account in domain A and attempts to print to a printer in
domain B immediately after the trust has been created, he will be denied access. How-
ever, because the trust is in place, an administrator will be able to grant John’s account
access to print to the printer. Without the trust in place, the administrator would not be
able to select John’s user account when authorizing users to print.

Types of trusts
Table 1.7 describes the types of trusts supported in Windows Server 2003.

Table 1.7 Windows Server 2003 Trusts

Trust type Description

Parent/child trust In Windows Server 2003, this is a default trust between all domains in
the forest. This two-way transitive trust allows security principals to be
authenticated in any domain in the forest. These trusts are created by
default and cannot be removed.

Tree/root trust In Windows Server 2003, this is a default trust between all domain trees
in the forest. This two-way transitive trust allows security principals to
be authenticated in any domain in the forest. These trusts are created by
default and cannot be removed.

External This trust type is created manually between domains that are not part of
the forest. These trusts can be one-way or two-way and are not transitive.

Realm This trust type is created manually between a non-Windows-brand
operating system domain (referred to as a Kerberos realm) and a Win-
dows Server 2003 domain. These trusts can be one-way or two-way and
can be transitive or non-transitive.

Forest This trust type is created manually between forests that use the Win-
dows Server 2003 domain functional level. These trusts can be one-way
or two-way and can be transitive or non-transitive.

Shortcut This trust type is created manually within a Windows Server 2003 forest
to reduce logon times between domains in a forest. This one-way or
two-way trust is particularly useful when traversing tree-root trusts,
because the trust path to a destination domain is potentially reduced.
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Tip You can create trusts by using the Active Directory Domains And Trusts console or the
Netdom.exe command-line tool.

Microsoft Windows Small Business Server 2003 does not support the creation of trusts.

Authentication methods used with trusts in Windows Server 2003

Because trusts allow you to facilitate access to resources in a multidomain environ-
ment, it is important that you use the most secure authentication protocol whenever
possible when creating trusts between domains and realms. You also need to under-
stand the various authentication types associated with each trust type. For example, if
you have secured your authentication in your organization to accept only Kerberos
authentication, an external trust to a Windows NT 4.0 domain will fail because a Win-
dows NT 4.0 domain cannot use Kerberos.

Table 1.8 lists the various authentication protocols that can be used with specific trust
types.

Table 1.8 Authentication Protocols Used with Trusts

Trust type Authentication protocol
Parent/child trusts Kerberos, NTLM
Tree/root trusts Kerberos, NTLM

External NTLM

Realm Kerberos

Forest Kerberos, NTLM

Shortcut Kerberos, NTLM

The attributes of each authentication protocol will be discussed later in this chapter.

Note By default, new external and forest trusts in Windows Server 2003 Active Directory
enforce SID filtering.

Trust authentication protocols

The version of the server operating system you are running will determine which
authentication protocols you can use across a trust. Additionally, certain operating sys-
tems have the capability to use only certain authentication protocols. For example,
Windows 95 can use only the LanMan authentication protocol. Therefore, the types of
trusts that you create between domains and forests depends on the operating systems
used in each domain or forest. For example, if your security policy requires Kerberos
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authentication but you need to establish a trust to a Windows NT 4.0 domain, you will
need to relax your authentication policy to allow for the NTLM protocol.

Authentication between Windows Server 2003 forests Forest trusts provide features
that other trust types cannot support, such as Kerberos authentication, user principal
name (UPN) logon, and security policy support. If a forest trust feature or forest-wide
authentication is needed, you must use a forest trust. Before establishing a trust
between two Windows Server 2003 forests, determine if all domains will need to
authenticate users from all other domains. For example, if the trust is required only to
allow users from only one domain in a forest to authenticate to a single domain in a
remote forest, a forest trust would be excessive. When authentication is required
between a limited number of domains, establish one-way or two-way external trusts
between the domains that require authentication instead of forest trusts.

Authentication between Windows Server 2003 and Windows 2000 forests Kerberos
trusts only work between Windows Server 2003 forests. You cannot create transitive
Kerberos trusts between Windows Server 2003 forests and Windows 2000 forests
because Windows 2000 is not able to find Kerberos Key Distribution Centers (KDCs) in
other domains. To establish trusts between Windows Server 2003 and Windows 2000
forests, create one-way or two-way external trusts between forests.

Authentication between Windows Server 2003 forests and Windows NT 4.0 forests As
with Windows 2000 and Windows Server 2003, you cannot create transitive Kerberos
trusts between Windows Server 2003 and Windows NT 4.0 forests. To establish trusts
between Windows Server 2003 and Windows NT 4.0 domains, establish one-way or two-
way external trusts between domains that need access to resources.

Authentication with servers running other operating systems Unlike Windows 2000
and Windows NT 4.0, you can create trusts between Windows 2003 domains and
domains that use UNIX or other operating systems that support MIT-compliant Ker-
beros versions. This type of trust is known as a realm trust. Like external trusts, realm
trusts can be one-way or two-way. However, user and service accounts in the Kerberos
realm do not contain group associations that are used for access control in the Win-
dows Server 2003 environment. To make the Kerberos realm security principals aware
of Active Directory, you can use account mappings in Windows Server 2003 to map
accounts from the Kerberos realm to the Windows Server 2003 accounts.

See Also Although this is beyond the scope of this book, more information about realm
trusts can be found in the Distributed Services Guide in the Windows Server 2003 Resource Kit,
which is available at http://www.microsoft.com/reskit.

See Also For more information about establishing trust relationships, see Understanding
Trusts in Windows Server 2003 Help and Support.
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Securing trusts with SID filtering

Windows grants or denies users access to resources by using access control lists
(ACLs). ACLs use security identifiers (SIDs) to uniquely identify principals and their
group membership. Every SID is made up of two parts: a domain SID that is shared by
all principals for that domain, and a relative ID (RID) that is unique to the principal
within the domain.

When a principal’s credentials are verified during authentication, a process known
as the local security authority subsystem (Isass.exe) retrieves the principal’s SID, in
addition to SIDs for all the groups to which the principal belongs. For example,
when a user Joe, who belongs to the Administrator group, is authenticated, the local
security authority subsystem retrieves Joe’s user SID and the SID for the Administra-
tor group. When Joe requests access to a resource, his SIDs are checked by the local
security authority subsystem against the ACL to determine if he is allowed to per-
form the action.

SID spoofing Users with the proper privileges, such as domain administrators, can
manipulate the SIDs that are associated with specific accounts. SID spoofing occurs
when a domain administrator from a trusted domain attaches a well-known security
principal onto the SID of a normal user account from the trusted domain. In the SID
spoofing process, a rogue or coerced administrator sniffs packets from the trusted
domain to find the SID of a security principal that has full access to resources in the
trusted domain. Using a variety of programs, an administrator can attach the sniffed
SID to the SIDHistory attribute of a user. By doing this, administrators from trusted
domains can escalate their privileges in the trusted domain to access resources that
they are not authorized to access.

Therefore, if you do not have confidence in other domain administrators, do not estab-
lish trust relationships with them. However, in the real world, this is not always possi-
ble. By understanding the threat, we can mitigate the vulnerability.

Real World

A recent client of mine was creating an Active Directory structure that would
incorporate five Windows NT domains from four different companies into one
Windows Server 2003 forest owned by the holding company. This design was
chosen to support a unified mail structure between the companies. None of the
domains had previously had trusts established, and the domain administrators
were apprehensive about other domains having the ability to authenticate against
resources in their domains. Although the decision was not the choice of the
administrators, they felt better knowing that the default SID filtering and proper
resource management would minimize security vulnerabilities.
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Using SID filtering to secure trusts You can use SID filtering to prevent SID spoofing.
SID filtering enables administrators to discard credentials that use SIDs that are likely
candidates for spoofing.

When security principals are created in a domain, the domain SID is included in the
security principal’s SID to identify the domain in which it was created. The domain SID
is an important characteristic of a security principal because the Windows security sub-
system uses it to verify the security principal’s authenticity.

Similarly, outgoing external trusts created from the trusting domain use SID filtering to
verify that incoming authentication requests made from security principals in the
trusted domain contain only SIDs of security principals in the trusted domain. This is
done by comparing the SIDs of the incoming security principal with the domain SID of
the trusted domain. If any of the security principal SIDs include a domain SID other
than the one from the trusted domain, the trust removes the offending SID.

You can use Netdom.exe to enable or disable SID filtering on any trust relationship
between domains or forests.

Tip If you have domains running Windows 2000 Service Pack 3 or earlier, you can use Net-
dom.exe to enable SID filtering on external trusts.

Disabling SID filtering Even though it is not generally recommended, in some
instances you might need to turn off SID filtering by using the Netdom.exe tool. SID fil-
tering should be disabled only in the following situations:

m  You have the same level of confidence for all administrators who have physical
access to domain controllers in the trusted domain as you have for the administra-
tors in the trusting domain.

m  You have a strict written security policy requirement to assign universal groups to
resources in the trusting domain that were not created in the trusted domain.

m  Users have been migrated to the trusted domain with their SID histories preserved,
and you want to grant them access to resources in the trusting domain based on
the SIDHistory attribute. For example, user accounts are migrated from domain A
to domain B, but there are still resources that have not yet been migrated from
domain A to domain B. To allow the migrated users in domain A to be able to
access resources in domain B, you turn off SID filtering so the users can still use
the old SID from domain B to access resources in domain B.

Creating trusts

You can use Active Directory Domains And Trusts to create trust relationships between
forests or between domains in the same forest. You can also use it to create shortcut trusts.
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Before you create a forest trust, you must ensure that the Domain Name System (DNS)
name resolution is working between the two forests. You can use stub zones, condi-
tional forwarding, secondary zones, or a shared root hints server between the two for-
ests with proper delegation. You also need to make sure that the forest functionality
level between the two forests is set to Windows Server 2003.

To create a trust, perform the following steps:

1. Open Active Directory Domains And Trusts.

2. In the console tree, right-click the domain node for the forest root domain, and
then click Properties.

3. On the Trusts tab, click New Trust, and then click Next.
4. On the Welcome page of the New Trust Wizard, click Next.
5. On the Trust Name page, perform one of the following steps:

[If you are creating a forest trust, type the DNS name of the second forest, and
then click Next.

[If you are creating a shortcut trust, type the DNS name of the domain, type
and confirm the trust password, and then click Next.

[If you are creating an external trust, type the DNS name of the domain, and
then click Next.

[If you are creating a realm trust, type the realm name for the target realm, and
then click Next.

6. On the Direction Of Trust page, perform one of the following steps:
[Ilo create a two-way trust, click Two-way, and then click Next.

[Ilo create a one-way incoming trust, click One-way: Incoming, and then click
Next.

[1lo create a one-way outgoing trust, click One-way: Outgoing, and then click
Next.

7. On the Sides Of Trust page, perform one of the following steps:

[Ilo create a trust in only the local domain, click This Domain Only, and then
click Next.

[lo create a trust in both the local domain and the remote domain, click Both
This Domain And The Specified Domain, and then click Next. On the User
Name And Password page, provide Domain Admin authentication for the
remote domain, and click Next.

8. The remaining pages vary depending on your previous choices. Follow the
instructions in the wizard to create, and optionally verify, the trust.
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Practice: Creating Trusts

In this practice, you will create a cross-forest trust. You must be logged on with an
account that has permission to create a cross-forest trust.

Your company, Coho Winery, needs to create a trust with your primary partner, Coho
Vineyards, to share information between your organizations. You will create a cross-
forest trust between the two companies by using Active Directory Domains And Trusts.

P  Exercise 1: Raising the Functional Level of the Windows Server 2003 Domains

When all domain controllers in a forest are using Windows Server 2003, you can raise
the domain functional level to take advantage of new features that are not available in
Windows 2000 Server domains. Both of the domain controllers used in the exercises in
this chapter run Windows Server 2003. Therefore, in this exercise, we will raise the
domain functional level to Windows Server 2003 from the default Windows 2000 Server
domain functional level.

1. Log on to the cohowinery.com domain on Computerl using the Administrator
account.

2. Click Start, click Administrative Tools, and then click Active Directory Domains
And Trusts.

3. In the console tree, right-click cohowinery.com, and then click Raise Domain
Functional Level.

4. Select Windows Server 2003, as shown in Figure 1.9.

Raise Domain Functional Level =

Domain name:

Microsoft.local
Current domain functional lesel:

Windows 2000 mixed

Select an available domain functional level:
IWindows Server 2003 j

@ After you raize the domain functional level, it cannot be reversed. For mare information
on domain functional levels, click Help.

Cancel | Help

Figure 1.9 Raising the domain functional level
5. Click Raise.

6. When warned that the change cannot be reversed, click OK.
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7. Click OK again when notified that the upgrade was successful.

8. Repeat steps 1 through 7 on Computer2 for the cohovineyards.com domain.

P  Exercise 2: Creating a Cross-Forest Trust

Complete the following procedure to create a trust between cohowinery.com and
cohovineyard.com.

1. Log on to the cohowinery.com domain on Computerl using the Administrator
account.

2. Click Start, click Administrative Tools, and then click Active Directory Domains
And Trusts.

3. In the console tree, right-click cohowinery.com, and then click Properties.
4. Click the Trusts tab, and then click New Trust.

5. The New Trust Wizard appears. On the Welcome To The New Trust Wizard page,
click Next.

6. On the Trust Name page, type cohovinyard.com as shown in Figure 1.10, and
then click Next.

New Trust Wizard =
Trust Name
“Y'ou can create a trust by uzing a MetBIOS or DMNS name. (Q:Tg)

Tupe the name of the domain, farest, or realm for this tust. IF you twpe the name of a forest, you
must tppe a DMS name.

Example MetBIOS name: supplierd-int
Example DMS name: supplierd -internal microzoft. com

Mame:

cohovineyard. com

< Back I Mest » I Cancel |

Figure 1.10 The Trust Name page of the New Trust Wizard

7. On the Direction Of Trust page, click Two-way, as shown in Figure 1.11.
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New Trust Wizard =
Direction of Trust
Y'ou can create one-way of bwo-way tusts, (Q:Tg)

Select the direction for this tst.

& Two-way
Uszers in thiz domain can be authenticated in the specified domain, realm, or
farest, and users in the specified domain, realm, or forest can be authenticated in
this domain.

' Ong-way: incoming
Uzers in thiz domain can be authenticated in the specified domain, realm, or forest.

' One-way: outgoing
Users in the specified domain, realm, or forest can be authenticated in this domain.

< Back Cancel |

Figure 1.11 The Direction Of Trust page of the New Trust Wizard

8. On the Sides Of Trust page, select Both This Domain And The Specified Domain,
and then click Next.

9. On the User Name And Password page, provide the Computer2 Administrator user
name and password, as shown in Figure 1.12, and then click Next.

New Trust Wizard =
User Mame and Password
To create thiz truist relationship, you must have administrative privileges for the (Q:Tg)

specified domain.

Specified domain: cohovineyard. com

Type the uzer name and password of an account that has administrative privileges in
the specified domain.

User name: I € administratar j

Password: |uuuo

< Back Cancel |

Figure 1.12 The User Name And Password page of the New Trust Wizard

10. On the Outgoing Trust Authentication Level—Local Domain page, select Domain-
Wide Authentication, and then click Next.

11. On the Outgoing Trust Authentication Level—Specified Domain page, select
Domain-Wide Authentication, and then click Next.
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12.

13.
14.

15.
16.

17.
18.

Review the results shown in the Trust Selections Complete page, which will
resemble the following:

This domain: cohowinery.com

Specified domain: cohovineyard.com

Direction:

Two-way: Users in the local domain can authenticate in the specified

domain and users in the specified domain can authenticate in the Tocal domain.
Trust type: External

Transitive: No

OQutgoing trust authentication level: Domain-wide authentication in local and
specified forests.

Sides of trust: Create the trust for both this domain and the specified domain.

After reviewing the results, click Next.

On the Trust Creation Complete page, review the results to verify that the trust was
created successfully. Click Next.

On the Confirm Outgoing Trust page, click No, and then click Next.

On the Confirm Incoming Trust page, click No, and then click Next.

Note You will manually verify the trusts after completing the wizard.

On the Completing The New Trust Wizard page, click Finish.

A dialog box will notify you that SID filtering is enabled by default, as shown in
Figure 1.13. Click OK.

Active Directory

To improve the security of this external tust, security identifier (S0 filkering is
enabled. However, if users have been migrated to the trusted domain and their SI0
histaries have been preserved, you may choose to tum off this feature.

For more infarmation about SID filkering and how to turn it off, see Securing external
trusts.

™ Do not show this dialog box again

Figure 1.13 Dialog box notifying you that SID filtering is enabled by default

P  Exercise 3: Verifying the Outgoing and Incoming Trusts

After creating a trust, you are returned to the Cohowinery.com Properties dialog box. Now
that a trust has been created, you can use this dialog box to verify that the incoming and
outgoing trusts were created successfully. To verify trusts, complete the following steps:

1.

2.

In the Cohowinery.com Properties dialog box, select Cohovineyard.com in the
Domains Trusted By This Domain list, and then click Properties.

Click Validate.
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3. Because this is a two-way trust, you will be automatically prompted to validate the
incoming trust as well. As shown in Figure 1.14, click Yes and provide the
Computer2 Administrator user name and password. Click OK.

Active Directory

Do you wish to validate the incoming direction of trust? To do this, you must have
administrative privileges in the cohovinepard. com domain.

" Na. do not validate the incoming trust

% Yes, validate the incoming trust.

Type the uzer name and pazsword of an account with administrative privileges in
the specified domain.

Lser name: I € Administrator j J

Password: |uuou

oK I Cancel |

Figure 1.14 \Verifying an incoming trust

4. 1f both directions of the trust were successfully validated, a dialog box will appear
explaining that the trust is in place and active.

If you experience a problem verifying the trust, test connectivity and name resolution
between the domain controllers. On Computerl, open a command prompt and issue
the command ping computer2.cohovineyard.com. If the ping fails, verify that
Computer]l has the IP address of Computer2 configured as a secondary DNS server.
Next, on Computer2, ping computerl.cohowinery.com. If the ping fails, verify that
Computer2 has the IP address of Computerl configured as a secondary DNS server.

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.

1. In which of the following situations should you use trusts? (Choose all that apply.)

a. To enable access to an external Web site by customers from dozens of differ-
ent companies.

b. To enable access to shared folders by employees of a recently acquired com-
pany who have accounts in a different domain.

c. To enable all employees within an enterprise that uses multiple domains to
print to a printer.

d. To enable employees of a consulting firm to send e-mail messages to internal
employees with whom they are working closely.
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2. In which of the following scenarios should you raise the domain functional level
to Windows Server 2003? (Choose all that apply.)

a. An environment with domain controllers running Windows NT, Windows
2000, and Windows Server 2003 that has only client computers that run Win-
dows XP.

b. An environment with domain controllers running Windows 2000 and Win-
dows Server 2003 that has only client computers that run Windows NT and
Windows 98.

c. An environment with only domain controllers that run Windows Server 2003
and with only client computers that run Windows 98 and Windows XP.

d. An environment with only domain controllers that run Windows Server 2003
and with only client computers that run Windows XP and Windows Server
2003.

3. Which type of trust should you create to enable users from a UNIX-based Ker-
beros realm to access resources in a Windows Server 2003 domain?

Parent/child trust

g o®

Tree/root trust

External

&0

Realm

e. Forest

=™

Shortcut

4. Which type of trust is automatically created when a new domain joins an existing
forest?

Parent/child trust

g o»

Tree/root trust

External

&0

Realm

Forest

e

™

Shortcut
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5. Creating a two-way trust between DomainA and DomainB will have which of the
following effects? (Choose all that apply.)
a. Enable all users in DomainA to access all shared folders in DomainB.

b. Enable members of the Domain Admins group in DomainA to access all
shared folders in DomainB.

c. Enable administrators of DomainA to grant access to shared folders to users in
DomainB.

d. Enable administrators of DomainA to view a list of users and groups in
DomainB.

Lesson Summary

m [ATtrust is a relationship that is established between domains that enables security
principals from one domain to be authenticated by domain controllers in another
domain.

m [ Use Active Directory Domains And Trusts to create trust relationships between for-
ests or between domains in the same forest.

m Wihen all domain controllers within a domain are running Windows Server 2003,
raise the domain functional level to Windows Server 2003.

m The following are valid types of trusts:
[Parent/child
['ree/root
[—External
[Realm
[—Forest
—bhortcut
m The following are valid authentication protocols that can be used between trusts:
CINTLM
—Kerberos

m [You can use SID filtering to prevent SID spoofing. SID filtering enables adminis-
trators to discard credentials that use SIDs that are likely candidates for spoofing.
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Case Scenario Exercise

Your chief security officer is concerned about recent news reports of a virus. After a
computer on an internal network is infected, the virus spreads by scanning all the IP
addresses on the subnet for open shares. It then attempts to propagate itself into those
shares using the Anonymous Logon credentials. You want to reduce your exposure to
this virus, as the requirements below outline.

Even though anonymous users are not members of the Everyone group in Windows
Server 2003, you have some applications that require anonymous access to shares on
a computer named Computer3. To allow them to access the shares, you have enabled
the Network Access: Let Everyone Permissions Apply To Anonymous Users option, as
shown in Figure 1.15.

Network access: Let Everyone permissions ﬂﬂ

Local Security Setting |

g. Metwork access: Let Everyone permissions apply to anonymous
al’ Users

* Enabled
" Digabled

Cancel | Apply |

Figure 1.15 Enabling earlier applications to connect anonymously to shares

1. What should you do to improve the security of Computer3 while retaining back-
ward compatibility? (Choose all that apply.)

a.

b.

Evaluate which shares require anonymous access, and configure those shares
as hidden by appending a $ to the share name.

Disable the Network Access: Let Everyone Permissions Apply To Anonymous
Users setting.

Enable the Network Access: Shares That Can Be Accessed Anonymously set-
ting for those shares required by the legacy application.

Enable the Network Access: Let Everyone Permissions Apply To Anonymous
Users setting for all computers in the domain.
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2. The presence of one of the following security principals in the ACL of a shared
folder indicates that anonymous users have access to the shared folder. Which
security principal would indicate this?

a. Everyone
b. Anonymous
¢. Anonymous Logon

d. Unauthenticated Users

Troubleshooting Lab

In this lab, you troubleshoot a problem related to authentication. To complete this lab,
you must have completed Exercise 1 in Lesson 2 of this chapter.
1. On Computer2, start Windows 98.

2. Log on to Windows 98 by providing the user name Administrator and the Admin-
istrator password assigned to Computerl.

3. Click Start, click programs, and then click Windows Explorer.

4. On the Tools menu, click Map Network Drive.

5. In the Path field, type \\computer1\c$, and then click OK.
You will be prompted for a password. Typing the correct password will not enable you
to connect to the shared folder, however. In fact, Windows 98 has already attempted to
authenticate using the credentials you used to log on to Windows 98. Computerl does

not accept the LM authentication protocol, and Windows 98 interprets the rejection as
the user providing invalid credentials.

1. Since you provided the correct user name and password, why was Windows 98
unable to connect to the shared folder?

2. How could you resolve the problem without reducing authentication security?
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3.

How could you resolve the problem without upgrading the client computer?

Chapter Summary

Authentication is the process of proving your identity. In Windows networks,
users frequently authenticate themselves using a user name and password pair.
How the user name and password are communicated across the network has
changed with different versions of Windows.

Earlier versions of Windows use LM authentication, which is still supported by
Windows Server 2003 for backward compatibility but carries with it potential secu-
rity vulnerabilities. LM authentication should be disabled whenever compatibility
with Windows 95 or Windows 98 is not required.

If LM authentication cannot be disabled, the storage of the LMHash can be
avoided for specific user accounts by using passwords that have more than 14
characters or passwords that contain special ALT characters.

Newer versions of Windows use NTLMv1, NTLMv2, or Kerberos authentication.
The Kerberos protocol is designed to be more secure and scalable than NTLM
authentication.

Local passwords are stored and maintained by the Local Security Authority (LSA).
The LSA is responsible for managing local security policies, authenticating users,
creating access tokens, and controlling audit policies.

The Windows Server 2003 Resource Kit includes the Kerbtray.exe, Klist.exe, and
CmdKey.exe tools for troubleshooting Kerberos authentication problems.

Use security policy settings to configure authentication requirements.

Implement a strong password policy in your organization to reduce the likelihood
that your users’ credentials will be compromised.

Although you can enforce complex passwords by using security policy in Win-
dows Server 2003 Active Directory, employee education is the only way to keep
users from writing down passwords or using discoverable personal information in
passwords.

An account lockout policy prevents malicious attackers from logging on by con-
tinually guessing passwords; however, it enables malicious attackers to perform
denial-of-service attacks that deny valid users from successful authentication.
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m  Kerberos ticket lifetimes must be short enough to prevent attackers from cracking
the cryptography that protects the ticket’s stored credentials but long enough to
minimize the number of tickets that clients request.

m Use delegated authentication and constrained delegation as strategies for imple-
menting supplemental authentication where required.

m  Any application that has the Certified for Windows Server 2003 logo has been
tested to ensure that it will function in environments that require multifactor
authentication.

m Web users have special authentication considerations. Specifically, you must
choose whether anonymous access will be allowed, and which account will be
used to access resources on behalf of anonymous users. If anonymous access is
not allowed, you will be using delegated authentication.

m  Web users have four choices for Web authentication methods: Basic Authentica-
tion, Digest Authentication For Windows Domain Servers, Integrated Windows
Authentication, and .NET Passport Authentication.

m Use delegated authentication, and the more granular constrained delegation,
when front-end servers must access back-end services on behalf of authenticated
users.

m A trust is a relationship that is established between domains that enables security
principals from one domain to be authenticated by domain controllers in another
domain.

m  Use Active Directory Domains And Trusts to create trust relationships between for-
ests or between domains in the same forest.

m  When all domain controllers within a domain are running Windows Server 2003,
raise the domain functional level to Windows Server 2003.

m The following are valid types of trusts:
[Parent/child
[ree/root
[—External
[Realm
[—Forest
—Bhortcut
m The following are valid authentication protocols that can be used between trusts:
[ INTLM
[Kerberos
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m  You can use SID filtering to prevent SID spoofing. SID filtering enables adminis-
trators to discard credentials that use SIDs that are likely candidates for spoofing.

Exam Highlights

Before taking the exam, review the key topics and terms that are presented in this
chapter. You need to know this information.

Key Topics

m  Understand the authentication protocols supported by Windows Server 2003, the
differences between the protocols, and how the authentication process works
with each protocol.

m Be familiar with every security policy setting related to controlling authentication.

m  Understand the differences between Web authentication protocols, and know the
advantages and disadvantages of each.

m  Know the user account created by default for IIS anonymous access.

m  Understand the types of trusts supported by Windows Server 2003, how to config-
ure these trusts, and in what situations each trust type should be used.

Key Terms

Authentication Authentication is the process of verifying the identity of something
or someone. Authentication usually involves a user name and a password, but can
include any method of demonstrating identity, such as a smart card, a retinal scan,
voice recognition, or a fingerprint.

Authorization Authorization is the process of determining whether an identified
user or process is permitted access to a resource and determining the appropriate
level of access for the user. The owner of a resource, or someone who has been
granted permission, determines whether a user is a part of a predetermined group
or has a certain level of security clearance. By setting the permissions on a
resource, the owner controls which users and groups on the network can access
the resource.

Kerberos As the default authentication protocol for Windows 2000 and Windows XP
Professional, the Kerberos protocol is designed to be more secure and scalable
across large, diverse networks.

NTLM protocol This service uses a challenge-response mechanism to authenticate
users and computers running Windows Me and earlier or computers running Win-
dows 2000 and later that are not part of a domain.

Trusts Trusts are the mechanisms that ensure that users who are authenticated in
their own domains can access resources in any trusted domain.
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Questions and Answers

Lesson 1 Review

Page 1. Is showing your identification to prove that you are of age to purchase a product
116 an example of authentication or authorization?

Authorization. In this example, your identity is not being validated—only whether you are old
enough to be authorized to complete the purchase.

2. Is showing your identification to a cashier to verify that the credit card you are
using belongs to you an example of authentication or authorization?

Authentication. In this example, the cashier needs to validate that you are who you claim to
be—and your identification is sufficient proof of that.

3. Which of the following passwords will not be stored in an LMHash?
a. tyia
b. imsitrjsSitr
c. passwordpassword
d. 1%@3tty7&

c. While this is not a strong password, it is longer than 14 characters and therefore cannot be
stored in an LMHash.

Lesson 2 Review
Page 1. Which of the following passwords is an example of a strong password?
0 a. tyia
b. imsitrjs5itr
c. passwordpassword
d. 1%@3tty7&

d. This is a strong password because it does not contain all or part of the user’s account name,
it is at least six characters in length, and it contains lowercase characters, base 10 digits, and
non-alphabetic characters.

2. Which of the following are valid reasons to enable LM authentication? (Choose all
that apply.)

a. Users will access network resources using computers running Windows 95.
b. Users will access network resources using computers running Windows 98.

c. Users will access network resources using computers running Windows NT.
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d. Users will access network resources using computers running Windows Me.
e. Users will access network resources using computers running Windows 2000.
f. Users will access network resources using computers running Windows XP.

a, b. Computers running Windows 95 and Windows 98 require LM authentication to connect to
network resources.

3. Enabling account lockout accomplishes which of the following goals?
a. Makes it impossible to steal a user’s password.

b. Reduces the likelihood that a malicious attacker will use brute force tech-
niques to discover a user’s password.

c. Eliminates the need for strong passwords.
d. Reduces Help desk costs.

b. Account lockout makes it more difficult for a malicious attacker to guess a user’s password.

Lesson 3 Review

Page 1. Which of the following authentication methods should be chosen for a Web site
1-39 on a public Internet with minimal security requirements, where administrators
have no control over which browser a client uses?

a. Basic Authentication

b. Digest Authentication For Windows Domain Servers
c. Integrated Windows Authentication

d. .NET Passport Authentication

a. Basic Authentication is the oldest method for authenticating Web users and is supported by
the widest range of clients. However, it does not encrypt the user’s password before transmit-
ting it.

2. Which of the following authentication methods should be chosen for a high-secu-
rity, internal Web site in an Active Directory environment where single sign-on is
a requirement?

a. Basic Authentication

b. Digest Authentication For Windows Domain Servers
c. Integrated Windows Authentication

d. NET Passport Authentication

c. Integrated Windows Authentication provides single sign-on with the highest security possible.
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3. Which of the following scenarios requires delegated authentication?
a. A public Web site from which all content should be anonymously accessed.
b. An internal Web site from which all content should be anonymously accessed.

c. An internal Web site containing simple Hypertext Markup Language (HTML)
documents that only managers should be able to access.

d. An internal Web site that accesses a back-end server containing data that only
specific users should be able to access.

d. Delegated authentication is only necessary when the Web server must use the user’s cre-
dentials to access back-end information.

Lesson 4 Review

Page 1. In which of the following situations should you use trusts? (Choose all that apply.)
153
a. To enable access to an external Web site by customers from dozens of differ-

ent companies.

b. To enable access to shared folders by employees of a recently acquired com-
pany who have accounts in a different domain.

c. To enable all employees within an enterprise that uses multiple domains to
print to a printer.

d. To enable employees of a consulting firm to send e-mail messages to internal
employees with whom they are working closely.

c. Trusts should only be used to enable authentication between internal domains. Trusts should
generally not be created between organizations that are not part of the same entity.

2. In which of the following scenarios should you raise the domain functional level
to Windows Server 2003? (Choose all that apply.)

a. An environment with domain controllers running Windows NT, Windows
2000, and Windows Server 2003 that has only client computers that run Win-
dows XP.

b. An environment with domain controllers running Windows 2000 and Win-
dows Server 2003 that has only client computers that run Windows NT and
Windows 98.

c. An environment with only domain controllers that run Windows Server 2003
and with only client computers that run Windows 98 and Windows XP.

d. An environment with only domain controllers that run Windows Server 2003
and with only client computers that run Windows XP and Windows Server 2003.

¢, d. You should raise the domain functional level for domains that consist entirely of comput-
ers running Windows Server 2003.
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3. Which type of trust should you create to enable users from a UNIX-based Ker-
beros realm to access resources in a Windows Server 2003 domain?
a. Parent/child trust
b. Tree/root trust
c. External
d. Realm
e. Forest
f. Shortcut

d. Realm trusts are used only for connecting non-Windows Kerberos realms to Windows
domains.

4. Which type of trust is automatically created when a new domain joins an existing
forest?

a. Parent/child trust
b. Tree/root trust
c. External
d. Realm
e. Forest
f. Shortcut
a. The parent/child trust is created automatically when a new domain is added to a forest.

5. Creating a two-way trust between DomainA and DomainB will have which of the
following effects? (Choose all that apply.)

a. Enable all users in DomainA to access all shared folders in DomainB.

b. Enable members of the Domain Admins group in DomainA to access all
shared folders in DomainB.

c. Enable administrators of DomainA to grant access to shared folders to users in
DomainB.

d. Enable administrators of DomainA to view a list of users and groups in
DomainB.
¢, d. Trusts enable authentication between domains but do not authorize users to access

resources. However, to enable administrators to authorize users of the remote domain to
access network resources, administrators can retrieve a list of users from the trusted domain.
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Design Activity: Case Scenario Exercise

Page 1. What should you do to improve the security of Computer3 while retaining back-
1-56 ward compatibility? (Choose all that apply.)

a. Evaluate which shares require anonymous access, and configure those shares
as hidden by appending a $ to the share name.

b. Disable the Network Access: Let Everyone Permissions Apply To Anonymous
Users setting.

c. Enable the Network Access: Shares That Can Be Accessed Anonymously set-
ting for those shares required by the legacy application.

d. Enable the Network Access: Let Everyone Permissions Apply To Anonymous
Users setting for all computers in the domain.

a, b, c. Option d is not correct, because that option would enable anonymous access to shares
throughout the domain, which would allow the virus to infect every system with a shared folder.
Options a, b, and c collectively ensure that only those shares required by the legacy application
allow anonymous access, and that those shares are hidden.

2. The presence of one of the following security principals in the ACL of a shared
folder indicates that anonymous users have access to the shared folder. Which
security principal would indicate this?

a. Everyone

b. Anonymous

¢. Anonymous Logon

d. Unauthenticated Users

c. Unauthenticated users can be granted access to resources by assigning rights using the
Anonymous Logon security principal.

Design Activity: Troubleshooting Lab

Page 1. Since you provided the correct user name and password, why was Windows 98
157 unable to connect to the shared folder?

Earlier in this chapter, we configured Computerl to refuse LM authentication. Windows 98 is
only capable of using LM authentication.

2. How could you resolve the problem without reducing authentication security?

Upgrading the computer running Windows 98 to a newer operating system that supports NTLM
or Kerberos authentication, such as Windows XR would resolve the problem.

3. How could you resolve the problem without upgrading the client computer?

Setting the Network Security: LAN Manager Authentication Level security policy setting to any-
thing other than Send NTLMv2 Response Only\Refuse LM or Send NTLMv2 Response
Only\Refuse LM & NTLM would allow the Windows 98 computer to authenticate using LM.






2 Planning and Configuring an
Authorization Strategy

Exam Objectives in this Chapter:
m Plan group structure
[Decide which types of groups to use
[Plan security group scope
[Plan nested group structure

m  Plan and configure authorization

[Configure access control lists (ACLs)

[—Plan and troubleshoot the assignment of user rights

Why This Chapter Matters

In Chapter 1, you learned the importance of authentication: validating a user’s
identity. In this chapter, you will learn about authorization. Authorization is the
process of determining whether a user, after they have been validated, really
should have access to do what they’'ve requested. It’s authorization that distin-
guishes between guests, regular users, and administrators.

While Microsoft Windows Server 2003 makes it simple to assign rights to individ-
ual users, such an authorization strategy would become impossible to manage in
a large enterprise. You must learn to use groups to simplify access management.
Windows Server 2003 provides a flexible, but not obvious, group structure that
must be studied to be used effectively.

One of the challenges of managing authorization is limiting users to the rights
they need to complete their assignments, without granting them excessive privi-
leges. The more tightly you control authorization to network resources, the more
time you will spend troubleshooting user rights. For example, it is common for
users to be denied access to a network resource they really should be able to use.
As the administrator, you must be able to identify the cause of their access denial
and determine the best way to resolve the problem.
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This chapter introduces you to authorization as a concept. You will learn how
Windows Server 2003 implements access control and how to effectively manage
assigning rights to users and groups. When you have completed the chapter, you
will know exactly how to isolate and resolve problems relating to overly restric-
tive privileges.

Lessons in this Chapter:

Lesson 1: Understanding Authorization. . .. ........... ... ... ......... 2-3
Lesson 2: Managing Groups in Windows Server 2003 . ... .............. 2-19
Lesson 3: Planning, Implementing, and Maintaining an

Authorization Strategy . . . . . . vt 2-38
Lesson 4: Troubleshooting Authorization Problems. . .. ................ 2-47

Before You Begin

This chapter presents the skills and concepts that are required to configure security
templates, deploy them across your network, and troubleshoot problems related to
Group Policy. If you fulfilled the requirements for previous chapters, then you already
have the necessary hardware and software configured. You can use the computers in
the state they were in after completing the previous chapter, or your can install the soft-
ware from scratch. To do the practices, examples, and lab exercises in this chapter, you
must have:

A private non-routed network.

One computer. On the computer, perform a Windows Server 2003 installation with
default settings, and assign the computer name Computerl. Add the domain con-
troller role to Computerl, using the default settings, and assign the domain name
cohowinery.com. The computer should be configured to use itself as its own pri-
mary Domain Name System (DNS) server.
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Lesson 1: Understanding Authorization

Authorization is the process of determining whether an authenticated user is allowed
to perform a requested action. Each time you open a file, Windows Server 2003 verifies
that you are authorized to open that file. Each time you print, Windows Server 2003
verifies that you have Print permissions to that printer. In fact, Windows Server 2003
verifies your authorization to access just about every object you can imagine: files and
folders, shared folders, printers, services, Active Directory directory service objects,
Terminal Services connections, Windows Management Interface objects, and registry
keys and values.

Understanding how authorization works for each of these different types of objects is
complicated, because each type requires unique permissions. For example, you need
to control whether users can read files or write to files, but for services, your concern
is whether a given user can start or stop the service. Fortunately, Windows Server 2003
simplifies authorization management by using a standard model for all types of objects.
This model uses access control lists, inherited permissions, and both standard and spe-
cial permissions. Even the user interface for specifying permissions for each object type
is similar.

After this lesson, you will be able to
m Describe the significance of access control lists and access control entries.
m Assign permissions to a variety of objects.

m Calculate a user’s effective permissions, given enough information about the user’s
group memberships and relevant access control entries.

m Use inherited permissions to minimize the number of permissions you need to manually
assign.

m Describe the relationship between standard and special permissions.
Estimated lesson time: 45 minutes

Access Control Lists

Windows Server 2003, like all recent members of the Microsoft Windows family, keeps
track of the privileges users have to resources by using a discretionary access control
list (DACL). DACLs, or simply ACLs, identify the users and groups that are assigned or
denied access permissions on an object. If an ACL does not explicitly identify a user, or
any groups that a user is a member of, the user will be denied access to that object. By
default, an ACL is controlled by the owner of an object or the person who created the
object, and it contains access control entries (ACEs) that determine user access to the
object. An access control entry (ACEs) is an entry in an object’s ACL that grants permis-
sions to a user or group.
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Though a description of ACLs and ACEs is complex, they are very easy to manage. Fig-
ure 2.1 shows the Windows Server 2003 graphical user interface dialog box for manag-
ing permissions to a folder named Secret. The GG Boston Research security group is
highlighted so that the dialog box displays the permissions assigned to that group:
Read & Execute, List Folder Contents, and Read. Collectively, these permissions allow
members of the GG Boston Research security group to read the contents of the folder.

Note All of the users and groups listed in the dialog box have an ACE defined for the folder,
but that doesn’t necessarily mean they have any access to the folder. If the Deny permission
is assigned, that user or group will not be able to access the object—even if they have also
been granted access through another group membership.

secret Properties 2=l
Generall Sharing  Security |W’eb Sharingl Eustomizel

Group or user names:

!ﬁ Adminigtrators [COHOWINERY \Adminiztrators) o
€7 CREATOR DWNER
€7 GG EBo
| _>l_I
Add... | Bemove |
Permizzions for GG Boston
Fesearch Allowy Deny
Full Contral O O =
Modify O O
Fead & Execute O
List Folder Contents O
Fead O
write O O LI

For special permissions or for advanced settings, Advanced |
click Advanced. —

QK I Cancel | Apply |

Figure 2.1 Windows Server 2003 represents ACLs by listing the permissions assigned to users
and groups

Effective Permissions

Calculating a user’s effective permissions requires more than simply looking up that
user’s name in the ACL. ACEs can assign rights directly to the user, or they can assign
rights to a security group or a special group. Additionally, users can be members of
multiple groups, and groups can be nested within each other. Therefore, a single user
can have several different ACEs in a single ACL. To understand what a user’s effective
permissions will be, you must understand how permissions are calculated when mul-
tiple ACEs apply to the user.
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Permissions that are granted to a user, or the groups to which the user belongs, are
cumulative. If Mary is a member of both the Accounting group and the Managers
group, and the ACL for a file grants Mary’s user account Read privileges, the Account-
ing group Modify privileges, and the Managers group Full Control privileges, Mary will
have Full Control privileges. There’s a catch, though. ACEs that deny access always
override ACEs that grant access. Therefore, if the Accounting group is explicitly denied
access to the file, Mary will not be able to open the file. Even though Mary is a member
of the Managers group, and the Managers group has Full Control privileges, the Deny
ACE means that all members of the Managers group will be denied access to the file.

See Also Groups are described in more detail later in this chapter.

If no ACEs in an ACL apply to a user, that user will be denied access to the object. In
other words, not explicitly having privileges to an object is exactly the same as being
explicitly denied access.

Tip By default, the Everyone special group is assigned permissions to most objects on the
system. Users automatically become members of the Everyone group when they authenti-
cate. This process will be described in more detail later in this chapter.

Inheriting Permissions

When you assign permissions directly to an object, you create an explicit permission.
Assigning explicit permissions to every individual folder, file, registry value, and Active
Directory object would be a ponderous task. In fact, managing the massive number of
ACLs that would be required would significantly impact the performance of Windows
Server 2003.

To make managing permissions more efficient, Windows Server 2003 includes the con-
cept of inheritance. When Windows Server 2003 is initially installed, most objects only
have inberited permissions. Inherited permissions propagate to an object from its parent
object. For example, the file system uses inherited permissions. Therefore, each new
folder you create in the root C:\ folder will inherit the exact permissions assigned to the
C:\ folder. Similarly, each subkey you create in the HKEY_LOCAL_MACHINE\SOFT-
WARE\ key will inherit the exact permissions assigned to the parent key.

Security Alert Explicit Allow permissions always override inherited Deny permissions.

After you set permissions on a parent object, new child objects automatically inherit
these permissions. You can override this default behavior, however. Using the file sys-
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tem as an example, if you do not want child folders to inherit permissions, click the
Advanced button on the Security tab of the folder’s properties dialog box and use the
Advanced Security Settings dialog box to add permissions. Then select This Folder
Only in the Apply Onto list when you specify permissions for the parent folder, as
shown in Figure 2.2. To specify permissions that do not apply to the parent folder, but
exist only to be inherited, select Subfolders And Files Only, Subfolders Only, or Files
Only. Other objects, such as the registry, provide similar functionality.

Tip If the Apply Onto list is dimmed, the permission was inherited from the parent. You can
only change inheritance for explicit permissions.

Permission Entry for Parent Folder x|

Obieet |

Name:  |counting [COHOWINERY Accaunting] Change. .

Apply gnto: [ This folder, subfolders and files =

Bermissions: [ This folder, sublolders and files
This folder and subfoldsrs
Full Cont i folder and fles
Traverse | Subfolders and files only
List Folde{ Subfelders orly
Fead At o o
Read Extended &ttibutes [m}
Create Files / Wite Data [m]
Create Folders / Append Data [m]
“Wite Attributes [m}
“white Extended Attributes [m}
Delete Subfolders and Files [m]
Delete [m]
Read Permissions [m]
. = a =l
[~ ol these permissions 10 abjects and/or Clear Al
cortainers within this container only
Carce

Figure 2.2 Permissions are inherited by default, but this behavior can be manually overridden

You can also control inheritance from the child objects. If you do not want a child
object to inherit the parent’s permissions, open the Advanced Security Settings dialog
box and clear the Allow Inheritable Permissions From The Parent To Propagate To This
Object And All Child Objects check box. You will be prompted to copy the inherited
permissions to explicit permissions, or to simply discard the inherited permissions. If
you choose not to copy the permissions, you will need to immediately assign explicit
permissions so that users can access the object.

If you do disable inheritance on a child object and later want to re-enable inheritance,
you can do so from the Advanced Security Settings dialog box of the parent folder.
Simply select the Replace Permission Entries On All Child Objects check box, and Win-
dows Server 2003 will remove all explicit permissions on all child objects and replace
them with inherited permissions. This is an excellent way to recover files, folders, or
registry values that users have made inaccessible by removing inherited permissions.
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Standard and Special Permissions

@)

Access control lists for the file system, registry, printers, services, and Active Directory
can all be configured using both standard and special permissions. Special permissions
are very granular and enable minute control over a user’s access to an object. Standard
permissions exist to make special permissions easier to manage. When you select a
standard permission, Windows Server 2003 selects a set of special permissions that
have been assigned to that standard permission.

Exam Tip Neither standard nor special permissions map directly to access control entries.
However, for the sake of the exam, it’s sufficient to understand that standard permissions are
used to simplify management of special permissions.

The permissions available when you view the Security tab of a file or folder’s proper-
ties dialog box are standard permissions. These include the Full Control, Modify, Read
& Execute, Read, and Write standard permissions. If you grant Read & Execute stan-
dard permission, Windows Server 2003 automatically grants the List Folder/Read Data,
Read Attributes, Read Extended Attributes, and Read Permissions special permissions.
Similarly, if you deny the Read & Execute standard permission, the same special per-
missions are denied. You could choose to select those special permissions manually,
but selecting the standard permission is more efficient.

File and folder permissions

As you learned in Chapter 1, file and folder permissions enable users to restrict access
to content stored on NTFS volumes. You can grant access to open, edit, or delete files
and folders. Files and folders also have the concept of ownership. The user who creates
a file or folder is the owner of that object and by default has the ability to specify the
level of access that other users have.

The following are the standard permissions that can be applied to files and folders:

m Full Control. Users can perform any action on the file or folder, including creating
and deleting files and folders, and modifying permissions.

m  Modify. Users can read, edit, and delete files and folders.
m Read & Execute. Users can view files and execute applications.
m List Folder Contents. Users can browse a folder.

m Read. Users can view a file or the contents of a folder. If an executable file has
Read but not Read & Execute permission, the user will not be able to start the
executable.
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m  Write. Users can create files in a directory, but not necessarily read them. This per-
mission is useful for creating a folder in which multiple users can deliver files,
without allowing the users to access each other’s files or even see what other files
exist.

m Special Permissions. There are more than a dozen special permissions that can be
assigned to a user or group. This permission shows as selected if the set of
selected special permissions does not match a standard permission.

When any of these standard permissions are selected, Windows Server 2003 automati-
cally selects one or more of the following special permissions:

@ \ Exam Tip You do not need to memorize special permissions for the exam. However, it is
important to understand the relationship between standard permissions and special

permissions.

m Traverse Folder/Execute File. Traverse Folder, which applies only to folders,
allows moving through folders to reach other files or folders, even if the user has
no permissions for the traversed folders. Traverse Folder takes effect only when
the group or user is not granted the Bypass traverse checking user right, which
Everyone has by default. Execute File, which applies only to files, allows running
program files. Setting the Traverse Folder permission on a folder does not auto-
matically set the Execute File permission on all files within that folder.

Q \ Tip Some special permissions, such as Traverse Folder/Execute File and List Folder/Read
Data, have a different effect depending on the object type to which the permission is applied.

m List Folder/Read Data. List Folder, which applies only to folders, allows viewing
file names and subfolder names within the folder. Read Data, which applies only
to files, allows viewing the contents of a file.

m Read Attributes. Allows viewing the attributes of a file or folder, such as read-only
and hidden.

m Read Extended Attributes. Allows viewing the extended attributes of a file or
folder. Extended attributes are defined by programs and may vary by program.

m Create Files/Write Data. Create Files, which applies only to folders, allows creating
files within the folder. Write Data, which applies only to files, allows or denies
making changes to the file and overwriting existing content.

m Create Folders/Append Data. Create Folders, which applies only to folders, allows
or denies creating folders within the folder. Append Data, which applies only to
files, allows or denies making changes to the end of the file but not changing,
deleting, or overwriting existing data.
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m  Write Attributes. Allows changing the attributes of a file or folder, such as read-
only or hidden.

m Write Extended Attributes. Allows changing the extended attributes of a file or
folder.

m Delete Subfolders and Files. Allows deleting subfolders and files, even if the
Delete permission has not been granted on the subfolder or file.

m Delete. Allows deleting the file or folder. If you don’t have Delete permission on
a file or folder, you can still delete it if you have been granted Delete Subfolders
and Files on the parent folder.

m Read Permissions. Allows reading permissions of the file or folder, such as Full
Control, Read, and Write.

m  Change Permissions. Allows changing permissions of the file or folder, such as
Full Control, Read, and Write.

m  Take Ownership. Allows taking ownership of the file or folder. The owner of a file
or folder can always change permissions on it, regardless of any existing permis-
sions that protect the file or folder.

When you are editing file and folder permissions and you specify the Full Control stan-
dard permission, every possible special permission is added to the ACE for the user or
group. When you specify the Modify standard permission, every special permission is
assigned except the Change Permissions and Take Ownership special permissions.
Selecting the Read & Execute standard permission adds ACEs for Traverse Folder/Exe-
cute File, List Folder/Read Data, Read Attributes, Read Extended Attributes, and Read
Permissions special permissions. The standard Read permission is identical to Read &
Execute, except that it lacks the Traverse Folder/Execute File special permission. Finally,
the friendly Write standard permission grants Create Files/Write Data, Create Folders/
Append Data, Write Attributes, and Write Extended Attributes special permissions.

Security Alert In the real world, you rarely have to deal with special permissions. In fact,
you should avoid it whenever possible because it's more difficult to manage special permis-
sions than standard permissions. Standard permissions are granular enough to meet all but
the tightest security requirements.

To set, view, change, or remove special permissions for files and folders:

1. Open Windows Explorer, and then locate the file or folder for which you want to
set special permissions.

2. Right-click the file or folder, click Properties, and then click the Security tab.
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3. Click Advanced, and then do one of the following:

[Ilo set special permissions for a new group or user, click Add. In the Name
box, type the name of the user or group using the format domain-
name\name. When you are finished, click OK to automatically open the Per-
mission Entry dialog box.

[Ilo view or change special permissions for an existing group or user, click the
name of the group or user and then click View/Edit.

o remove a group or user and its special permissions, click the name of the
group or user and then click Remove. If the Remove button is unavailable,
clear the Allow Inheritable Permissions check box. The file or folder will no
longer inherit permissions. Skip steps 4, 5, and 6.

4. In the Permission Entry dialog box, click where you want the permissions applied
in Apply Onto, if necessary. Apply Onto is available only for folders.

5. In Permissions, click Allow or Deny for each permission.

6. If you want to prevent subfolders and files within the tree from inheriting these
permissions, select the Apply These Permissions check box.

This book does not describe individual special permissions for other types of objects,
nor how to edit them. However, the user interface for editing special permissions for
other objects is similar to that for files and folders.

Active Directory permissions

If you are familiar with other user databases, you will probably be surprised to learn
that every object within Active Directory can have unique permissions assigned. Just as
each folder and file in a file system has its own permissions, each organizational unit
(OU) and user in Active Directory has permissions. This isn’t the case with the local
user database present in Windows Server 2003 member computers. However, Active
Directory is much more than a simple user database, and configuring object permis-
sions is important not only for security reasons, but to ease management of Active
Directory.

The most common permissions-related task is to delegate administrative control over
portions of Active Directory. This reduces the workload placed on a single administra-
tor because other members of the support team can manage portions of Active Direc-
tory without handing them the keys to the corporate network. The most efficient way
to assign permissions to objects in Active Directory is to open the Active Directory
Users And Computers console, right-click the object, and then click Delegate Control.
You can also assign permissions to objects by using ADSI Edit. To use ADSI Edit, open
a blank Microsoft Management Console (MMC) console and add the ADSI Edit snap-in.
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Following are the standard permissions that can be applied to Active Directory objects:

m Full Control. Users can perform any action on the Active Directory object, includ-
ing creating and deleting new child objects and modifying permissions.

m Read. Users can view all object properties, the object permissions, and the object’s
contents (if any).

m  Write. Users can edit object properties.

m Create All Child Objects. If the object is a container, such as an organizational unit,
users can create any type of child object in the container. You can use special per-
missions to limit the types of objects that a user can create. For example, special
permissions can be used to allow a user to create users, but not groups or com-
puters.

m Delete All Child Objects. If the object is a container, such as an organizational unit,
users can delete any type of child object in the container. You can use special per-
missions to limit the types of objects that a user can delete. For example, special
permissions can be used to allow a user to delete users, but not groups or com-
puters.

m Special Permissions. There are more than twenty special permissions that can be
assigned to a user or group. This permission shows as selected if the set of
selected special permissions does not match a standard permission.

As with other types of objects, selecting standard permissions selects one or more spe-
cial permissions. The special permissions that can be assigned to Active Directory
objects are quite complex, however. While many environments require very granular
control over Active Directory permissions, the details of each special permission are
not likely to be covered in this exam.

It's important to understand access control on Active Directory objects. However, you
should avoid changing the permissions whenever it is not absolutely required by your
applications or your environment’s security requirements. If you do need to modify the
permissions, do so carefully. A user who intentionally or accidentally changes Active
Directory objects, or the permissions assigned to those objects, can quickly affect many
users and applications on the network.

Specifying too many explicit permissions on Active Directory objects can cause perfor-
mance problems, particularly in environments with multiple domain controllers. Active
Directory objects, and the ACEs associated with the assigned permissions, must be rep-
licated between domain controllers. Therefore, the more permissions you assign, the
longer replication will take, and the more significant impact replication will have on
your network.
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Registry permissions

The registry stores the bulk of configuration information for both the operating system
and applications. Being able to control registry permissions is important. In some
cases, you should restrict permissions to prevent users from modifying registry keys
that could present a security vulnerability or cause other problems on their computers.
In other cases, you may want to grant users additional permissions to parts of the reg-
istry to allow them to run applications that they could not otherwise run. You can
assign permissions to the values and keys in the registry by using the registry editor. To
edit permissions within the registry editor, right-click the registry key, and then select
Permissions.

Following are the standard permissions that can be applied to registry keys and values:

m Full Control. Users can perform any action on the registry key or value, including
creating and deleting new values and subkeys.

m Read. Users can view values and subkeys, but cannot create, delete, or edit them.

m Special Permissions. There are more than ten special permissions that can be
assigned to a user or group. This permission shows as selected if the set of
selected special permissions does not match a standard permission.

Service permissions

Service permissions are among the least frequently used permissions, but they can be
useful in some environments. If your organization has separate groups that manage
various services on a computer, you can grant the members of those groups the ability
to control only the permissions that they manage. For example, you could grant the
team responsible for managing your Web site access to restart the World Wide Web
Publishing Service without allowing them to stop the Terminal Services service.

You might expect to modify service permissions by using the Services console. There’s
no user interface for modifying permissions in the Services console, however, so you
have to use the System Services node in a security template. Security templates are dis-
cussed in more detail in Chapter 3, “Deploying and Troubleshooting Security Templates.”

Following are the standard permissions that can be applied to services:

m Full Control. Users can perform any action on the service, including starting and
stopping the service, modifying the service’s permissions, and specifying whether
a service starts automatically.

m Read. Users can view the status, permissions, and dependencies of a service.

m Start, Stop, And Pause. As you would expect, users can start, stop, and pause the
service.
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m  Write. Users cannot directly start or stop a service; however, they can specify
whether the service is disabled, set to start manually, or starts automatically when
the server reboots.

m  Delete. Users can delete the service.

m Special Permissions. There are more than ten special permissions that can be
assigned to a user or group. This permission shows as selected if the set of
selected special permissions does not match a standard permission.

Printer permissions

Controlling access to printers is useful for specifying users who can manage the print-
ers and the print queue. You can assign permissions to printers by using Printers And
Faxes, viewing the printer’s properties, and clicking the Security tab. The following are
the standard permissions that can be applied to printers:

m Print. The user can connect to a printer and send documents to the printer. By
default, the Print permission is assigned to all members of the Everyone group.

m  Manage Printers. The user can perform the tasks associated with the Print permis-
sion and has complete administrative control of the printer. The user can pause
and restart the printer, change spooler settings, share a printer, adjust printer per-
missions, and change printer properties.

m Manage Documents. The user can pause, resume, restart, cancel, and rearrange
the order of documents submitted by all other users. The user cannot, however,
send documents to the printer or control the status of the printer. By default, the
Manage Documents permission is assigned to members of the Creator Owner spe-
cial group to allow users to manage their own print jobs. When a user is assigned
the Manage Documents permission, the user cannot access existing documents
currently waiting to print. The permission will only apply to documents sent to the
printer after the permission is assigned to the user.

m Special Permissions. There are only six special permissions for printers. Besides
the standard permissions, there are permissions for Read Permissions, Change Per-
missions, and Take Ownership.

By default, members of the Administrators and Power Users groups have full access to
printers, which means that the users are assigned the Print, Manage Documents, and
Manage Printers permissions.

Share permissions

Use Windows Explorer to specify permissions for shared folders. To do so, right-click
the shared folder, select Sharing And Security, and then click the Permissions button.
The following are the standard permissions that can be applied to shared folders:
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m Full Control. Users can read, write, and change permissions on files and folders
within the share if allowed to do so by file and folder permissions.

m Change. Users can read and write to files and folders within the share if allowed
to do so by file and folder permissions.

m  Read. Users can read files and folders within the share if allowed to do so by file
and folder permissions.

Share permissions are simpler than other types of permissions, and there is no need for
special share permissions. Share permissions are considered an additional layer of
security above and beyond file and folder permissions. In most cases, you should rely
on file and folder permissions to secure the file system, regardless of whether it will be
accessed locally or across a network. Share permissions are primarily used on servers
with FAT32 volumes, since FAT32 volumes lack the file system security of NTFS.

Practice: Denying Access Using Group Membership

In this practice, you will observe the method Windows Server 2003 uses to calculate
effective permissions.

P  Exercise: Use Windows Explorer to Deny a User Access to a File

In this exercise, you will use Windows Explorer to configure permissions on a file on
Computerl.

1. Log on to the cohowinery.com domain on Computerl using the Administrator
account.

2. Use the Active Directory Users And Computers console to create global security
groups named GG Boston Accounting and GG Boston Managers.

3. Use the Active Directory Users And Computers console to create a user account
with the user name mgibson. Mary’s full name is Mary Gibson. Assign the user
account a complex password, and make Mary a member of the Administrators

group.

Note We're making Mary a member of the Administrators group so that Mary can log on to
a domain controller interactively.

4. Start Windows Explorer by clicking Start, pointing to All Programs, pointing to
Accessories, and then clicking Windows Explorer.

5. Select the root of drive C, and then create a new folder named TK70-299. Double-
click the new folder.

6. On the File menu, click New, and then select Text Document to create a new file
in the C:\'TK70-299 folder. Name the file ACLTest.txt.
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Right-click the ACLTest.txt file, and then click Properties.
Click the Security tab, and then click the Add button.

The Select Users, Computers, Or Groups dialog box appears.

. Type Mary in the Enter The Object Names To Select field, and then click Check

Names.

Mary is replaced by the full user name, as shown in Figure 2.3.

Select Users, Computers, or Groups 2=l

Select thiz object type:

IUsers, Groups, or Built-in zecurity principals Object Types... |

FEram this location:

Icohowinery.com Locations... |

Enter the object names to select [examples):

Mary Gibzon [mgibzoniEicohowinery. com] LCheck Mames |

Advanced... | QK I Cancel |

4

Figure 2.3 The ACEs assigned to Mary’s account, and her group memberships, will determine
the effective permissions

Click OK.

At the ACLText.txt Properties dialog box, notice that Mary Gibson has only Read
and Read & Execute permissions.

Click the Add button, and then add the Accounting group.

Click the Accounting group, and then select the Modify check box in the Allow
column.

Click the Add button again, and then add the Managers group.

Click the Managers group, and then select the Full Control check box in the Allow
column.

Click OK to return to Windows Explorer.
Log off, and then log on to Computerl again using the user name mgibson.
Start Windows Explorer and navigate to the C:\'TK70-299\ folder.

In the right pane, double-click ACLTest.txt. The file should open in Notepad. Type
Mary can edit this file. Save and close the file.

Log off, and then log on to Computerl again using the Administrator account.
Start Windows Explorer. Right-click the ACLTest.txt file and click Properties.

Click the Security tab, and then click Accounting. Select the Full Control check box
in the Deny column, as shown in Figure 2.4.
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22.

23.
24.
25.
26.

27.

ALCTest.txt Properties 21x|

General Security | Summary |

Group or user names:

€72 Accounting [COHOWINER'wbecaunting)

€ Administrator (COHOWINERY bdministrator]
€5 Admiristrators [COHOWINERY\Administrators)
€22 Managers (COHOWINERY\Managers)

% Mary Gibson [mgibson@cohowinery. com)

€0 SYSTEM

Pemissions for Accaunting Allow Deny

Full Contral
Modiy

Flead & Execute
Fead

\wiite

Special Permissions

For special permissions or for advanced seftings.  pdyanced
click Advanced =

TR Canedd | spob |

oooooo
OEEEEE

Figure 2.4 Deny ACEs override all ACEs that grant permissions
Click OK.

You are warned that you are setting a deny permissions entry that will override
grant entries.

Click Yes to return to Windows Explorer.

Log off, and then log on again using the user name mgibson.
Launch Windows Explorer and navigate to the C:\TK70-299\ folder.
In the right pane, double-click ACLTest.txt.

Notepad will open, but the contents of the file will not be displayed. Instead, you
will see an Access Is Denied message.

Click OK, and log off from the computer.

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.

1.

Sam is a member of both the IT group and the Administrators group. Sam is
attempting to access a file with the following permissions:

[ Administrators: Grant Full Control
IT: Grant Modify
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What are Sam’s effective privileges to the file?

Full Control

g o®

Modify

Read & Execute

&0

Read
e. Write

™

None

2. Sam is a member of both the IT group and the Administrators group. Sam is
attempting to access a file with the following permissions:

[ Administrators: Grant Full Control
[IT: Deny Full Control
What are Sam’s effective privileges to the file?

Full Control

g o®

Modify
Read & Execute
Read

&0

e. Write

f. None

3. Which of the following is a standard permission for a file or folder?
a. Read Attributes
b. Delete
c. Read & Execute

d. Take Ownership
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Lesson Summary

Files and folders, shared folders, printers, services, Active Directory objects, Ter-
minal Services connections, Windows Management Interface objects, and registry
keys and values have similar, but not identical, authorization methods.

An access control list (ACL) defines who can access an object and what actions the
users can take with the object. An ACL consists of multiple access control entries
(ACEs). An ACE defines how a specific user or group is allowed to access an
object.

ACEs can either grant or deny access. If a user, through group membership, has
both Grant and Deny ACE:s for a single object, the Deny ACE always takes prece-
dence.

Explicit permissions are assigned directly to an object, while inherited permissions
propagate to an object from its parent object. Using inherited permissions greatly
simplifies managing permissions.

When editing permissions for most types of objects, Windows Server 2003 pre-
sents standard permissions. Standard permissions consist of one or more special
permissions and serve to simplify permission management. Standard permissions
are usually sufficient to provide the level of control you need over access to an
object. Special permissions should only be assigned when you have extremely
granular access control requirements.
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Lesson 2: Managing Groups in Windows Server 2003

Types

A group is a collection of user accounts. You can use groups to efficiently manage
access to domain resources, which helps simplify network maintenance and adminis-
tration. For example, if all employees in the research department should have access to
a file server, you could grant each individual the right to read the files. However, each
time an employee joined or left the research department, you would need to manually
add or remove the employee from the file share’s access control list. If you had hun-
dreds of such network resources, this would be impossible to manage. A better way to
organize this is to place all members of the research department into a group named
Research, and then assign privileges to the Research group. When employees change
departments, you only need to modify the Research group membership.

You can use groups separately, or you can place one group within another to further
reduce the amount of administration involved in managing groups. For example, if you
have created separate groups for the research departments on the East and West coasts,
you could place both groups into a national Research group. This simplifies adminis-
tration in the same way as putting user accounts into groups.

Before you can use groups effectively, you must understand the types of groups avail-
able in a Windows Server 2003 environment, and the function of those groups.

This lesson describes the types of groups that you can create in Windows Server 2003.
The lesson also describes the behavior of global, domain local, and universal groups
and the strategies to use when implementing groups.

After this lesson, you will be able to

m Determine the type of group to create in Windows Server 2003 to meet the security
requirements of your organization.

m Determine the domain functionality-level impact on group nesting and universal groups.
m Select an appropriate built-in group for controlling access to resources.

m Select an appropriate special group for controlling access to resources.

m Select appropriate tools for administering groups in Windows Server 2003.

m Create a Restricted Group Policy.
Estimated lesson time: 30 minutes

of Groups in Windows Server 2003

You use groups to organize user accounts, computer accounts, and other group
accounts into manageable units. While the local user databases on member servers and
standalone servers only support security groups, there are two types of groups in
Active Directory: distribution groups and security groups.
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Distribution groups are primarily used for sending e-mail to multiple users. You can
use distribution groups with Active Directory—aware applications and e-mail applica-
tions, such as Microsoft Exchange Server and Microsoft Outlook, to send messages to
users that are contained in the distribution group. Distribution groups are not security-
enabled, and cannot be listed in ACLs. In other words, if you have created a distribu-
tion group for the human resources department, you cannot use the group to grant the
members of that group access to a printer. You can, however, send the group an e-mail
message telling them that they’ll have access to their new printer as soon as you create
a security group.

Security groups can be used to grant (or deny) access to network resources, because
security groups can be listed in ACLs. For example, granting the Research security
group Read access to a shared folder will enable the members of that group to access
the files. Security groups can also be used for e-mail distribution. So you could use the
Research security group to grant access to a shared folder, and then send an e-mail
message to the group letting them know that they now have access to their files.

Tip Security groups do everything distribution groups do, and more. However, distribution
groups should be used whenever possible because they do not become part of a user’s secu-
rity token. This makes the authentication process quicker than if a security group were used.

You can use nesting to place one or more groups into another group. For example, if
you need two separate groups named Accounts Payable and Accounts Receivable for
users in the Accounting group, you could nest them into another group called All
Accounting. You can then use the All Accounting group when assigning permissions for
resources that all members of the accounting department should access. When you use
nested groups, a group inherits the permissions of the group of which it is a member,
which simplifies the process of assigning permissions to several groups at one time.

Warning In a mixed-mode domain, you cannot nest groups that have the same group
scope. For example, if my domain was at Windows 2000 Mixed-Mode, you would not be able
to nest global groups inside of other global groups. You can nest global groups only when the
domain functional level is set to Windows 2000 native or higher. Group scope is described in
the next section.

Group Scopes

Each group in Windows Server 2003 has a scope attribute, which determines which
security principals can be members of the group and where you can use that group in
a multidomain or multiforest environment. Windows Server 2003 supports the follow-
ing group scopes:
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m  Local Groups. Local groups reside on member servers and client computers. Use a
local group to grant access to local resources on the computer where they reside.

Note Local groups are the only group type available in a non-domain environment.

m  Global Groups. Global groups reside in Active Directory at the domain level. Use
a global group to organize users who share the same job tasks and need similar
network access requirements, such as all accountants in an organization’s account-
ing department. Global groups can be members of other global groups, universal
groups, and domain local groups.

m Domain Local Groups. Domain local groups reside in Active Directory at the
domain level. Use a domain local group when you want to assign access permis-
sions to resources that are located in the same domain in which you create the
domain local group. You can add all global groups that need to share the same
resources to the appropriate domain local group.

m  Universal Groups. Universal groups reside in Active Directory at the forest level.
Use universal groups when you want to nest global groups so that you can assign
permissions to related resources in multiple domains. Universal groups can be
members of other universal groups, global groups, and domain local groups. The
Windows Server 2003 domain functional level must be at Windows 2000 native
mode or higher to use universal security groups. You can use universal distribu-
tion groups in a Windows Server 2003 domain that is in Windows 2000 mixed
mode and higher.

Figure 2.5 shows the relationship between the group scopes, with arrows used to indi-
cate which group types can be nested within other group types.

Universal Group

Global Group Local Group

Domain Local
Group

Figure 2.5 Some group types can be nested within other group types
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Note The domain functional level determines the type of group that you can create. For
example, not all group types are available until the domain functional level has been raised.
You will learn more about domain functional levels in later topics.

Domain and Forest Functional Levels

In Windows Server 2003, the forest or domain functional level defines which advanced
features are available to domain controllers in the organization. The functional level of
a domain or forest will also define which versions of operating systems can run on
domain controllers. For example, if all domain controllers in your domain or forest are
running Windows Server 2003 and the forest functional level is set to Windows
Server 2003, all domain- and forest-wide features are available. When Microsoft
Windows NT 4.0 or Windows 2000 domain controllers are included in your domain or
forest with domain controllers running Windows Server 2003, Active Directory features
are limited. The domain and forest functional levels for a domain determine which
group types will be available in Windows Server 2003.

Caution Raising a functional level has the potential to alienate older operating systems.
For example, if you raise the domain functional level to Windows 2000 native mode and Win-
dows NT 4.0 domain controllers are present, they will no longer participate in replication.

Table 2.1 lists the four domain functional levels and a list of features relevant to secu-
rity associated with each level.

Table 2.1 Domain Functional Levels and Their Features

Domain functional level Features

Windows 2000 mixed Universal groups (distribution only)
Groups nesting (distribution only)

Windows 2000 native Universal groups
Nesting groups
Converting groups
SID history

Windows Server 2003 interim Renaming domain controllers
Update logon timestamp
User password on InetOrgPerson object
Universal groups
Nesting groups
Converting groups
SID history
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Table 2.1 Domain Functional Levels and Their Features

Domain functional level Features

Windows Server 2003 Renaming domain controllers
Update logon timestamp
User password on InetOrgPerson object
Universal groups
Nesting groups
Converting groups
SID history

See Also For more information about the features available for each domain functional level,
see Windows Server 2003 Help and Support or Microsoft Technet at http;//www.microsoft.com
/technet/prodtechnol/windowsserver2003/proddocs/standard/sag_levels.asp.

Note When you first install Windows Server 2003, the default domain functional level is
Windows 2000 mixed. When you raise the domain functional level to Windows 2000 native,
Windows Server 2003 interim, or Windows Server 2003, the applicable features for that
domain are enabled.

Table 2.2 lists the forest functional levels and a list of relevant features associated with
each level.

Table 2.2 Forest Functional Levels and Their Features

Forest functional level Features

Windows 2000 Global catalog Partial Attribute Set (PAS) replication improve-
ments (Windows Server 2003 global catalogs only)

Windows 2003 Interim Global catalog PAS replication improvements

Windows Server 2003 Global catalog PAS replication improvements

See Also For more information about the features available for each forest functional level,
see Windows Server 2003 Help and Support or Microsoft Technet at http://www.microsoft.com
/technet/prodtechnol/windowsserver2003/proddocs/standard/sag_levels.asp.

A detailed discussion of the features of Windows Server 2003 for each functional level
is beyond the scope of this book.
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Built-In Groups

Windows Server 2003 provides many built-in groups. Built-in groups are automatically
created when you create an Active Directory domain. You can use built-in groups to
manage access to shared resources and to delegate specific domain-wide administra-
tive roles. For example, you could put the user account of a junior administrator into
the Account Operators group to allow the junior administrator to create user accounts
and groups.

Many built-in groups are automatically assigned a set of user rights that determine what
each group and their members can do within the scope of a domain or forest. User rights
authorize members of a group to perform specific actions, such as logging on to a local
system or backing up files and folders. For example, a member of the Backup Operators
group has the right to perform backup operations for all domain controllers in the
domain. Therefore, to create an effective security strategy for a network, it is important
that you understand the default rights associated with each built-in group. This section
describes each built-in group and the rights and capabilities associated with each.

Account Operators

Members of the Account Operators group can create, modify, and delete accounts for
users, groups, and computers located in the Users or Computers containers and organi-
zational units in the domain, except the Domain Controllers organizational unit. Mem-
bers of this group do not have permission to modify the Administrators or the Domain
Admins groups, nor do they have permission to modify the accounts for members of
those groups. Members of this group can log on locally to domain controllers in the
domain and shut them down. Because this group has significant power in the domain,
add users with caution. Members of this group have the following default user rights:

m  Allow logon locally.

m  Shut down the system.

Warning Do not change the default user right assignments on a production computer
unless you really know what you are doing. If you do get into a position where you need to
restore the default user right assignments, use the setup security.inf security template pro-
vided with Windows Server 2003. Security templates are covered in more detail in Chapter 3,
“Deploying and Troubleshooting Security Templates.”

Administrators

Members of the Administrators group have full control of the server and can assign user
rights and access control permissions to users as necessary. Add users with caution.
When joined to a domain, the Domain Admins group is automatically added to this
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group. The default Administrator user account is made a member of the Administrators
group. Members of this group have almost every user right available on a system.

Backup Operators

Members can back up and restore all files on domain controllers in the domain, regard-
less of their own individual permissions on those files. Backup Operators can also log
on to domain controllers and shut them down. This group has no default members.
Because this group has significant power on domain controllers, add users with cau-
tion. Members of this group have the following default user rights:

m  Back up files and directories.
m  Allow logon locally.
m Restore files and directories.

m  Shut down the system.

Incoming Forest Trust Builders

This group only appears in the forest root domain. Members of this group can create
one-way, incoming forest trusts to the forest root domain. For example, members of
this group residing in Forest A can create a one-way, incoming forest trust from Forest
B. This one-way, incoming forest trust allows users in Forest A to access resources
located in Forest B. Members of this group are granted the Create Inbound Forest Trust
permission on the forest root domain. This group has no default members and no
default user rights.

Network Configuration Operators

This group is intended to be used for staff responsible for managing the network con-
figuration of servers and workstations in a domain. Members of this group can make
changes to Transmission Control Protocol/Internet Protocol (TCP/IP) settings and
renew and release TCP/IP addresses on domain controllers in the domain. This group
has no default members and no default user rights.

Performance Log Users

Members of this group can manage performance counters, logs, and alerts on domain
controllers in the domain, locally and from remote clients, without being a member of
the Administrators group. Members of this group have no default user rights.

Performance Monitor Users

Members of this group can monitor performance counters on domain controllers in the
domain, locally and from remote clients, without being a member of the Administrators
or Performance Log Users groups. This group has no default members and no default
user rights.
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Pre-Windows 2000 Compatible Access

Members of this group have read access on all users and groups in the domain. This
group is provided for backward compatibility with computers running Windows NT
4.0 and earlier. By default, the special identity Authenticated Users is a member of this
group. Members of this group have the following default user rights:

m  Access this computer from the network.

m Bypass traverse checking.

Print Operators

Members of this group can manage, create, share, and delete printers connected to
domain controllers in the domain. They can also manage Active Directory printer
objects in the domain. Because members of this group can load and unload device
drivers on all domain controllers in the domain, add users with caution. A member of
the Print Operators group with malicious intent could take control of a domain control-
ler. This group has no default members. Members of this group have the following
default user rights:

m  Allow logon locally.

m  Shut down the system.

Remote Desktop Users

Members of this group can remotely log on to domain controllers in the domain. This
group has no default members and no default user rights.

Replicator

This group supports directory replication functions and is used by the File Replication
service on domain controllers in the domain. This group has no default members and
no default user rights. Because this group is owned by the operating system, adding
users to this group can cause problems with the File Replication Service.

Server Operators

On domain controllers, members of this group can log on interactively, create and
delete shared resources, start and stop some services, back up and restore files, format
the hard disk, and shut down the computer. This group has no default members. Mem-
bers of this group have the following default user rights:

m  Back up files and directories.

m Change the system time.
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m Force shutdown from a remote system.
m  Allow logon locally.
m Restore files and directories.

m  Shut down the system.

Terminal Server License Servers

Members of this group have access to Terminal Server License Servers on the system.
This group has no default members and no default user rights.

Users

Members of this group can perform most common tasks, such as running applications,
using local and network printers, and locking the server. By default, the Domain Users
group, the Authenticated Users group, and the Interactive group are members of this
group. All user accounts in the domain are members of this group. Members of this
group have no default user rights.

Windows Authorization Access Group

This group exists to simplify granting accounts permission to query a user’s group
information. Members of this group have access to the computed tokenGroupsGlobal-
AndUniversal attribute on User objects. Add members to this group only when specif-
ically required by an application. By default, only the Enterprise Domain Controllers
group is a member of this group.

See Also For more information about built-in groups see http;//www.microsoft.com/technet
/prodtechnol/windowsserver2003/proddocs/entserver/sag_ADgroups_9builtin_intro.asp.

Real World The Principle of Least Privilege

In the real world, the built-in groups are often misused. It's a common practice to
add users to the Power Users group so that an application that won’t run with reg-
ular User privileges will work as expected. While this is better than adding the
user to the Administrators group, there is a risk associated with this practice—the
risk that the user will be granted unnecessary rights that will later be misused.
Even if the user would never intentionally misuse the elevated privileges of the
Power Users group, a virus or Trojan horse might take advantage of the additional
privileges without the user being aware.
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Special Groups and Accounts

Servers running Windows Server 2003 include several special identities in addition to
the groups in the Users and Builtin containers. These identities are generally referred to
as special groups. Special groups, also called special identities, are designed to provide
access to resources without administrative or user interaction.

Q Tip You can recognize most special groups because their names are in all capital letters.
There are a few exceptions to this, however, such as the Authenticated Users special group.

Users become members of special groups by simply interacting with the operating sys-
tem. For example, when users log on locally to a computer, they become members of
the Interactive group. You can grant user rights and permissions to these special
groups, but you cannot modify or view their memberships. In addition, group scopes
do not apply to special groups.

It is important to understand the purpose of special groups because you can use them
for security administration, as they allow you to create more granular access policies
and control access to resources. To understand how special groups help provide
secure access, consider blocking access for dial-up users to a folder containing confi-
dential documents. As shown in Figure 2.6, denying access to a folder is as simple as
adding the Dialup special group to the folder’s ACL.

secret Properties ﬂll

Generall Sharing  Security |W’eb Sharingl Eustomizel

Group or uzer names:

!ﬁ Adminigtrators [COHOWINERY \Adminiztrators)
€7 CREATOR DWNER

€7 DIALUP

€7 SYSTEM

!ﬁ Uszers [COHOWINERY U zers)

Permizzions for DIALUP Allowy
Full Control a
Modify O
Fead & Execute O
List Folder Contents O
Fead O
write O LI

For special permissions or for advanced settings, Advanced |
click Advanced. —
0K I Cancel | Apply |

Figure 2.6 You can assign permissions to special groups that apply to users based on how they
connect to the network
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Following are the special groups included in Windows Server 2003 that can be used to
control access to resources in an organization.

Exam Tip Digest Authentication, Schannel Authentication, NTLM Authentication, Proxy,
Remote Interactive Logon, and Restricted are special groups and accounts that appear when
browsing accounts. However, they are rarely used and are not likely to be covered on the exam.

Anonymous Logon

The Anonymous Logon special group represents users and services that access a com-
puter and its resources through the network without using an account name, pass-
word, or domain name. On computers running Windows NT and earlier, the
Anonymous Logon special group is a member of the Everyone group by default. On
computers running a member of the Windows Server 2003 family, the Anonymous
Logon special group is not a member of the Everyone group by default. If you want to
create a file share for an anonymous user, grant permissions to the Anonymous Logon
special group.

Authenticated Users

The Authenticated Users special group represents all users and computers whose iden-
tities have been authenticated. Authenticated Users does not include Guest even if the
Guest account has a password. Membership in the Authenticated Users special group
is mutually exclusive to membership in the Anonymous Logons special group.

Batch

The Batch special group includes all users and services that access a computer and its
resources through the network by using a batch queue facility, for example, task
scheduler jobs.

Creator Group

The Creator Group special group includes the user account for the user who created
the resource. The Creator Group special group is a placeholder in an inheritable ACE.
When the ACE is inherited, the system replaces this security identifier (SID) with the
SID for the primary group of the object’s current owner.

Creator Owner

The Creator Owner special group includes the user account for the user who created
or took ownership of a resource. If a member of the Administrators group creates a
resource, the Administrators group is the owner of the resource. The Creator Owner
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special group is a placeholder in an inheritable ACE. When the ACE is inherited, the
system replaces this SID with the SID for the object’s current owner.

Dialup

The Dialup special group includes all users who are logged on to the system through
a dial-up connection.

Everyone

The Everyone special group represents all current network users, including guests and
users from other domains. Whenever a user logs on to the network, the user is auto-
matically added to the Everyone special group. The Anonymous Logon special group
is no longer contained in the Everyone special group, as in previous versions of Win-
dows Server.

Interactive

The Interactive special group represents all users currently logged on to a particular
computer and accessing a given resource located on that computer, as opposed to
users who access the resource over the network. Whenever a user accesses a resource
on the computer to which they are currently logged on, the user is automatically added
to the Interactive special group.

Local Service

The Local Service account is a special built-in account that is similar to an authenticated
user account. The Local Service account has the same level of access to resources and
objects as members of the Users group. This limited access helps safeguard your sys-
tem if individual services or processes are compromised. Services that run as the Local
Service account access network resources as a null session with no credentials.

Network

The Network special group represents users currently accessing a given resource over
the network, as opposed to users who access the resource by logging on locally at the
computer on which the resource is located. Whenever a user accesses a given resource
over the network, the user is automatically added to the Network special group.

Network Service

The Network Service account is a special built-in account that is similar to an authen-
ticated user account. The Network Service account has the same level of access to
resources and objects as members of the Users group. This limited access helps safe-



Lesson 2: Managing Groups in Windows Server 2003 2-31

guard your system if individual services or processes are compromised. Services that
run as the Network Service account access network resources using the credentials of
the computer account.

Other Organization

This special group contains users who authenticated from another domain. Adding this
special group to an ACL causes a check to ensure that a user from another forest or
domain that is trusted is allowed to authenticate to a particular service in the trusted
domain.

Self

The Self special group is a placeholder group in an ACE on a user, group, or computer
object in Active Directory. When you grant permissions to Principal Self, you grant
them to the security principal represented by the object. During an access check, the
operating system replaces the SID for Principal Self with the SID for the security prin-
cipal represented by the object.

Service

The Service special group is a group that includes all security principals that have
logged on as a service. Membership is controlled by the operating system.

System

The System special group is used by the operating system and by services that run
under Windows. It has privileges that are similar to those of the Administrators group.
The System account is an internal account, does not show up in User Manager, cannot
be added to any groups, and cannot have user rights assigned to it. The System
account does show up when assigning file permissions, however.

Terminal Server Users

The Terminal Server Users special group includes all users who have logged on to a
Terminal Services server that is in Terminal Services version 4.0 application compatibil-
ity mode.

This Organization

When there are trusted domains for forests, the This Organization special group is
added by the authentication server to the authentication data of a user to identify the
user’s organization, provided the Other Organization SID is not already present.
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Tools for Administering Security Groups

Windows Server 2003 supports a number of tools that make it easy for you to trouble-
shoot and enumerate groups and their members. Table 2.3 outlines the tools related to
administering security groups and their functions:

Table 2.3 Windows Server 2003 Tools for Administering Security Groups

Tool Description

Active Directory Users Graphical tool used to administer users and groups in Active Direc-

and Computers tory. This tool can be started from the Administrative Tools program
group.

Dsadd Command-line tool for creating groups and manipulating group
membership.

Getsid Command-line tool for comparing the SIDs of two user accounts.

Ifmember Command-line tool for enumerating all groups that the current

member belongs to. Commonly used in logon scripts. This tool is
one of the Windows Server 2003 Resource Kit tools.

Local Users and Groups ~ MMC snap-in that enables the creation and editing of users and
groups in the local user database. This snap-in is often accessed
from the Computer Management console. This tool is not available
on domain controllers.

Whoami Command-line tool capable of displaying the complete contents of
the access token. It can display the user name and SID, the groups
and their SIDs, the privileges and their status (for example, enabled
or disabled), and the logon ID. For usage information, execute
whoami /? at a command prompt.

=k See Also For more information about the parameters for the security group administration

tools, see A-Z Command Line Reference in Windows Server 2003 Help and Support.

Creating Restricted Groups Policy

Earlier in this chapter, you learned that you can assign rights to computers by using
both the groups stored on individual computers and groups stored in Active Directory.
It would be difficult, however, to manually add a new IT group that you created in
Active Directory as a member of the Administrators local group on every computer in
an enterprise. Fortunately, you can use security policies to control local group mem-
berships on domain member computers.

Windows Server 2003 includes a security policy setting called Restricted Groups that
allows you to control group membership. By using the Restricted Groups policy, you
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can specify the membership of a group anywhere in your Active Directory domain. For
example, you can create a Restricted Groups policy to limit the access on an OU that
contains computers containing sensitive data. The Restricted Groups policy would
remove domain users from the local users group and thereby limit the number of users
who can log on to the computer. Group members that are not specified in the policy
are removed when the Group Policy setting is applied or refreshed to the computer or
OU. The Restricted Groups policy settings include two properties: Members and Mem-
ber Of. The Members property defines who belongs and who does not belong to the
restricted group. The Member Of property specifies the other groups to which the
restricted group can belong.

When a Restricted Groups policy is enforced, any current member of a restricted group
that is not on the Members list is removed. Members who can be removed include
Administrators. Any user on the Members list who is not currently a member of the
restricted group is added. In addition, each restricted group is a member of only those
groups that are specified in the Member Of column.

Figure 2.7 shows Restricted Groups being used to add the IT security group from the
cohowinery.com domain to the local Administrators group on all domain member
computers.

Administrators Properties 2=l

Configure Membership for Administrators |

Members of this group:
COHDWINERYST

Eemove |

Thiz group iz a member of:

<The groups ta which thiz group belongs Add...

should not be modified:
Femove |

QK | Cancel | Apply |

Figure 2.7 Use Restricted Groups to control group membership on domain members

Note The security setting is located in a security policy object in the Restricted Groups
node.
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You can apply a Restricted Groups policy in the following ways:
m Define the policy in a security template, which will be applied during configura-
tion on your local computer.

m Define the setting directly on a Group Policy object (GPO). Defining the setting in
this way will ensure that the operating system continually enforces the restricted
groups.

P To create a Restricted Groups policy:

1. Open a security policy tool, such as the Domain Security Policy console.
2. In the console tree, right-click Restricted Groups, and then click Add Group.

3. In the Group field, type the name of the group to which you want to restrict mem-
bership, and then click OK.

4. On the properties dialog box, click Add beside the This Group Is A Member Of
field.

5. Under Group Membership, type the name of the group you want to add to this
group, and then click OK.

6. Click OK again.

Practice: Creating Groups and Assignhing Rights

In this practice, you will create a restricted group and assign appropriate rights to the
members of the group. To complete this practice, you must be logged in with an
account that has permission to create and manage groups and GPOs in Active Direc-
tory. Complete this task from Computerl.cohowinery.com.

You are the security administrator for the Coho Winery organization. Your organization
recently hired several new staff members to support desktop computers. These staff
members should have administrative rights to all member computers in the domain,
but they should not have rights to domain controllers. You decide to create a group for
the new staff members and to add that group to the local Administrators group on all
non-domain controller computers in your domain.

Exercise 1: Create a New Security Group
Create a new security group called Desktop Support.

1. Open Active Directory Users And Computers.

2. In the console tree, right-click the Users container, point to New, and then click
Group.
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In the New Object — Group dialog box, in the Group Name field, type Desktop
Support.

Click OK.

»  Exercise 2: Configure the Domain Security Policy

1.

5.

Open the Domain Security Policy console.

2. In the console tree, right-click Restricted Groups, and then click Add Group.
3.
4. On the Desktop Support Properties page, click Add beside the This Group Is A

Click the Browse button to select the Desktop Support group. Click OK.

Member Of field.
Under Group Membership, type Administrators, and then click OK.

»  Exercise 3: Populate the Group

Finally, populate the Desktop Support security group with the following users:

Jo Berry
Ken Sanchez
Nancy Buchanan

Open a command prompt.

. Type the following text, and then provide a complex password when prompted:

dsadd user “cn=Jo Berry,cn=Users,dc=cohowinery,dc=com” —disabled no
—memberof “cn=Desktop Support,cn=Users,dc=cohowinery,dc=com” -pwd *

. Type the following text, and then provide a complex password when prompted:

dsadd user “cn=Ken Sanchez,cn=Users,dc=cohowinery,dc=com” —disabled
no —-memberof “cn=Desktop Support,cn=Users,dc=cohowinery,dc=com”
—pwd *

. Type the following text, and then provide a complex password when prompted:

dsadd user “cn=Nancy Buchanan,cn=Users,dc=cohowinery,dc=com” —dis-
abled no -memberof “cn=Desktop Support,cn=Users,dc=cohowin-
ery,dc=com” —pwd *

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.
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1. Which of the following built-in groups is present on a domain controller?
a. Administrators
b. Power Users

. DHCP Users

a n

. Backup Operators

2. Which of the following special groups could you assign to an ACL to prevent
access from unauthenticated users?

a. Everyone
b. Anonymous Logon
c. Authenticated Users

d. Interactive

3. Which of the following are not available at the Windows 2000 native domain func-
tional level?

a. Universal groups

b. Nesting groups

c. Converting groups

d. Renaming domain controllers

e. SID history

4. Which of the following group types could be nested within a universal group?
a. Local group
b. Domain local group
c. Global group

d. Distribution group
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Lesson Summary

You can use groups to efficiently manage access to domain resources, which helps
simplify administration.

There are two types of groups in Active Directory: distribution groups and security
groups.

Groups are characterized by a scope that identifies the extent to which the group
is applied in the domain tree or forest. The group scope determines whether the
group spans multiple domains or is limited to a single domain. Windows Server
2003 supports the following group scopes:

[Local

[ Global

[ Domain Local
[Universal

Depending on the functional level, certain features are enabled or disabled in
Active Directory.

The default domain functional level is Windows 2000 mixed. When you raise the
domain functional level to Windows 2000 native, Windows Server 2003 interim, or
Windows Server 2003, the applicable features for that domain are enabled.

You can use built-in groups to manage shared resources and delegate specific
domain-wide administrative roles.

Special groups, also called special identities, are designed to provide access to
resources without administrative or user interaction.

You can use Restricted Groups policy to control group membership.
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Lesson 3: Planning, Implementing, and Maintaining an
Authorization Strategy

Groups play an important role in making network administration easier. To ensure that
the convenience of using groups does not compromise network security, you need to
come up with a well-designed plan for creating and managing groups in your organi-
zation. This lesson will provide you with guidelines and best practices for effectively
planning, creating, and managing groups in an enterprise environment.

After this lesson, you will be able to
m Describe the User/ACL access method of controlling access to resources.
m Describe the Account Group/ACL access method of controlling access to resources.

m Describe the Account Group/Resource Group access method of controlling access to
resources.

m Determine the strategies for naming a group in a multidomain and multiforest organization.
m Determine which users are allowed to create groups in an organization.
m Describe the impact and benefits of nesting groups inside other groups.

m Determine when to retire groups.
Estimated lesson time: 30 minutes

Authentication, Authorization, and the Principle of Least Privilege

To review, authentication is the process of verifying the identity of something or some-
one. Authentication usually involves a user name and a password, but can include any
method of demonstrating identity, such as a smart card, a retinal scan, voice recogni-
tion, or a fingerprint.

Authorization is the process of determining whether an identified user or process is
permitted access to a resource and what the appropriate level of access is for that user.
The owner of a resource, or someone who has been granted permission, determines
whether a user is a member of a predetermined group or has a certain level of security
clearance. By setting the permissions on a resource, the owner controls which users
and groups on the network can access the resource. For example, users who have
logged on to the domain are authenticated to the domain. However, when users try to
access resources that they have not been given permission to, they are denied access.

The principle of least privilege states that you should provide users with the necessary
level of privilege to perform their jobs—and no more. By restricting access that is not
necessary to job performance, you can prevent malicious users from using extraneous
privileges to circumvent network security. For example, regional managers may need
permissions to modify their own human resources databases, but they may need only
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read access to the databases of other regions. A corporate human resources manager
may require permissions to modify all databases, but a payroll manager may require
only read access on the same databases. The concept of least privilege states that
access controls should be used to ensure that these users only have the access they
absolutely need.

User/ACL Authorization Method

S)

When using the User/ACL method of controlling access to resources, you add the user
account that needs access directly to the ACL of the resource. For example, a user John
creates a file share and adds Sarah as an authorized user, giving her read-only permis-
sion to the share.

The User/ACL method works well for small organizations with less than 10 users. Gen-
erally, smaller organizations require fewer groups to manage access to resources,
which reduces the complexity of the process of assigning permissions. Using the User/
ACL method in large organizations has the following limitations:

m  Users within the same job function might have inconsistent access to resources.
Usually, users who share the same job role need uniform access to resources. For
example, one engineer might have access to a laser printer, a plotter, a backup
device, and many file shares. Another engineer in the same group might need
access to the same resources, but might have access to only a subset of those
resources. Therefore, when there is not uniform access, the network administrator
will have to modify the rights for every individual who needs more access.

m  Administrator overhead increases because administrators will need to control
access to resources on a user-by-user basis.

m This method does not scale well for larger organizations.

m Troubleshooting and tracking which users have access to which resources can be
time-consuming and result in higher administrative overhead.

m  Access control lists will grow very large, which will cause performance degradation.

Warning Even small organizations will regret using the User/ACL method the first time an
employee is replaced.

Account Group/ACL Authorization Method

When using the Account Group/ACL method, you place the user accounts into a global
group. Instead of adding the user accounts to the ACL, you add the global group to the
ACL. You then assign the group a set of access permissions. The Account Group/ACL
method provides the following benefits:
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m  Grouping users into groups makes management easier.
m By placing users performing the same role in a common group, you provide them
with the same set of permissions.

m  You can add global groups to the access control lists of trusted domains.

For example, an administrator can put all accounting user accounts into a global group
called GG-All Accountants and then put that global group on an ACL and assign per-
missions. The Account Group/ACL method also has some limitations. These include
the following:

m  As more account groups are added to the resource, the resource administrator will
experience some of the same challenges posed by the User/ACL method.

m  Determining which groups need which permissions can be complicated.

m It is not as straightforward for non-administrators to assign access as it is when
using the User/ACL method.

Account Group/Resource Group Authorization Method

The Account Group/Resource Group method of controlling access to resources is sim-
ilar to the Account — Global Group — Domain Local Group — Permission (A-G-DL-P)
method. When using this method, you add users with similar access requirements into
account groups, and then add account groups as members to a resource group that has
been granted specific resource access permissions. This strategy provides the most
flexibility while reducing the complexity of assigning access permissions to the net-
work. This method is most commonly used by large organizations for controlling
access to recourses.

When creating a resource group to control access to a resource, you can create a local
group at the resource or create a domain local group on a domain controller. By cre-
ating a domain local group instead of a local group to control access, an administrator
can configure groups for access from the Active Directory Users And Computers con-
sole. A local group would require the administrator to connect directly to the resource
to administer it.

To understand how the Account Group/Resource Group authorization method can be
used in an organization, consider the following example. Nwtraders.msft needs to pro-
vide its users access to a printer named ColorLaser. However, the requirements of various
users differ. Some users only need to be able to print with the printer, whereas others
need to be able to print and manage the printer. In such a scenario, instead of adding
each user or group into the ACL for the printer, you can create resource groups for the
two sets of users and then provide the resource groups with appropriate permissions.
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The Account Group/Resource Group authorization method is highly scalable and pro-
vides the following benefits:

m Instead of modifying permissions for an individual group, you can add the
account group into a resource group that has been configured with the appropri-
ate permissions.

m  You can place account groups on ACLs in trusted domains.

m You can provide groups with access to resources by simply placing account
groups into resource groups.

The Account Group/Resource Group authorization method is not practical for small
organizations. For a small organization that has fewer groups, the use of the Account
Group/Resource Group authorization group method is unnecessary. With fewer
groups, it is more practical to use the Account Group/ACL or even the User/ACL autho-
rization method.

Group Naming Conventions

Designing naming standards may not seem like an important job, but a non-intuitive
group naming convention can potentially lead to a security compromise. For example,
if you named three global groups Groupl, Group2, and Group3, a resource owner
might not know which group contains the users who need access to the resource. The
less intuitive the naming convention, the more likely users are to accidentally receive
unnecessary permissions.

Table 2.4 lists the components of an intuitive naming convention.

Table 2.4 Components of a Naming Convention

Components Example

Group type GG for global group, UN for universal group, DLG for domain local
group

Location of the group Sea for Seattle

Purpose of the group Admins for administrators

Your group naming convention can be based on geographic location, domain mem-
bership, or a resource. The main goal is to make the group name intuitive so that
resource owners know the type and purpose of the group so that they can grant appro-
priate access to users. Windows Server 2003 does not provide any means of enforcing
a group naming convention. You should enforce a group naming convention in your
organization by educating users who create groups and also by monitoring group
names. Additionally, someone in your organization should have the responsibility of
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auditing group names on a weekly or monthly basis and correcting any groups that
have been misnamed.

Tip When creating a name, ensure that the important details are in the first 20 characters
of the name. This placement will allow you to view the important details in most dialog boxes
without resizing the window.

To design a naming convention, you must understand how your organization will
assign resources. For example, the organization may or may not have resources
divided by regions. If an organization has marketing departments in Boston, Austin,
and San Diego, and each of these marketing departments uses separate resources, then
you should include location in the group naming convention because you will be
required to make separate groups for each team in each location. Following are exam-
ples of what those groups might be named:

m GG BOS Marketing
m GG SAN Marketing
m GG AUS Marketing

However, if the marketing teams from all locations work closely together and do not
maintain separate resources, you do not need to include location in the group name.
For example, the group name GG Marketing would be sufficiently granular. If there are
resources that should only be accessed by users in a particular location regardless of
the department they work in, you can create groups for each location, such as GG Aus-
tin, GG Boston, and GG San Diego.

Tip Keeping the most general information towards the left of the name string and more spe-
cific information towards the right makes sorting more logical.

If you decide to use resource groups, you must determine how to uniquely and logi-
cally name the groups so that it is obvious which resources those groups should be
assigned to. For example, in a small office with a single laser jet printer and a single
bubble jet printer, the following names would be acceptable for resource groups:

m DL IJ Print Only

m DL LJ Managers

m DL LJ Administrators
m DL BJ Print Only
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m DL BJ Managers
m DL BJ Administrators

However, in an enterprise with hundreds of printers, that naming convention would be
confusing. Larger organizations need to include a description of the location in the
group name. For example, if an enterprise uses a building code and office code to
describe locations, the following names would be acceptable for resources groups:

m DL 25-2003C LJ Print Only
m DL 25-2003C LJ Managers
m DL 25-2003C LJ Administrators

Defining Which Users Can Create Groups

In large organizations, the task of creating and managing groups can be time consum-
ing for IT personnel. In such cases, you can delegate the task of creating and maintain-
ing groups to other users in the organization. By delegating security group
maintenance to the appropriate individuals, you can help to ensure that requests for
changes in membership are evaluated by individuals who:

m Can judge the appropriateness of the request.
m  Have the authority to make the change.

m  Are motivated to keep group membership and access permissions correct and up-
to-date.

However, delegating the right of managing groups to other users could also lead to
security breaches because the delegated group administrators might incorrectly config-
ure access to resources. Therefore, it is important that you carefully determine who can
create and maintain groups in your organization.

When delegating users to administer and maintain groups, keep the following consid-
erations in mind:

m Select users who are familiar with the department in which the resource is located
and who have an understanding of the access needs of that department. Gener-
ally, an administrative assistant in a department has a good understanding of the
access needs and requirements for those users and is a good choice for adminis-
tering groups.

m After you select the appropriate users, assign them permission to create and main-
tain groups. Delegating permissions to these departmental administrators can be
done at the OU level, or by giving them the appropriate permissions on the
resources they will need to configure.
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Caution After you have created and delegated permissions to the departmental adminis-
trators, ensure that only the users you have selected are members of this group. Accidentally
adding users to this group can result in loss of data or other security compromises. To pre-
vent these risks, you can use restricted groups at the OU level.

Group Nesting

Q)

Group nesting is the process of placing security groups into other security groups.
Group nesting is an effective way to scale the groups in an organization. For example,
if you have account groups called GG Sales Managers, GG Training Managers, and GG
Marketing Managers, you can nest these three account groups into another account
group called All Managers. You could then apply permissions to all nested groups at
one time.

Tip To nest account groups inside of other account groups, the domain functional level
must be set at Windows 2000 native or greater.

When nesting groups, keep the following considerations in mind:

m If you nest too many groups, access token size might become large. Group mem-
bership is limited to 120 groups.

m Just as with any group naming strategy, if you do not provide an intuitive name for
the nested group, it can lead to improper access to resources when another
administrator mistakenly grants access to the incorrect group.

m  Make sure that you monitor the members of the groups. Not monitoring members
of groups could lead to inappropriate access to resources. Monitoring nested
groups is more complicated than managing regular groups because nested groups
contain other groups. The membership of the nested groups will need to be
exposed to determine the overall membership.

When to Retire Groups

As organizations grow and evolve, security groups can become obsolete. Obsolete
security groups provide users with permissions they might no longer need, which can
lead to security vulnerability. Although account groups for very small teams might not
change frequently, large account groups experience almost continuous turnover in
membership. If an account group’s membership has not changed at all for some time,
the group might be obsolete. Therefore, it is important that you constantly monitor
which groups are no longer needed in your organization.
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You should also develop and enforce processes to remove groups that are no longer in
use. For example, you might create an account group called GG Picnic Planners for a
new morale project in your organization. To facilitate the project, you provide the
group access to the color laser printer to print handouts. When the project is over, if
you do not retire the group, the users will still have access to the color laser printer.

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.

1. Which of the following group names was created with an effective group naming
strategy?

a. HR
b. GG BOS HR
c. Cohowinery Global Group Boston Human Resources

d. Resources Human

2. Is the User/ACL or the Account Group/ACL method more effective in large enter-
prises?

3. Which of the following describes the principle of least privilege?
a. Ensure that users have the minimal privileges necessary to do their jobs.

b. Ensure that users have no permissions unless they have authenticated with
both a password and a smart card.

c. Create users with administrator privileges and then gradually reduce their
privileges to the lowest level possible that allows applications to still function.

d. Unauthenticated users must have the lowest level of privileges on the net-
work.
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Lesson Summary

When using the User/Access control method, you add the user account that needs
access to a resource directly to the ACL of the resource.

The User/Access control method does not scale well for larger organizations.

When using the Account Group/Access Control List method, you place the user
account into a global group, and instead of adding the user account to the ACL,
you add the global group to the ACL.

When using the Account Group/Resource Group method, you add users with sim-
ilar access requirements into account groups, and then add account groups as
members to a resource group that has been granted specific resource access per-
missions.

Define a group naming convention that identifies the group type, its location, and
the purpose of the group.

By delegating security group maintenance to the appropriate individuals, you can
ensure that requests for changes in membership are evaluated by individuals who
can judge the appropriateness of the request, who have the authority to make the
change, and who are motivated to keep group membership and access permis-
sions correct and up-to-date.

Group nesting is the process of placing security groups into other security groups.
Group nesting is an effective way to scale the groups in an organization.
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Lesson 4: Troubleshooting Authorization Problems

The more effort you make to tighten access control, the more likely your users are to
experience authorization problems. Authorization problems occur when a legitimate
user should have access to perform a particular action on an object according to your
organization’s management team, but overly restrictive access control prevents the user
from performing that action.

The first thing to check when troubleshooting an authorization problem is the target
object’s ACL. The problem may be as simple as an ACE that explicitly denies access to
that user. More often, the problem is caused by the user not having any permissions
assigned to the object. If examining the object’s ACL does not identify the problem,
check the object’s effective permissions.

If you cannot identify which objects the user needs access to, you can use auditing to
identify which objects the user is attempting to access and how the user is accessing
the file. It is common for applications to access resources that an administrator would
not be able to anticipate. For example, the application might require access to Dynamic
Link Libraries (DLLs) located in the system directory, or the application might attempt
to write temporary files to an unusual location. Troubleshooting authorization using
auditing is complex, but it can identify insufficient privileges that would otherwise be
nearly impossible to find.

Tip  You can quickly identify whether a particular problem is caused by authorization by per-
forming the action while logged on as an administrator. If it works as an administrator, but not
as a standard user, then authorization is almost certainly the cause of the problem.

After this lesson, you will be able to
m |dentify a user’s effective permissions for an object.
m Determine the source of incorrectly assigned permissions.
m |dentify which objects a user or an application is attempting to access.

m Resolve problems relating to users who cannot access required resources.
Estimated lesson time: 45 minutes

Troubleshooting Simple Authorization Problems

If you are troubleshooting a simple authorization problem in which you know which
objects the user cannot access, start by examining the object’s access control list. The
user interface varies slightly depending on what type of object you are examining, but
the concepts are the same. In most circumstances, you will follow these steps to ana-
lyze effective permissions and resolve the problem:
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v h o=

View the object’s permissions.
Click the Advanced button.
In the Advanced Security Settings dialog box, click Effective Permissions.

Click Select. In the Select User, Computer, Or Group dialog box, type the name of
the user and click OK.

Examine the Effective Permissions list, as shown in Figure 2.8, to identify permis-
sions that the user requires but currently lacks. Click OK to return to the object’s
permissions dialog box.

Advanced Security Settings for Local Disk (C:) 21x|
Pemissions | Auditing | Owner  Effective Permissions |
The fallowing list displays the pemissions it would be granted to the selected group or user, based solely
on the permissions granted directly through group membership.
Group of user rame:
Everyone { Gelect |
Effective pemissions:
O Full Control =

Traverse Foldsr / Exscuts File

List Folder / Read Data

Read Aftributes

Fread Extended Attributes

[ Create Files / wiite Data

[ Creats Folders / Append Data

O wirite Attibutes

[ whits Extended Attributes

O Delete Subfolders and Files

O Delete =l

Leain more about how effective permissions are determined

ok | cancel | a |

Figure 2.8 Windows Server 2003 allows you to view the effective permissions for most object
types

Grant the user, or a group to which the user belongs, the privileges necessary to
perform the action.

When correcting authorization problems, follow the same guidelines you used for ini-
tially designing the authorization strategy. Whenever possible, assign permissions to a
group rather than a user. If the user should have access to all the objects in a container,
assign permissions to the container itself and allow those permissions to be inherited
by the child objects.

Warning Check your organization’s security policy before elevating any user’s permissions
to an object.

Troubleshooting Complex Authorization Problems

Part of the challenge of troubleshooting authorization problems is identifying which
objects the user is attempting to access. If the user is attempting to edit a file and is
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denied access, identifying the file is straightforward. However, if a custom application
is returning an ambiguous error message because it cannot access a required object,
identifying the specific object the application is attempting to access is much more
complex. In fact, it may not be clear whether the application is attempting to access a
file, printer, registry value, Active Directory object, or service.

Fortunately, you can use auditing to identify objects that a user or application is
attempting to access. The flowchart in Figure 2.9 illustrates the authorization trouble-
shooting process that occurs when you use auditing.

Off the Record Most people think of auditing as solely an intrusion detection mechanism.
In reality, its usefulness for intrusion detection is limited because auditing tends to generate
far too many events to successfully parse. However, it is immensely useful when trouble-
shooting authorization problems.

(Authorization Problem)

Enable system-wide auditing

!

Enable resource auditing

!

Recreate the error condition | +————

!

Examine Event Viewer

!

Modify permissions

!

Is problem
resolved?

( Problem Resolved )

Figure 2.9 Use auditing to troubleshoot complex authorization problems

While most of the troubleshooting process is self-explanatory, enabling system audit-
ing, enabling resource auditing, and analyzing events by using Event Viewer deserve
further explanation.
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Enabling system auditing

The first step in identifying resources with insufficient privileges is to enable auditing
on a system-wide basis:

1.

As an administrator, log on to the system with the resources you are troubleshoot-
ing. If you are troubleshooting access to Active Directory objects, log on to a
domain controller.

Click Start, and then click Administrative Tools. If this is a domain members or a
standalone computer, click Local Security Policy. If this is a domain controller,
click Domain Controller Security Policy.

Expand Local Policies, and then click Audit Policy.

If you are troubleshooting access to Active Directory objects, double-click Audit
Directory Service Access. If you are troubleshooting access to any other type of
object, double-click Audit Object Access.

. Make note of the current setting. You will return this setting to its original state

after you have completed the troubleshooting process.

Select Define These Policy Settings, and then select Failure, as shown in Figure
2.10. Click OK.

Audit object access Properties 2=l

Security Policy Setting |
C 44 Audit object access

[V Define these policy settings
Audit these attempts:
[ Success

QK I Cancel | Apply |

Figure 2.10 Auditing must be enabled for the system before it can be enabled for individual
resources

Enabling resource auditing

After enabling failure auditing for the Audit Object Access or Audit Directory Services
Access policies, you must enable auditing for the individual resources that are being
accessed. The exact process varies depending on the type of object you want to audit.
The following process applies to enabling auditing for folders or files, the most com-
mon source of authorization problems. The process for auditing other types of objects
is very similar, although you will use a different tool for each object. For information on
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the specific tools to use for each object type, refer to the “Standard and Special Permis-
sions” section in this chapter.

1. Click Start, point to All Programs, point to Accessories, and then click Windows
Explorer.

2. Navigate to the file or folder you want to audit. If you are not sure which object
is being accessed, you can enable auditing for entire disks.

3. Right-click the file or folder, and then click Properties.

Tip If you were auditing the registry, you would right-click the registry key and select
Permissions.

4. On the Security tab, click the Advanced button.

5. In the Advanced Security Settings dialog box, click the Auditing tab. Make note of
the current settings, and then click Add.

6. In the Select User Or Group dialog box, type the name of the user whose problem
you are troubleshooting, and then click OK. The Auditing Entry dialog box appears.

7. Click the Failed check box for the Full Control entry, as shown in Figure 2.11. All
Failed check boxes will be automatically selected.

Auditing Entry for Local Disk (C:) 21x|
Object |

Name: | Gibson MICROSOF-860JD @ mgibson]  Change..
Apply ante: [ This folder, sublolders and fles =]
Access Successtl  Falled

Full Contral [m] M =

Traverse Folder / Execute File m]

List Folder / Read Data m]

Fiead Attributes [m]

Fiead Extended Attributes [m]

Cieate Files / Wiite Data [m]

Create Folders / Append Data m]

“wiite Attributes [m}

“wiiite: Extended Attributes [m}

Delate Subfolders and Files m]

Delste [m}

Read Permissions m]

oo P = ==
[~ Aapl these audiing eniiies 1o obiecls Clear Al

and/or containers within this container only

Figure 2.11 Failure auditing causes events to be added to the event log when a user is
denied access to a resource

8. Click OK twice. Windows Server 2003 will apply the auditing setting to the folder,
subfolder, and files automatically. If you are applying access to a large number of
files, such as the entire C drive, this may take a moment.

9. Click OK to close the properties dialog box and return to Windows Explorer.
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Now that failure auditing is enabled for those resources, every time the specified user
is denied access to the resource, Windows Server 2003 will add an event to the Security
event log.

Analyzing events in Event Viewer

After you have enabled auditing and re-created the problem condition, Windows
Server 2003 will add events to the Security event log describing which resource could
not be accessed and the type of operation that was attempted. To view failure audit
events by using Event Viewer:

1. As an administrator, log on to the system with the resources you are troubleshoot-
ing. If you are troubleshooting access to Active Directory objects, log on to a
domain controller.

Click Start, click Administrative Tools, and then click Event Viewer.
In the left pane, click Security. The Security event log will be displayed.

On the View menu, click Filter. The Security Properties dialog box appears.

Yook N

Clear the Information, Warning, Error, and Success Audit check boxes. Only the
Failure Audit check box should remain selected. Click OK.

6. Event Viewer will now display only failure audits in the right pane. Double-click
the most recent failure audit to examine the contents of the event. The Event Prop-
erties dialog box appears, as shown in Figure 2.12.

Ewvent |

[rate: 10/22/2003 Source:  Security + |
Time: 43810 PM Categorny: Object Access

Type: Failure Aud  Ewvent [D: 560

User: MICROS0F-86GJ DR mgibson |

Computer: MICROSOF-260J00

Description:
Object Oper:

Object Server: Security
Object Type: File
Object Mame: CATEFO-299
Handle ID: -
Operation [0 10.418553}
Process ID:

1532
Image File Mame:  C:WWINDOWShexplorer. exe
Frimary Uzer Mame: mgibson

Primary Domain: ~ MICROSOF-860J00 LI
Data: % Butes € Words
QK | Cancel | Lpply |

Figure 2.12 Event Viewer reveals the object that the user lacked sufficient permissions to
access
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7. Examine the Description field. This field shows the type of object, the object
name, the process ID and image file name of the application used to access the
object, and the type of operation that was performed on the object. For example,
the following are the contents of the Description field for a user, mgibson, that
was denied access to the C:\TK70-299 folder when she attempted to access the
folder using Windows Explorer.

Object Open:

Object Server: Security

Object Type: File

Object Name: C:\TK70-299

Handle ID: -

Operation ID: {0,419122}

Process ID: 1592

Image File Name: C:\WINDOWS\explorer.exe
Primary User Name: mgibson

Primary Domain: MICROSOF-86QJDQ

Primary Logon ID: (0x0,0x60641)

Client User Name: -
Client Domain: -

Client Logon ID: -
Accesses: SYNCHRONIZE
ReadData (or ListDirectory)
Privileges: -

Restricted Sid Count: 0
Access Mask: 0x100001

Notice that the Accesses line lists Synchronize and ReadData. This indicates that
the user was attempting to gain read access to the C:\TK70-299 directory. To
resolve this problem, you would grant the user (or a group to which the user
belongs) read access to that folder.

8. Browse through other failure audit events to determine other resources to which
the user might require access.

After identifying the resources the user requires access to and assigning new per-
missions, repeat the troubleshooting process by re-creating the problem. If the
problem is resolved, follow the procedure described in “Enabling resource audit-



2-54 Chapter 2 Planning and Configuring an Authorization Strategy

ing” and “Enabling system auditing” in this chapter to return the auditing configu-
ration to its original state. If the problem isn’t resolved, review the Security event
log again to identify other permissions that are lacking, and repeat this process.

Lesson Review

The following questions are intended to reinforce key information presented in this
lesson. If you are unable to answer a question, review the lesson materials and try the
question again. You can find answers to the questions in the “Questions and Answers”
section at the end of this chapter.

1. John is a member of both the IT and Finance groups. When John attempts to edit
a file, he is denied access. Which of the following scenarios are potential causes of
this problem? (Choose all that apply.)

a. The IT group has the Deny Read & Execute file permission assigned, and the
Finance Group has the Grant Modify permission assigned.

b. The IT group has the Grant Modify permission assigned, and the Finance
group has no permissions assigned.

c. Neither the IT group, the Finance group, nor John’s user account have per-
missions to the object explicitly assigned.

d. The IT group has the Grant Modify permission assigned, and the Finance
group has the Deny Change Permission special permissions assigned.

2. The Effective Permissions tool can be used to discover which of the following
pieces of information? (Choose all that apply.)

. That the user John is a member of the Interactive special group

a
b. That the user John is a member of the Finance security group

o

That the Finance security group has been denied access to a folder

&

That the user John will be denied access to a file because access is denied to
a group of which John is a member
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Lesson Summary

m Identify whether a particular problem is related to authorization by attempting to
perform the action using an administrator account.

m If you follow the principle of least privilege carefully, you are likely to inadvert-
ently restrict users from accessing resources they should legitimately be able to
access.

m To troubleshoot authorization problems, start by identifying the objects that are
required by the user. Auditing can be used to identify which objects the user is
being denied access to. After auditing is enabled, Windows Server 2003 will add
events to the event log describing the resource with insufficient privileges.

m If you enable auditing for the purpose of troubleshooting, return it to its original
state after the problem has been resolved.

m  Use the Effective Permissions tool to identify the permissions a user or group has
to an object.

Case Scenario Exercise

In this exercise, you will read a scenario about a fictitious pharmaceutical company’s
Active Directory deployment, and then answer the questions that follow. The questions
are intended to reinforce key information presented in this chapter. If you are unable
to answer a question, review the lessons and try the question again. You can find
answers to the questions in the “Questions and Answers” section at the end of this
chapter.

Scenario

You are consulting for a pharmaceutical company named Fabrikam, Inc., that special-
izes in the development of drugs that fight heart disease. Fabrikam employs a staff of
over 600 scientists and researchers, many of whom have worked for other companies
in the pharmaceutical industry. Fabrikam’s headquarters are located in Ithaca, New
York. Fabrikam has remote offices in Boston, Massachusetts, and Palo Alto, California.

Fabrikam is in the planning phase of a new Active Directory deployment, and has
asked you to design their group strategy. The consultant responsible for the Active
Directory design informs you that Fabrikam’s business groups are not limited to a sin-
gle office. In other words, members of the accounts payable team in both Ithaca and
Palo Alto will be granted access to the same resources. However, each location has
resources, such as printers, that only users at a specific location should be allowed to
access.
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Questions

1. Which of the following group names is most fitting to an appropriate naming
strategy?

=N

a. Accounts Payable
b.

C.

Boston AP
GG Accounts Payable

. GG Ithaca Accounts Payable
. GG Ithaca New York Accounts Payable

2. How will you recommend that Fabrikam enforce the group naming conventions?

3. Will you recommend the User/ACL, Account Group/ACL, or Account Group/
Resource Group authorization method?
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Troubleshooting Lab

In this lab, you troubleshoot a problem related to authorization. Read the following
scenario and then answer the questions that follow. The questions are intended to rein-
force key information presented in this chapter. If you are unable to answer a question,
review the lessons and try the question again. You can find answers to the questions in
the “Questions and Answers” section at the end of this chapter.

@ \ Important To complete this lab, you must have completed the exercise in Lesson 1 of this
chapter.

Scenario

A user, Mary Gibson, is complaining about her inability to access the C:\TK70-
299\ ACLTest.txt file on Computerl. Use the troubleshooting tools described in this
chapter to identify the source of the problem. Then identify the best way to resolve the
problem and implement the appropriate change.

Questions

1. What is the best way to quickly determine what access Mary has to the file?

2. What permissions does Mary have to the file?

3. How can you identify the user membership that is causing Mary to be denied
access to the file?
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4. What access control entry is responsible for Mary’s access being denied?

5.

What should you do before modifying the permissions to grant Mary access?

Chapter Summary

Files and folders, shared folders, printers, services, Active Directory objects, Ter-
minal Services connections, Windows Management Interface objects, and registry
keys and values have similar but not identical authorization methods.

An access control list (ACL) defines who can access an object and what actions the
users can take with the object. An ACL consists of multiple access control entries
(ACEs). An ACE defines how a specific user or group is allowed to access an object.

Explicit permissions are assigned directly to an object, whereas inherited permis-
sions propagate to an object from its parent object. Using inherited permissions
greatly simplifies managing permissions.

You can use groups to efficiently manage access to domain resources, which helps
simplify administration. There are two types of groups in Active Directory: distri-
bution groups and security groups.

Groups are characterized by a scope that identifies the extent to which the group
is applied in the domain tree or forest. The group scope determines whether the
group spans multiple domains or is limited to a single domain. Windows Server
2003 supports the following group scopes:

[Local
[ Global
[ Domain Local

[ Universal
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Depending on the functional level, certain features are enabled or disabled in
Active Directory. The default domain functional level is Windows 2000 mixed.
When you raise the domain functional level to Windows 2000 native, Windows
Server 2003 interim, or Windows Server 2003, the applicable features for that
domain are enabled.

When using the User/Access control method, you add the user account that needs
access to a resource directly to the ACL of the resource. When using the Account
Group/Resource Group method, you add users with similar access requirements
into account groups, and then add account groups as members to a resource
group that has been granted specific resource access permissions.

By delegating security group maintenance to the appropriate individuals, you can
ensure that requests for changes in membership are evaluated by individuals who
can judge the appropriateness of the requests, who have the authority to make the
changes, and who are motivated to keep group membership and access permis-
sions correct and up-to-date.

To troubleshoot authorization problems, start by identifying the objects that are
required by the user. Auditing can be used to identify which objects the user is
being denied access to. After auditing is enabled, Windows Server 2003 will add
events to the event log describing the resource with insufficient privileges.

Exam Highlights

Before taking the exam, review the key topics and terms that are presented in this
chapter. You need to know this information.

Key Topics

Understand the difference between authorization and authentication.
Understand the relationship between standard and special permissions.
Know how effective permissions are calculated.

Be able to compare the various types of groups, and to diagram how different
types of groups can be nested.

Be able to list the built-in and special groups.
Be able to create group naming strategies to suit various types of environments.

Be able to troubleshoot authorization problems.
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Key Terms

access control entry An entry in an object’s access control list that grants permis-
sions to a user or group.

access control list A collection of access control entries that collectively defines the
access that all users and groups have to the object.

authorization The process of determining whether a user, after having been vali-
dated, really should have access to do what he or she has requested.

least privilege A fundamental security principle wherein the administrator makes an
effort to grant users only the minimal permissions they need to do their job.

special groups Groups created by Windows Server 2003 whose membership is
dynamic and determined by the way a user interacts with the system.
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Questions and Answers

Questions and Answers

Lesson 1 Review

;algg 1. Sam is a member of both the IT group and the Administrators group. Sam is
) attempting to access a file with the following permissions:

[Administrators: Grant Full Control

IT: Grant Modify
What are Sam’s effective privileges to the file?
Full Control
Modify

S

Read & Execute
Read

&0

e. Write
f. None

a. Sam has Full Control over the file because he is a member of the Administrators group, and
nothing has overridden the ACE assigning Full Control privileges to the Administrators group.

2. Sam is a member of both the IT group and the Administrators group. Sam is
attempting to access a file with the following permissions:

[ Administrators: Grant Full Control
[1IT: Deny Full Control
What are Sam’s effective privileges to the file?
Full Control
Modify
Read & Execute
Read

g o®

&0

e. Write
f. None

f. Sam will be denied access to the file because Sam is a member of the IT group. The Deny
ACE assigned to the IT group overrides all ACEs that grant privileges.
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3. Which of the following is a standard permission for a file or folder?

a. Read Attributes
b. Delete
c. Read & Execute
d. Take Ownership

c. Read & Execute is a standard file and folder permission. The other options are valid special

permissions.

Lesson 2 Review
;?3859 1. Which of the following built-in groups is present on a domain controller?

a. Administrators
b. Power Users
c. DHCP Users
d. Backup Operators

c. DHCP Users is a domain group. All the other options exist in the local user database of
standalone or member servers.

2. Which of the following special groups could you assign to an ACL to prevent
access from unauthenticated users?

a. Everyone
b. Anonymous Logon
c. Authenticated Users
d. Interactive
b. The Anonymous Logon special group contains members who have not been authenticated.

3. Which of the following are not available at the Windows 2000 native domain func-
tional level?

a. Universal groups

b. Nesting groups

c. Converting groups

d. Renaming domain controllers
e. SID history

d. Renaming domain controllers is not