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Lead Author

“I'm Johnny. I Hack Stuff.”

Have you ever had a hobby that changed your life? This Google Hacking thing
began as a hobby, but sometime in 2004 it transformed into an unexpected gift. In that
year, the high point of my professional career was a speaking gig I landed at Defcon. I
was on top of the world that year and I let it get to my head—I really was an egotis-
tical little turd. I presented my Google Hacking talk, making sure to emulate the rock-
star speakers I admired. The talk went well, securing rave reviews and hinting at a
rock-star speaking career of my own. The outlook was very promising, but the
weekend left me feeling empty.

In the span of two days a series of unfortunate events flung me from the moun-
taintop of success and slammed me mercilessly onto the craggy rocks of the valley of
despair. Overdone? A bit, but that’s how it felt for me—and I didn’t even get a Balroc
carcass out of the deal. I'm not sure what caused me to do it, but I threw up my hands
and gave up all my professional spoils—my career, my five hundred user website and
my fledgling speaking career—to God.

At the time, I didn’t exactly understand what that meant, but I was serious about
the need for drastic change and the inexplicable desire to live with a higher purpose.
For the first time in my life, I saw the shallowness and self-centeredness of my life, and
it horrified me. I wanted something more, and I asked for it in a real way. The funny
thing is, I got so much more than I asked for.

Syngress approached and asked if I would write a book on Google Hacking, the first
edition of the book you’re holding. Desperately hoping I could mask my inexperience
and distaste for writing, I accepted what I would come to call the “original gift.”
Google Hacking is now a best seller.

My website grew from 500 to nearly 80,000 users. The Google book project led to
ten or so additional book projects. The media tidal wave was impressive—first came
Slashdot, followed quickly by the online, print, TV and cable outlets. I quickly earned
my world traveler credentials as conference bookings started pouring in. The commu-
nity I wanted so much to be a part of—the hacking community—embraced me
unconditionally, despite my newly conservative outlook. They bought books through
my website, generating income for charity, and eventually they fully funded my wife



and me on our mission’s trip to Uganda, Africa. That series of events changed my life

and set the stage for ihackcharities.com, an organization aimed at connecting the skills
of the hacking community with charities that need those skills. My “real” life is trans-
formed as well—my relationship with my wife and kids is better than it ever has been.

So as you can see, this is so much more than just a book to me. This really was
the original gift, and I took the task of updating it very seriously. I've personally
scrutinized every single word and photo—especially the ones I've written—to make
sure it’s done right. I’'m proud of this second edition, and I'm grateful to you, the
reader, for supporting the efforts of the many that have poured themselves into this
project. Thank you.

Thank you for visiting us at http://johnny.ihackstuff.com and for getting the
word out. Thank you for supporting and linking to the Google Hacking Database.
Thank you for clicking through our Amazon links to fund charities. Thank you for
giving us a platform to affect real change, not only in the security community but also
in the world at large. I am truly humbled by your support.

—Johnny Long
October 2007

Contributing Authors

Roelof Temmingh Born in South Africa, Roelof studied at the University
of Pretoria and completed his Electronic Engineering degree in 1995. His
passion for computer security had by then caught up with him and mani-
fested itself in various forms. He worked as developer, and later as a system
architect at an information security engineering firm from 1995 to 2000. In
early 2000 he founded the security assessment and consulting firm
SensePost along with some of the leading thinkers in the field. During his
time at SensePost he was the Technical Director in charge of the assessment
team and later headed the Innovation Centre for the company. Roelof has
spoken at various international conferences such as Blackhat, Defcon,
Cansecwest, RSA, Ruxcon, and FIRST. He has contributed to books such
as Stealing the Network: How to Own a Continent, Penetration Tester’s Open



Source Toolkit, and was one of the lead trainers in the “Hacking by
Numbers” training course. Roelof has authored several well known security
testing applications like Wikto, Crowbar, BIDIBLAH and Suru. At the start
of 2007 he founded Paterva in order to pursue R&D in his own capacity.
At Paterva Roelof developed an application called Evolution (now called
Maltego) that has shown tremendous promise in the field of information
collection and correlation.

Petko “pdp” D. Petkov is a senior [T security consultant based in
London, United Kingdom. His day-to-day work involves identifying vul-
nerabilities, building attack strategies and creating attack tools and penetra-
tion testing infrastructures. Petko is known in the underground circles as
pdp or architect but his name is well known in the IT security industry for
his strong technical background and creative thinking. He has been working
for some of the world’s top companies, providing consultancy on the latest
security vulnerabilities and attack technologies.

His latest project, GNUCITIZEN (gnucitizen.org), is one of the leading
web application security resources on-line where part of his work is dis-
closed for the benefit of the public. Petko defines himself as a cool hunter
in the security circles.

He lives with his lovely girlfriend Ivana, without whom his contribu-
tion to this book would not have been possible.

CP is a moderator of the GHDB and forums at
http://johnny.ithackstuft.com, a Developer of many open source tools
including Advanced Dork: and Google Site Indexer, Co-Founder of
http://tankedgenius.com , a freelance security consultant, and an active
member of DC949 http://dc949.org in which he takes part in developing
and running an annual hacking contest Known as Amateur/Open Capture
the Flag as well as various research projects.

“I am many things, but most importantly, a hacker.” — CP

Xi



Xii

Jeff Stewart, Jeftball55, currently attends East Stroudsburg University
where he’s majoring in Computer Science, Computer Security, and Applied
Mathematics. He actively participates on johnny.ihackstuff.com forums,
where he often writes programs and Firefox extensions that interact with
Google’s services. All of his current projects can be found on
http://www.tankedgenius.com. More recently he has taken a job with FD
Software Enterprise, to help produce an Incident Management System for
several hospitals.

Ryan Langley is a California native who is currently residing in Los
Angeles. A part time programmer and security evaluator Ryan is constantly
exploring and learning about IT security, and new evaluation techniques.
Ryan has five years of system repair and administration experience. He can
often be found working on a project with either CP or Jeffball.



Contents

Chapter 1 Google Searching Basics................... 1
Introduction . ............. . 2
Exploring Google’s Web-based Interface ................ 2

Google’s Web Search Page .. ........... ... ... ... 2
Google Web Results Page . ....................... 4
Google Groups . .. ... 6
Google Image Search . ...... ... ... ... ... ... 7
Google Preferences . ............... ... ... 8
Language Tools .. ... ... ... . ... ... .. . ... 11
Building Google Queries . ............. ... ... ...... 13
The Golden Rules of Google Searching . . ........... 13
Basic Searching . . ........ ... ... ... 15
Using Boolean Operators and Special Characters . . . . .. 16
Search Reduction . ...... ... ... ... ... . ... ..... 18
Working With Google URLs . ...................... 22
URL Syntax . ... 23
Special Characters .. ........... ... ............. 23
Putting the Pieces Together . ..................... 24
Summary . ... 44
Solutions Fast Track . ............ ... ... ........ 44
Links to Sites ... ........... . . . . 45
Frequently Asked Questions .. ...................... 46

Chapter 2 Advanced Operators. .. .................. 49
Introduction .. ... .. .. 50
Operator Syntax . . ......... ... 51

Troubleshooting Your Syntax . .................... 52
Introducing Google’s Advanced Operators . .. ........... 53

Intitle and Allintitle: Search Within the Title of a Page . .54
Allintext: Locate a String Within the Text of a Page ... .57

Inurl and Allinurl: Finding Text ina URL ........... 57
Site: Narrow Search to Specific Sites .. ............. 59
Filetype: Search for Files of a Specific Type . .......... 61
Link: Search for Links toa Page . .................. 65

Xiii



Xiv

Contents

Inanchor: Locate Text Within Link Text .. ........... 68
Cache: Show the Cached Version of a Page .......... 69
Numrange: Search fora Number ... ......... ... ... 69
Daterange: Search for Pages
Published Within a Certain Date Range . ........... 70
Info: Show Google’s Summary Information .......... 71
Related: Show Related Sites .. ................... 72
Author: Search Groups
for an Author of a Newsgroup Post . ............... 72
Group: Search Group Titles .. .................... 75
Insubject: Search Google Groups Subject Lines . . .. .. .. 75
Msgid: Locate a Group Post by Message ID ... ....... 76
Stocks: Search for Stock Information ............... 77
Define: Show the Definition of aTerm . ... .......... 78
Phonebook: Search Phone Listings . . ............... 79
Colliding Operators and Bad Search-Fu .. ....... ... ... 81
Summary . ... . 86
Solutions Fast Track . ........ ... ... .. ... ... ....... 86
Links to Sites .. ....... . ... . 90
Frequently Asked Questions . ....................... 91
Chapter 3 Google Hacking Basics ................... 93
Introduction .. ........ ... . . 94
Anonymity with Caches ................ ... ....... 94
Directory Listings ... ...... ... ... ... ... 100
Locating Directory Listings ... .................. 101
Finding Specific Directories ... .................. 102
Finding Specific Files . . .. ... ... ... 103
Server Versioning . ......... ... ... .. . .. .. ... 103
Going Out on a Limb: Traversal Techniques . ........... 110
Directory Traversal . . . ... ... ... ... ... .. 110
Incremental Substitution . ...................... 112
Extension Walking . .. ....... ... ... ... ... ... 112
Summary . ... 116
Solutions Fast Track . ...... ... ... ... ... ... ..... 116
Links to Sites .. ... ... ... .. 118

Frequently Asked Questions .. ..................... 118



Contents XV

Chapter 4 Document Grinding and Database Digging . 121

Introduction . ....... ... ... ... 122
Configuration Files . . ... ... ... ... .. ... ... ... 123
Log Files . ... ... 130
Office Documents . . .......................... 133
Database Digging .. ....... ... ... .. ... 134
Login Portals . .. ... ... ... . . 135
Support Files . ... ... .. ... ... 137
Error Messages . ......... ... ... .. ... . ... 139
Database Dumps .. .......... . 147
Actual Database Files . ........ ... ... ... .. .... 149
Automated Grinding . . .. ... ... L 150
Google Desktop Search .. ............... ... .. ... 153
Summary ... ... 156
Solutions Fast Track . ....... ... ... ... ... .. .... 156
Links to Sites ... ... ... 157
Frequently Asked Questions . ...................... 158
Chapter 5 Google’s Part in an
Information Collection Framework................. 161
Introduction . ...... ... ... ... 162
The Principles of Automating Searches . .............. 162
The Original SearchTerm .. .................... 165
Expanding Search Terms .. ..................... 166
E-mail Addresses . . ........ ... ... .. ... 166
Telephone Numbers .. ........ ... ... ....... 168
People .. ... .. 169
Getting Lots of Results ... ................... 170
More Combinations .. ...................... 171
Using “Special” Operators . . .................. 172
Getting the Data From the Source . ... ............ 173
Scraping it Yourself—R equesting
and Receiving Responses . .................. 173
Scraping it Yourself — The Butcher Shop ......... 179
Dapper . ... oo 184
Aura/EvilAPL .. ... ... 184
Using Other Search Engines .. ................ 185

Parsing the Data ... ... ... ... ... ... ... ... . ... 186



xvi Contents

Parsing E-mail Addresses .. ................... 186
Domains and Sub-domains .. ................. 190
Telephone Numbers ... ..................... 191

Post Processing . . ... ... . ... L 193
Sorting Results by Relevance ................. 193
Beyond Snippets . ... .. .o 195
Presenting Results .. .......... ... ... ........ 196
Applications of Data Mining . ...................... 196
Mildly Amusing . . ... ... 196
Most Interesting . ............. . ... ... 199
Taking It One Step Further .. ..... ... ... ... 209
Collecting Search Terms . ............... ... ....... 212
OntheWeb ...... ... ... ... ... .. 212
SpyingonYour Own . ...... ... . ... . ... . .... 214
SearchTerms . ......... .. ... . ............. 214

Gmail . ... . 217
Honey Words . ....... ... ... ... . ... ... .. .. 219
Referrals .. ... .. . 221
Summary .. ... 222
Chapter 6 Locating Exploits and Finding Targets . .... 223
Introduction . ...... ... ... ... 224
Locating Exploit Code . ........... ... ... ......... 224
Locating Public Exploit Sites .. .................. 224
Locating Exploits Via Common Code Strings . ......... 226
Locating Code with Google Code Search .. ........... 227
Locating Malware and Executables . . . ................ 230
Locating Vulnerable Targets .. ...................... 234
Locating Targets Via Demonstration Pages .......... 235
Locating Targets Via Source Code . ............... 238
Locating Targets Via CGI Scanning .. ............. 257
Summary .. ... 260
Solutions Fast Track . ....... ... ... ... ... ... .... 260
Links to Sites .. ... ... . 261
Frequently Asked Questions . ...................... 262

Chapter 7 Ten Simple Security Searches That Work . .. 263
Introduction . ......... .. .. . .. ... 264



SIEE o o e 264
intitle:index.of . ... 265
EITOT | WarnING . . ..o vttt ittt et e 265
login | logon . ......... . . .. 267
username | userid | employee.ID | “your username is” .. .268
password | passcode | “your password is” . ............ 268
admin | administrator . ... ... o 269
—ext:html —ext:htm —ext:shtml —ext:asp —ext:php ........ 271
inurl:temp | inurl:tmp | inurl:backup | inurl:bak ... ... .. 275
intranet | help.desk . ... . ... 275
Summary .. ... 277
Solutions Fast Track . ....... ... ... .. .. .......... 277
Frequently Asked Questions . ...................... 279

Chapter 8 Tracking Down Web Servers,

Login Portals, and Network Hardware.............. 281
Introduction . ...... ... .. ... 282
Locating and Profiling Web Servers . ................. 282

Directory Listings . ............ . ... ... ..... 283
Web Server Software Error Messages .. ............ 284
Microsoft IIS . . . .. ... . . 284
Apache Web Server . .. ... ... L. 288
Application Software Error Messages .. ............ 296
Default Pages . ...... ... ... . 299
Default Documentation . . ...................... 304
Sample Programs . .. ... ... . 307
Locating Login Portals .. ....... ... ... ... ......... 309
Using and Locating Various Web Utilities . . ... ...... 321
Targeting Web-Enabled Network Devices ............. 326
Locating Various Network Reports . ................. 327
Locating Network Hardware .. ..................... 330
Summary .. ... 340
Solutions Fast Track . ........ ... ... ... ... ... ... 340
Frequently Asked Questions . ...................... 342

Contents

Xvii



xviii Contents

Chapter 9 Usernames, Passwords,

and Secret Stuff, OhMy!......................... 345
Introduction . ....... ... ... ... 346
Searching for Usernames ... ....................... 346
Searching for Passwords . . ......... ... ... . .. ... 352
Searching for Credit Card Numbers, Social Security Numbers, and
More ... .. 361

Social Security Numbers .. ..................... 363
Personal Financial Data .. ........... .. .. ... ... 363
Searching for Other Juicy Info . . ............ ... ... 365
Summary .. ... 369
Solutions Fast Track . ...... ... ... ... ... ... ... 369
Frequently Asked Questions . ...................... 370

Chapter 10 Hacking Google Services ............... 373

AJAX Search APL ... .. . 374
Embedding Google AJAX Search API . ............ 375
Deeper into the AJAX Search . .................. 379
Hacking into the AJAX Search Engine ............ 384

Calendar . ..... ... ... ... 389

Blogger and Google’s Blog Search .. ................. 392
Google Splogger .. ..... ... ... 393

Signaling Alerts .. ........ . ... ... .. 402

Google CO-0p oo 404
Google AJAX Search API Integration ............. 409

Google Code . ... ... ... . ... 410
Brief Introduction to SVN .. ... ... ... . ... 411
Getting the files online . .......... ... ... ........ 412
Searching the Code . .......... .. ... .......... 414

Chapter 11 Google Hacking Showcase.............. 419
Introduction . ...... ... ... ... 420
Geek Stuft .. ... . 421

Utilities . . .o 421
Open Network Devices . . ...................... 424
Open Applications . . ....... ... ... 432

Cameras . ........ ... 438

Telco Gear ... .. ... ... . 446



Contents Xix

Sensitive Info ... ... ... 455
Police Reports .. ... ... ... 461
Social Security Numbers . ... ...................... 464
Credit Card Information . ...................... 469
Beyond Google . .. ... ... 472
Summary .. ... 477
Chapter 12 Protecting Yourself from Google Hackers. . 479
Introduction . ......... . ... 480
A Good, Solid Security Policy . ..................... 480
Web Server Safeguards .. ......... ... ... .. . . ... 481
Directory Listings and Missing Index Files .......... 481
Robots.txt: Preventing Caching .. ................ 482
NOARCHIVE: The Cache “Killer” .. ............. 485
NOSNIPPET: Getting Rid of Snippets . ........... 485
Password-Protection Mechanisms ... .............. 485
Software Default Settings and Programs . ........... 487
HackingYour Own Site .. ... ... .. ... ...... 488
Site Yourself .. ... ... . . ... 489
Gooscan .. ... 489
Installing Gooscan ... ... ... ... ... .. ...... 490
Gooscan’s Options . ... 490
Gooscan’s Data Files .. ...................... 492

Using GOOSCan . . ..ottt 494
Windows Tools and the .NET Framework .......... 499
Athena . ... ... .. 500
Using Athena’s Config Files . .. ................ 502
Constructing Athena Config Files . ............. 503
Wikto . ..o 505
Google Rower . ..... ... ... ... .. 508
Google Site Indexer . . . ... .. ... oL 510
Advanced Dork . ... ... ... 512
Getting Help from Google . ....................... 515
Summary . ... 517
Solutions Fast Track . ..... ... ... ... ... .. .... 517
Links to Sites . ... ... .. 518
Frequently Asked Questions .. ..................... 519






Chapter 1

Google

Searching Basics

Solutions in this chapter:

= Exploring Google’s Web-based Interface
m Building Google Queries

m  Working With Google URLs

M Summary
M Solutions Fast Track

M Frequently Asked Questions




2 Chapter 1 » Google Search Basics

Introduction

Google’s Web interface is unmistakable. Its “look and feel” is copyright-protected, and for
good reason. It is clean and simple. What most people fail to realize is that the interface is
also extremely powerful. Throughout this book, we will see how you can use Google to
uncover truly amazing things. However, as in most things in life, before you can run, you
must learn to walk.

This chapter takes a look at the basics of Google searching. We begin by exploring the
powerful Web-based interface that has made Google a household word. Even the most
advanced Google users still rely on the Web-based interface for the majority of their day-to-
day queries. Once we understand how to navigate and interpret the results from the various
interfaces, we will explore basic search techniques.

Understanding basic search techniques will help us build a firm foundation on which to
base more advanced queries. You will learn how to properly use the Boolean operators
(AND, NOT, and OR) as well as exploring the power and flexibility of grouping searches.
We will also learn Google’s unique implementation of several diftferent wildcard characters.

Finally, you will learn the syntax of Google’s Uniform Resource Locator (URL) struc-
ture. Learning the ins and outs of the Google URL will give you access to greater speed and
flexibility when submitting a series of related Google searches. We will see that the Google
URL structure provides an excellent “shorthand” for exchanging interesting searches with
friends and colleagues.

Exploring Google’s Web-based Interface

Google’'s Web Search Page

The main Google Web page, shown in Figure 1.1, can be found at www.google.com. The
interface is known for its clean lines, pleasingly uncluttered feel, and friendly interface.
Although the interface might seem relatively featureless at first glance, we will see that many
different search functions can be performed right from this first page.

As shown in Figure 1.1, there’s only one place to type. This is the search field. In order to
ask Google a question or query, you simply type what you’re looking for and either press
Enter (if your browser supports it) or click the Google Search button to be taken to the
results page for your query.

www.syngress.com
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Figure 1.1 The Main Google Web Page

ene Google
a4 P | [ + | @ hup:/ fwww.google.com/ o Q- Google
Web |mages Video News Maps Gmail more v iGoogle | Sign in

Google

Advanced Search
Preferances
Language Tools

-‘_Google Search \ “I'm Feeling Luck\,r_\'

Advertising Programs - Business Solutions - About Google

E2007 Google

The links at the top of the screen (Web, Images, Video, and so on) open the other
search areas shown in Table 1.1.The basic search functionality of each section is the same:
each search area of the Google Web interface has different capabilities and accepts different
search operators, as we will see in Chapter 2. For example, the author operator works well in
Google Groups, but may fail in other search areas. Table 1.1 outlines the functionality of
each distinct area of the main Google Web page.

Table 1.1 The Links and Functions of Google’s Main Page

Interface Section Description

The Google toolbar The browser | am using has a Google “toolbar”
installed and presented next to the address bar. We will
take a look at various Google toolbars in the next sec-

tion.
Web, Images, Video, These tabs allow you to search Web pages,
News, Maps, Gmail and  photographs, message group postings, Google maps,
more tabs and Google Mail, respectively. If you are a first-time

Google user, understand that these tabs are not always

a replacement for the Submit Search button. These tabs
simply whisk you away to other Google search applica-

tions.

iGoogle This link takes you to your personal Google home
page.

Continued
www.syngress.com
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Table 1.1 The Links and Functions of Google’s Main Page

Interface Section

Description

Sign in

Search term input field

Google Search button

I’'m Feeling Lucky
button

Advanced Search

Preferences

Language tools

This link allows you to sign in to access additional func-
tionality by logging in to your Google Account.

Located directly below the alternate search tabs, this
text field allows you to enter a Google search term. We

will discuss the syntax of Google searching throughout
this book.

This button submits your search term. In many
browsers, simply pressing the Enter/Return key after
typing a search term will activate this button.

Instead of presenting a list of search results, this button
will forward you to the highest-ranked page for the
entered search term. Often this page is the most rele-
vant page for the entered search term.

This link takes you to the Advanced Search page as
shown. We will look at these advanced search options
in Chapter 2.

This link allows you to select several options (which are
stored in cookies on your machine for later retrieval).
Available options include language selection, parental
filters, number of results per page, and window
options.

This link allows you to set many different language
options and translate text to and from various lan-
guages.

Google Web Results Page

After it processes a search query, Google displays a results page. The results page, shown in

Figure 1.2, lists the results of your search and provides links to the Web pages that contain

your search text.

The top part of the search result page mimics the main Web search page. Notice the
Images, Video, News, Maps, and Gmail links at the top of the page. By clicking these links

from a search page, you automatically resubmit your search as another type of search,

without having to retype your query.

www.syngress.com
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Figure 1.2 A Typical Web Search Results Page
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Cached - Similar pages £
Display a menu v

The results line shows which results are displayed (1-10, in this case), the approximate
total number of matches (here, over eight million), the search query itself (including links to
dictionary lookups of individual words), and the amount of time the query took to execute.
The speed of the query is often overlooked, but it is quite impressive. Even large queries
resulting in millions of hits are returned within a fraction of a second!

For each entry on the results page, Google lists the name of the site, a summary of the
site (usually the first few lines of content), the URL of the page that matched, the size and
date the page was last crawled, a cached link that shows the page as it appeared when
Google last crawled it, and a link to pages with similar content. If the result page is written
in a language other than your native language and Google supports the translation from that
language into yours (set in the preferences screen), a link titled Translate this page will appear,
allowing you to read an approximation of that page in your own language (see Figure 1.3).
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Figure 1.3 Google Translation

Le musée virtuel du cochon - [ Translate this page |

cochon du mois et courez la chance d'avoir votre nom inscrit &
perpétuité dans ce site. ...
membres.lycos.fimuseecochon/ - 16k - Cached - Similar pages

Underground Googling...

Translation Proxies

It's possible to use Google as a transparent proxy server via the translation service.
When you click a Translate this page link, you are taken to a translated copy of that
page hosted on Google's servers. This serves as a sort of proxy server, fetching the page
on your behalf. If the page you want to view requires no translation, you can still use
the translation service as a proxy server by modifying the h/ variable in the URL to
match the native language of the page. Bear in mind that images are not proxied in
this manner.

Google Groups

Due to the surge in popularity of Web-based discussion forums, blogs, mailing lists, and
instant-messaging technologies, USENET newsgroups, the oldest of public discussion
forums, have become an overlooked form of online public discussion. Thousands of users
still post to USENET on a daily basis. A thorough discussion about what USENET encom-
passes can be found at www.fags.org/faqs/usenet/what-is/part1/. DejaNews
(www.deja.com) was once considered the authoritative collection point for all past and pre-
sent newsgroup messages until Google acquired deja.com in February 2001 (see
www.google.com/press/pressrel/pressrelease48.html). This acquisition gave users the ability
to search the entire archive of USENET messages posted since 1995 via the simple, straight-
forward Google search interface. Google refers to USENET groups as Google Groups.
Today, Internet users around the globe turn to Google Groups for general discussion and
problem solving. It is very common for Information Technology (IT) practitioners to turn to
Google’s Groups section for answers to all sorts of technology-related issues. The old
USENET community still thrives and flourishes behind the sleek interface of the Google
Groups search engine.

The Google Groups search can be accessed by clicking the Groups tab of the main
Google Web page or by surfing to http://groups.google.com. The search interface (shown in

www.syngress.com
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Figure 1.4) looks quite a bit different from other Google search pages, yet the search capabil-
ities operate in much the same way. The major difterence between the Groups search page
and the Web search page lies in the newsgroup browsing links.

Figure 1.4 The Google Groups Search Page
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Entering a search term into the entry field and clicking the Search button whisks you
away to the Groups search results page, which is very similar to the Web search results page.

Google Image Search

The Google Image search feature allows you to search (at the time of this writing) over a
billion graphic files that match your search criteria. Google will attempt to locate your
search terms in the image filename, in the image caption, in the text surrounding the image,
and in other undisclosed locations, to return a somewhat “de-duplicated” list of images that
match your search criteria. The Google Image search operates identically to the Web search,
with the exception of a few of the advanced search terms, which we will discuss in the next
chapter. The search results page is also slightly different, as you can see in Figure 1.5.
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Figure 1.5 The Google Images Search Results Page
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The page header looks familiar, but contains a few additions unique to the search results
page. The Moderate SafeSearch link below the search field allows you to enable or disable
images that may be sexually explicit. The Showing dropdown box (located in the Results line)
allows you to narrow image results by size. Below the header, each matching image is shown
in a thumbnail view with the original resolution and size followed by the name of the site
that hosts the image.

Google Preferences

You can access the Preferences page by clicking the Preferences link from any Google
search page or by browsing to www.google.com/preferences. These options primarily per-
tain to language and locality settings, as shown in Figure 1.6.

The Interface Language option describes the language that Google will use when
printing tips and informational messages. In addition, this setting controls the language of
text printed on Google’s navigation items, such as buttons and links. Google assumes that the
language you select here is your native language and will “speak” to you in this language
whenever possible. Setting this option is not the same as using the translation features of
Google (discussed in the following section). Web pages written in French will still appear in
French, regardless of what you select here.
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Figure 1.6 The Google Preferences Screen
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To get an idea of how Google’s Web pages would be altered by a change in the interface
language, take a look at Figure 1.7 to see Google’s main page rendered in “hacker speak.” In
addition to changing this setting on the preferences screen, you can access all the language-

specific Google interfaces directly from the Language Tools screen at www.google.com/

language_tools.

Figure 1.7 The Main Google Page Rendered in “Hacker Speak”
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Even though the main Google Web page is now rendered in “hacker speak,” Google is
still searching for Web pages written in any language. If you are interested in locating Web
pages that are written in a particular language, modify the Search Language setting on the
Google preferences page. By default, Google will always try to locate Web pages written in
any language.

Underground Googling...

Proxy Server Language Hijinks

As we will see in later chapters, proxy servers can be used to help hide your location
and identity while you're surfing the Web. Depending on the geographical location of
a proxy server, the language settings of the main Google page may change to match
the language of the country where the proxy server is located. If your language set-
tings change inexplicably, be sure to check your proxy server settings. Even experi-
enced proxy users can lose track of when a proxy is enabled and when it's not. As we
will see later, language settings can be modified directly via the URL.

The preferences screen also allows you to modify other search parameters, as shown in
Figure 1.8.

Figure 1.8 Additional Preference Settings
6 00 Preferences
| @ E h:tp:,.’fww.googie.com,fpreferences Q- Google Q) |

Google's SafeSearch blocks web pages containing explicit sexual content from
appearing in search results.
) Use strict filtering (Filter both explicit text and explicit images)

@ Use moderate filtering (Filter explicit images only - default behavior)
) Do not filter my search results.

SafeSearch Filtering

Number of Results Google's default (10 results) provides the fastest results.
Display | 10 [3) results per page.

Results Window | Open search results in a new browser window.

Save your preferences when finished and return to search. [ Save Preferences |

{Note: Setting preferences will not work if you have disabled cookies in your browser.)

©2007 Google

RS

Display a menu
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SafeSearch Filtering blocks explicit sexual content from appearing in Web searches.
Although this is a welcome option for day-to-day Web searching, this option should be dis-
abled when you’re performing searches as part of a vulnerability assessment. If sexually
explicit content exists on a Web site whose primary content is not sexual in nature, the exis-
tence of this material may be of interest to the site owner.

The Number of Results setting describes how many results are displayed on each search
result page. This option is highly subjective, based on your tastes and Internet connection
speed. However, you may quickly discover that the default setting of 10 hits per page is
simply not enough. If youre on a relatively fast connection, you should consider setting this
to 100, the maximum number of results per page.

When checked, the Results Window setting opens search results in a new browser
window. This setting is subjective based on your personal tastes. Checking or unchecking
this option should have no ill effects unless your browser (or other software) detects the new
window as a pop-up advertisement and blocks it. If you notice that your Google results
pages are not displaying after you click the Search button, you might want to uncheck this
setting in your Google preferences.

As noted at the bottom of this page, these changes won'’t stick unless you have enabled
cookies in your browser.

Language Tools

The Language Tools screen, accessed from the main Google page, offers several difterent util-
ities for locating and translating Web pages written in different languages. If you rarely search
for Web pages written in other languages, it can become cumbersome to modify your pref-
erences before performing this type of search. The first portion of the Language Tools screen
(shown in Figure 1.9) allows you to perform a quick search for documents written in other
languages as well as documents located in other countries.

Figure 1.9 Google Language Tools: Search Specific Languages or Countries
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The Language Tools screen also includes a utility that performs basic translation ser-
vices. The translation form (shown in Figure 1.10) allows you to paste a block of text from
the clipboard or supply a Web address to a page that Google will translate into a variety of
languages.

Figure 1.10 The Google Translation Tool
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In addition to the translation options available from this screen, Google integrates trans-
lation options into the search results page, as we will see in more detail. The translation
options available from the search results page are based on the language options that are set
from the Preferences screen shown in Figure 1.6. In other words, if your interface language
is set to English and a Web page listed in a search result is French, Google will give you the
option to translate that page into your native language, English. The list of available language
translations is shown in Figure 1.11.

Underground Googling...

Google Toolbars

Don't get distracted by the allure of Google “helper” programs such as browser tool-
bars. All the important search features are available right from the main Google
search screen. Each toolbar offers minor conveniences such as one-click directory
traversals or select-and-search capability, but there are so many different toolbars
available, you'll have to decide for yourself which one is right for you and your oper-
ating environment. Check the Web links at the end of this section for a list of some
popular alternatives.
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Figure 1.11 Google’s Translation Languages

Arabic to English BETA

Chinese to English BETA

Chinese (Simplified to Traditional) BETA
Chinese (Traditional to Simplified) BETA
English to Arabic BETA

English to Chinese (Simplified) BETA
English to Chinese (Traditional) BETA
English to French

English to Cerman

English to Italian

English to Japanese BETA

English to Korean BETA

English to Portuguese

English to Russian BETA

English to Spanish

French to English

French to German

German to English

German to French

Italian to English

Japanese to English BETA

Korean to English BETA

Portuguese to English

Russian to English BETA

+ Spanish to English

Building Google Queries

Google query building is a process. There’s really no such thing as an incorrect search. It’s

entirely possible to create an ineffective search, but with the explosive growth of the Internet

and the size of Google’s cache, a query that’s inefticient today may just provide good results

tomorrow—or next month or next year. The idea behind eftective Google searching is to

get a firm grasp on the basic syntax and then to get a good grasp of effective narrowing tech-

niques. Learning the Google query syntax is the easy part. Learning to effectively narrow

searches can take quite a bit of time and requires a bit of practice. Eventually, you’ll get a feel

for it, and it will become second nature to find the needle in the haystack.

The Golden Rules of Google Searching

Before we discuss Google searching, we should understand some of the basic ground rules:

Google queries are not case sensitive. Google doesn'’t care if you type your
query in lowercase letters (hackers), uppercase (HACKERS), camel case (hAcKeR),
or psycho-case (haCKeR)—the word is always regarded the same way. This is espe-
cially important when you’re searching things like source code listings, when the
case of the term carries a great deal of meaning for the programmer. The one

www.syngress.com
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notable exception is the word or. When used as the Boolean operator, or must be
written in uppercase, as OR.

Google wildcards. Google’s concept of wildcards is not the same as a pro-
grammer’s concept of wildcards. Most consider wildcards to be either a symbolic
representation of any single letter (UNIX fans may think of the question mark) or
any series of letters represented by an asterisk. This type of technique is called stem-
ming. Google’s wildcard, the asterisk (*), represents nothing more than a single word
in a search phrase. Using an asterisk at the beginning or end of a word will not
provide you any more hits than using the word by itself.

Google reserves the right to ignore you. Google ignores certain common
words, characters, and single digits in a search. These are sometimes called stop
words. According to Google’s basic search document (www.google.com/
help/basics.html), these words include where and how, as shown in Figure 1.12.
However, Google does seem to include those words in a search. For example, a
search for WHERE 1=1 returns less results than a search for 1=1.This is an indica-
tion that the WHERE is being included in the search. A search for where pig
returns significantly less results than a simple search for pig, again an indication that
Google does in fact include words like how and where. Sometimes Google will
silently ignore these stop words. For example, a search for HOW 1 = WHERE 4
returns the same number of results as a query for 1 = WHERE 4. This seems to
indicate that the word HOW is irrelevant to the search results, and tha